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DUE  PROCESS  IN  SECURITY  CLEARANCE 
DETERMINATIONS 


WEDNESDAY,  MAY  5,  1993 

House  of  Representatives,  Subcommittee  on  Civil 
and  Constitutional  Rights,  Committee  on  the  Ju- 
diciary, and  Subcommittee  on  the  Civil  Service, 
Committee  on  Post  Office  and  Civil  Service, 

Washington,  DC. 
The  subcommittees  met,  pursuant  to  notice,  at  10  a.m.,  in  room 
2226,  Rayburn  House  Office  Building,  Hon.  Don  Edwards  (chair- 
man of  the  Subcommittee  on  Civil  and  Constitutional  Rights)  pre- 
siding. 

Present  from  the  Subcommittee  on  Civil  and  Constitutional 
Rights:  Representatives  Don  Edwards,  and  Howard  Coble. 

Also  present  from  the  Subcommittee  on  Civil  and  Constitutional 
Rights:  James  X.  Dempsey,  assistant  counsel;  Jancelyn  Pegues, 
clerk;  and  Kathryn  Hazeem,  minority  counsel. 

Present  from  the  Subcommittee  on  the  Civil  Service:  Representa- 
tive Frank  McCloskey  (chairman). 

Also  present  from  the  Subcommittee  on  the  Civil  Service:  Debo- 
rah Kendall,  staff  director;  Wendy  Lowengrub,  deputy  staff  direc- 
tor; and  Nathan  Zietlow,  counsel. 

OPENING  STATEMENT  OF  CHAIRMAN  EDWARDS 

Mr.  Edwards.  The  subcommittees  will  come  to  order.  Today  the 
subcommittees  will  consider  the  standards  and  procedures  used  by 
the  Government  in  granting,  denying,  and  revoking  security  clear- 
ances. This  hearing  is  being  held  jointly  with  the  distinguished 
Subcommittee  on  Civil  Service.  Our  two  committees  held  5  days  of 
joint  hearings  on  this  subject  in  the  101st  Congress.  It  was  a  very 
fruitful  collaboration.  I  am  happy  to  see  the  subcommittees  are 
working  together  again. 

We  have  three  goals  in  this  hearing.  Number  one,  receive  an  up- 
date on  the  GAO's  work  in  this  area;  two,  find  out  what  changes 
have  been  made  in  the  security  clearance  system  since  our  last 
hearing;  and  what  changes  are  pending;  and  three,  lay  the  ground- 
work for  pursuing  the  issue  in  the  new  administration. 

Security  clearances  are  held  by  approximately  3  million  employ- 
ees of  Government  agencies  and  contractors.  The  existing  security 
clearance  system  is  a  product  of  the  cold  war.  It  has  evolved  over 
time  to  the  point  that  it  is  fraught  with  complexity  and  inconsist- 
encies. 

For  example,  contractor  employees  facing  denial  or  revocation  of 
security  clearances  are  entitled  to  a  hearing  on  disputed  issues 

(1) 


while  Government  employees  are  not  provided  a  hearing,  except  in 
the  Department  of  Energy,  which  gives  hearings  both  to  the  con- 
tractor personnel  and  Government  employees.  In  addition  to  the 
basic  classifications  of  confidential,  secret  and  top  secret,  the  Gov- 
ernment has  created  another  category  of  information  known  as  sen- 
sitive compartmented  information  or  SCI. 

The  criteria  for  access  to  top  secret  and  SCI  are  nearly  identical 
and  the  same  background  investigation  is  used  for  both;  but  the 
two  systems  are  usually  administered  separately,  except  in  the 
Army  which  provides  the  same  due  process  for  top  secret  and  SCI. 
Except  in  the  Army,  a  person  denied  an  SCI  clearance  is  entitled 
only  to  the  most  minimal  procedural  rights.  For  example,  an  indi- 
vidual will  be  notified  of  the  revocation  or  denial  of  an  SCI  clear- 
ance only  after  the  decision  has  been  made.  Moreover,  a  person 
may  never  be  told  about  the  reasons  for  the  denial  of  the  clearance. 
DOD  will  provide  reasons  if  requested  while  the  CIA  will  not.  In 
no  event  can  the  person  get  a  hearing. 

As  if  this  were  not  complicated  enough,  the  Government  has  cre- 
ated another  category  of  information:  special  access  programs  for 
which  there  is  no  due  process,  not  even  after  the  fact,  even  after 
notice  that  the  clearance  has  been  denied. 

The  question  before  us  today  is  not  why  we  need  a  system  to  pro- 
tect classified  information;  I  think  that  that  is  clear.  The  question 
is  why  we  need  to  have  such  a  complicated  system,  so  many  incon- 
sistent and  sometimes  Kafkaesque  procedures. 

Due  process  is  not  a  luxury  nor  does  it  conflict  with  security.  Due 
process  is  an  indispensable  element  of  security  because  it  ensures 
reliable  decisions. 

I  commend  the  DOD  for  making  several  improvements  in  re- 
sponse to  GAO's  recommendations.  So  far,  however,  these  changes 
have  been  at  the  margin.  I  hope  the  new  administration  will  ad- 
dress basic  elements  of  the  system  to  streamline  and  simplify  it.  I 
think  that  the  administration  will  find  that  it  can  provide  a  fuller 
assurance  of  due  process  without  sacrificing  security. 

Now  we  will  proceed  to  our  witnesses.  Panel  one,  we  are  pleased 
to  have  Donna  M.  Heivilin,  Director,  Defense  Management  Issues 
of  the  U.S.  General  Accounting  Office. 

Welcome.  Will  you  introduce  your  colleagues?  You  may  proceed. 
We  have  problems  this  morning,  as  you  can  see,  with  a  backed  up 
schedule.  So  if  the  witnesses  can  limit  their  remarks  to  5  minutes, 
we  will  make  all  of  the  statements  without  objection  a  part  of  the 
record. 

I  assure  you  they  will  receive  careful  attention.  Welcome. 

[The  opening  statement  of  Mr.  Hyde  follows:] 

Opening  Statement  of  Hon.  Henry  J.  Hyde,  a  Representative  in  Congress 

From  the  State  of  Illinois 

Although  the  cold  war  has  officially  ended,  espionage  continues  to  pose  a  very  real 
threat  to  our  national  security.  International  drug  trafficking,  the  proliferation  of 
nuclear  weapons,  terrorism  and  increased  regional  and  ethnic  conflicts  require  us 
to  remain  on  guard.  Just  last  week,  an  American  employee  of  the  United  States  Em- 
bassy in  Athens  was  arrested  on  charges  of  selling  highly  classified  information  to 
contacts  suspected  of  being  foreign  military  officers.  This  latest  incident  confirms 
that  we  must  continue  to  insure  that  the  individuals  to  whom  we  entrust  our  na- 
tional secrets  are  reliable  and  trustworthy  and  will  not  compromise  the  information 
they  have  been  given. 


We  are  all  aware,  however,  that  there  are  no  hard  and  fast  rules  for  determining 
whether  or  not  an  individual  may  be  vulnerable  to  compromise  by  outside  interests. 
Whether  examining  procedures  currently  in  place  or  formulating  new  procedures, 
we  must  balance  the  interests  of  protecting  national  security  with  the  need  to  afford 
individuals  with  basic  due  process  rights. 

Our  hearing  today  will  focus  on  the  processes  within  the  various  agencies  and  ex- 
amine whether  additional  procedures  and  protections  are  needed.  I  want  to  thank 
each  of  the  witnesses  for  coming  and  look  forward  to  hearing  their  testmony. 

Mr.  Edwards.  Please  proceed,  Ms.  Heivilin. 

STATEMENT  OF  DONNA  M.  HEIVILIN,  DIRECTOR,  DEFENSE 
MANAGEMENT  AND  NASA  ISSUES,  NATIONAL  SECURITY  AND 
INTERNATIONAL  AFFAIRS  DIVISION,  U.S.  GENERAL  AC- 
COUNTING OFFICE,  ACCOMPANIED  BY  VICTOR  ZANGLA,  AS- 
SISTANT DIRECTOR,  DEFENSE  MANAGEMENT  ISSUES,  AND 
IRVING  T.  BOKER,  EVALUATOR  IN  CHARGE 

Ms.  Heivilin.  Thank  you,  Mr.  Chairman.  I  have  with  me  on  my 
left  Victor  Zangla,  Assistant  Director  of  Defense  Management  Is- 
sues and  Irving  Boker,  evaluator  in  charge  of  the  studies  we  are 
going  to  be  talking  about  today. 

I  appreciate  the  opportunity  to  discuss  our  reviews  in  this  area. 
They  were  two.  We  presented  a  report  to  you  last  May  on  the  secu- 
rity clearance  denials  and  revocations  of  Defense,  Energy,  and 
State  and  a  report  that  we  have  just  put  out  today  on  the  denials 
and  revocations  of  access  to  special  programs. 

I  have  put  a  couple  of  charts  up  that  we  can  be  looking  at  as  we 
talk  so  we  get  an  idea  of  the  population  that  is  involved  in  these 
various  types  of  classifications.  They  are  over  on  the  right  here. 

Mr.  Edwards.  Incidentally,  we  welcome  Chairman  McCloskey. 
Do  you  have  an  opening  statement? 

Mr.  McCloskey.  In  the  interests  of  brevity,  in  all  candor,  I  am 
going  to  be  coming  in  and  out  with  a  markup  going  on  in  Foreign 
Affairs.  I  ask  for  my  statement  to  be  accepted  for  the  record. 

[The  opening  statement  of  Mr.  McCloskey  follows:] 


OPENING  STATEMENT  OF  CHAIRMAN  FRANK  MCCLOSKEY 

JOINT  HEARING  OF  SUBCOMMITTEE  ON  CIVIL  SERVICE 

AND  SUBCOMMITTEE  ON  CIVIL  AND  CONSTITUTIONAL  RIGHTS 

MAY  5,  1993 

CHAIRMAN  EDWARDS,  I  WANT  TO  THANK  YOU  FOR  PARTICIPATING  IN 
THIS  JOINT  HEARING  TO  EXAMINE  AN  ISSUE  OF  GREAT  IMPORTANCE  to 
FEDERAL  EMPLOYEES  -  THE  RIGHTS  EMPLOYEES  HAVE  WHEN  THEY  ARE 
DENIED  ACCESS  TO  CLASSIFIED  INFORMATION  OR  HAVE  THAT  ACCESS 
SUSPENDED  OR  REVOKED.   CONGRESS  HAS  TRIED  FOR  YEARS  TO  ADDRESS 
EMPLOYEE'S  DUE  PROCESS  RIGHTS  FOR  ACCESS  TO  CLASSIFIED 
INFORMATION,  AND  TODAY'S  HEARING  GIVES  US  AN  OPPORTUNITY  TO 
EXAMINE  THE  NEED  FOR  REFORM  IN  THIS  AREA. 

ORIGINALLY,  THE  GOVERNMENT'S  SYSTEM  OF  CLASSIFYING 
INFORMATION  WAS  RELATIVELY  SIMPLE,  WITH  THREE  LEVELS  OF 
CLASSIFICATION  -  CONFIDENTIAL,  SECRET,  AND  TOP  SECRET.   IN  THE 
AFTERMATH  OF  WORLD  WAR  II,  AND  DURING  THE  COLD  WAR,  PROTECTING 
OUR  NATION'S  SECRETS  WAS  OF  THE  UTMOST  IMPORTANCE,  AND  CONTINUES 
TO  BE  SO  TODAY.   HOWEVER,  OVER  THE  YEARS  THE  CLASSIFICATION 
SYSTEM  HAS  GROWN  INCREASINGLY  COMPLEX,  AND  ONE  LEVEL  OF  SECRECY 
HAS  BEEN  LAYERED  ON  TOP  OF  ANOTHER. 

IN  THE  NAME  OF  NATIONAL  SECURITY,  DENIAL  AND  REVOCATION  OF 
SECURITY  CLEARANCES  AND  ACCESS  TO  INFORMATION  IS  SUBJECT  TO 
MANIPULATION.   MY  STAFF  TOLD  ME  ABOUT  A  CASE  IN  WHICH  A  FEDERAL 
EMPLOYEE  WAS  ASKED  TO  TAKE  THREE  SEPARATE  PSYCHIATRIC  EXAMS  WITH 
AGENCY  APPOINTED  DOCTORS  AFTER  BLOWING  THE  WHISTLE,  AND  PASSED 
THEM  EASILY.   HOWEVER,  WHEN  SHE  REFUSED  A  FOURTH  EXAM  SHE  LOST 
HER  SECURITY  CLEARANCE,  AND  HER  ABILITY  TO  PERFORM  HER  JOB. 

WHEN  A  CLEARANCE  IS  DENIED,  SUSPENDED  INDEFINITELY,  OR 


REVOKED,  AN  EMPLOYEE  MIGHT  BE  TEMPORARILY  OR  PERMANENTLY  OUT  OF  A 
JOB  SINCE  ACCESS  TO  CLASSIFIED  INFORMATION  IS  ESSENTIAL  TO  SOME 
POSITIONS.   BECAUSE  OF  THESE  DIRE  CONSEQUENCES,  IT  IS  VITAL  THAT 
THERE  BE  AN  ADMINISTRATIVE  PROCESS  IN  PLACE  IN  WHICH  EMPLOYEES  BE 
NOTIFIED  OF  THE  REASONS  FOR  THE  ACTION,  HAVE  A  CHANCE  TO  REBUT 
ALLEGATIONS,  AND  HAVE  THE  RIGHT  TO  APPEAL  A  FINAL  DECISION  TO  AN 
INDEPENDENT  AUTHORITY. 

THE  RIGHTS  OF  CONTRACTOR  EMPLOYEES  TO  RECEIVE  NOTIFICATION, 
A  CHANCE  TO  REBUT  ALLEGATIONS,  A  CHANCE  FOR  A  HEARING,  AND  THE 
RIGHT  TO  APPEAL  WERE  SPELLED  OUT  IN  EXECUTIVE  ORDER  10865,  ISSUED 
BY  PRESIDENT  EISENHOWER,  AND  UNBELIEVABLY,  THERE  IS  NO  SIMILAR 
AUTHORITY  GOVERNING  THE  RIGHTS  OF  FEDERAL  EMPLOYEES.   MOREOVER, 
THE  EISENHOWER  EXECUTIVE  ORDER  DID  NOT  CONTEMPLATE  THE  SPECIAL 
ACCESS  PROGRAMS  (SAPS)  AND  SENSITIVE  COMPARTMENTED  INFORMATION 
(SCI)  THAT  HAVE  ADDED  LAYERS  OF  SECURITY  UPON  THE  ORIGINAL  THREE 
LEVELS. 

INSTEAD,  THE  RIGHTS  OF  FEDERAL  EMPLOYEES  HAS  BEEN  LEFT  TO 
THE  DISCRETION  OF  AGENCY  AND  DEPARTMENT  HEADS,  AND  HAS  RESULTED 
IN  FEDERAL  EMPLOYEES  RECEIVING  FEWER  RIGHTS  THAN  CONTRACTOR 
EMPLOYEES.   MOREOVER,  TREATMENT  OF  FEDERAL  EMPLOYEES  IS 
INCONSISTENT  AMONG  AGENCIES  AND  DEPARTMENTS,  AND  EVEN  IN 
DIFFERENT  COMPONENTS  OF  THE  SAME  DEPARTMENT.    IT  IS  TIME  TO 
ADOPT  A  SINGLE,  GOVERNMENT -WIDE  STANDARD  FOR  FEDERAL  EMPLOYEES 
WHICH  WOULD  PROVIDE  THE  SAME  DUE  PROCESS  RIGHTS  ALREADY  AFFORDED 
TO  CONTRACTOR  EMPLOYEES  WHEN  A  SECURITY  CLEARANCE  IS  DENIED, 
SUSPENDED,  OR  REVOKED.   THERE  IS  A  FURTHER  NEED  FOR  MORE 


CENTRALIZATION  OF  ADJUDICATING  AUTHORITIES  WHICH  WOULD  CONTRIBUTE 
TO  DEVELOPING  MORE  CONSISTENT  NATIONAL  SECURITY  CRITERIA. 

UNIFORM  SECURITY  CRITERIA  AND  CONSISTENT  ADMINISTRATION  OF 
DUE  PROCESS  IS  PARTICULARLY  NECESSARY  WITH  RESPECT  TO  SAPS  AND 
SCI  PROGRAMS,  WHERE  THERE  IS  NO  STATUTORY  OR  EXECUTIVE  ORDER 
AUTHORITY  WITH  RESPECT  TO  RIGHTS  OF  BOTH  FEDERAL  AND  CONTRACTOR 
EMPLOYEES.   SPECIFICALLY,  AS  GAO  HAS  IDENTIFIED,  EMPLOYEES  OFTEN 
RECEIVE  NO  DE  FACTO  RIGHTS  WHEN  ACCESS  IS  DENIED  OR  REVOKED. 
EMPLOYEES  CAN  AND  DO  LOSE  ACCESS  WITHOUT  EVEN  BEING  TOLD  THEY'VE 
LOST  IT,  LET  ALONE  THE  REASONS  FOR  THE  ACTION,  OR  THE  RIGHT  TO 
APPEAL  THE  DECISION  TO  AN  INDEPENDENT  AUTHORITY,  ALTHOUGH  THIS 
MAY  BE  BECAUSE  OF  THE  SENSITIVITY  OF  INFORMATION  IN  SAPS  AND  SCI 
DESIGNATED  PROGRAMS.   SURELY  WE  CAN  DEVELOP  A  MORE  EQUITABLE 
PROCESS  THAT  MAINTAINS  THE  SANCTITY  OF  CLASSIFIED  INFORMATION. 

ALLOWING  EMPLOYEES  THE  RIGHT  TO  WRITTEN  NOTIFICATION  WITH 
THE  REASONS  FOR  THE  ACTION,  THE  OPPORTUNITY  TO  RESPOND  TO 
ALLEGATIONS,  AND  THE  RIGHT  TO  APPEAL  TO  AN  INDEPENDENT 
ADJUDICATING  AUTHORITY,  IS  THE  BEST  WAY  OUR  GOVERNMENT  HAS  TO 
INSURE  THAT  DECISIONS  ARE  MADE  ON  THE  BASIS  OF  NATIONAL  SECURITY 
AND  NOT  FOR  A  NON-SECURITY  RELATED  REASON.   DURING  HEARINGS  HELD 
EARLIER  THIS  YEAR  BY  MY  SUBCOMMITTEE,  I  HEARD  TESTIMONY  ABOUT  THE 
INCREASING  PRACTICE  OF  DENYING  OR  REVOKING  SECURITY  CLEARANCES  IN 
RETALIATION  AGAINST  EMPLOYEES  WHO  BLOW  THE  WHISTLE.   SINCE  THE 
MERIT  SYSTEM  PROTECTION  BOARD  LACKS  THE  AUTHORITY  TO  REVIEW 
SECURITY  CLEARANCE  DECISIONS,  FEDERAL  EMPLOYEES  HAVE  NO  STATUTORY 
PROTECTION  AGAINST  THIS  TYPE  OF  RETALIATION. 


FINALLY,  AS  I  MENTIONED  BEFORE,  THE  BASIC  SECURITY 
CLASSIFICATION  SYSTEM  AND  THE  RIGHTS  AFFORDED  TO  EMPLOYEES  WERE 
DEVELOPED  NEARLY  FORTY  YEARS  AGO,  WHEN  THE  NATIONAL  SECURITY 
THREATS  POSED  TO  OUR  COUNTRY  WERE  DRAMATICALLY  DIFFERENT.   WITH  A 
NEW  ADMINISTRATION  CONDUCTING  A  REVIEW  OF  THE  FEDERAL  GOVERNMENT, 
WE  OUGHT  TO  CONDUCT  A  MORE  FUNDAMENTAL  EXAMINATION  OF  OUR 
NATIONAL  SECURITY  SYSTEM  IN  WHICH  WE  ASK  WHETHER  THE  ASSUMPTIONS 
AT  WORK  WHEN  THE  SYSTEM  WAS  DEVELOPED  ARE  STILL  OPERATIVE,  AND  IN 
WHICH  EFFICIENCY  IN  GOVERNMENT  AND  FAIRNESS  TO  FEDERAL  AND 
CONTRACTOR  EMPLOYEES  ARE  ADDRESSED. 

CHAIRMAN  EDWARDS,  AGAIN  I  THANK  YOU  FOR  THESE  JOINT 
HEARINGS,  I  LOOK  FORWARD  TO  WORKING  WITH  YOUR  SUBCOMMITTEE  ON 
THESE  ISSUES,  AND  TO  THE  TESTIMONY  OF  OUR  WITNESSES  THIS 
MORNING. 
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Mr.  Edwards.  You  may  proceed. 

Ms.  Heivilin.  A  clearance,  a  security  clearance  in  any  of  these 
areas  can  be  denied  or  revoked  when  unfavorable  information  on 
the  individual  surfaces  which  is  not  consistent  with  national  secu- 
rity issues. 

Generally,  the  individual's  clearance  or  access  is  suspended  pend- 
ing the  resolution  of  the  unfavorable  information.  Generally,  it  is 
agreed  there  are  certain  treatments  that  the  individual  should  be 
given  in  order  that  they  have  fair  treatment  in  the  situation. 

We  believe  they  should  be  notified  of  the  action;  they  should  be 

fiven  the  reasons  that  the  action  is  being  taken;  and  they  should 
ave  a  chance  to  appeal  the  proposed  actions.  In  other  words,  they 
should  be  able  to  tell  their  side  of  the  story.  This  is  commonly  re- 
ferred to  as  administrative  due  process.  That  is  the  subject  we  are 
going  to  be  talking  about  here. 

First,  I  would  like  to  talk  about  the  requirements  in  the  area.  On 
another  chart  we  have  here  we  listed  the  various  regulations  and 
directives  that  apply  in  this  area. 

There  is  no  legislation  or  Executive  order  that  spells  out  due 
process  requirements  for  Government  employees.  However,  there  is 
a  1960  Executive  order  that  applies  to  contractor  employees  and 
their  access  to  classified  information,  but  it  does  not  mention  ac- 
cess to  special  access  programs  and  sensitive  compartmented  infor- 
mation. 

For  their  security  clearance,  it  requires  for  contract  employees 
that  their  administrative  due  process  include  evidentiary  hearings. 
This  has  been  set  up  by  the  Department  of  Defense  and  by  the  De- 
partment of  Energy.  The  Department  of  Energy  applies  the  same 
procedures  for  their  Government  employees,  so  their  Government 
employees  receive  evidentiary  hearings. 

DOD  doesn't  provide  evidentiary  hearings  to  its  military  or  its  ci- 
vilian employees.  Under  the  DOD  regulation,  5200. 2-R  we  have 
listed  there,  they  get  a  written  notice,  a  chance  to  respond,  and  a 
chance  to  appeal  to  a  higher  authority.  The  Army  seems  to  apply 
these  same  procedures  across  the  board  for  the  clearances,  for  the 
SCI,  and  for  the  SAP. 

When  we  examined  the  practices,  we  found  that  the  practices 
ranged  in  the  area;  different  situations,  different  types  of  employ- 
ees, and  different  types  of  clearances  get  different  practices  when 
it  comes  to  administrative  due  process.  For  example,  for  the  special 
access  programs,  the  Navy  and  the  Air  Force  do  not  provide  due 
process  in  the  cases  we  looked  at  for  either  its  employees  or  for 
contractors.  For  the  sensitive  compartmented  information,  when 
access  was  denied  or  revoked,  in  the  cases  we  looked  at  again,  ad- 
ministrative due  process  was  provided. 

We  looked  at  suspensions,  which  was  an  area  of  concern  to  us, 
and  we  found  that  Defense  and  State  suspended  clearances  for  long 
periods  of  time  without  telling  the  employees  why  their  clearance 
was  being  suspended. 

The  Energy  Department  had  much  shorter  suspension  times.  At 
Energy,  84  percent  of  their  suspensions  were  cleared  up  in  less 
than  6  months;  whereas  with  the  Air  Force,  after  6  months,  you 
still  had  88  percent  of  the  suspensions  still  pending.  With  the  State 
Department,  59  percent  were  still  suspended  after  6  months.  For 


the  Army  and  the  Navy,  we  did  not  have  enough  data  to  be  able 
to  come  up  with  a  percentage. 

The  Defense  Department  is  supposed  to  send  cases  to  central  ad- 
judication for  disposition  when  clearances  are  suspended.  However, 
in  the  1990  data  we  looked  at,  neither  the  Air  Force,  the  Army,  nor 
the  Navy,  in  all  of  those,  70  percent  of  the  cases  we  looked  at  had 
not  been  sent  forward  for  adjudication,  there  was  no  final  action; 
and  the  people  were  separated  or  discharged  or  incarcerated  and 
they  still  had  not  reported  that  their  clearances  had  been  revoked. 
They  hadn't  resolved  the  suspensions. 

The  Air  Force,  only  9  percent  were  revoked  in  1990  and  91  per- 
cent were  left  in  suspension. 

When  we  looked  at  the  appeals  procedures,  we  found  in  the  Air 
Force,  the  Navy,  and  the  State  Department,  that  the  appeals  proce- 
dures appeared  to  lack  independence  because  the  individuals  hear- 
ing the  appeals  either  were  involved  in  the  original  unfavorable  ac- 
tion or  were  in  the  chain  of  command  of  the  person  who  is  hearing 
the  appeal. 

We  have  recommended  that  the  procedures  be  established  so  that 
it  has  the  appearance  of  independence,  that  it  be  someone  who  is 
either  not  involved  in  the  original  suspension  or  someone  who  is 
not  in  the  chain  of  command  of  the  person  involved  in  the  original 
suspension. 

We  are  also  particularly  concerned,  in  the  area  of  the  special  ac- 
cess programs,  about  the  administrative  due  process  for  contract 
employees.  Under  the  new  national  industrial  security  program,  we 
believe  that  both  the  contract  and  Government  employees  should 
have  access  to  administrative  due  process.  Under  that  new  pro- 
gram, we  are  concerned  that  it  will  not  be  received. 

We  are  pleased  to  note,  as  you  commented,  that  DOD  and  En- 
ergy have,  indeed,  taken  action  on  recommendations  from  our  May 
1992  report;  but  I  would  like  to  underscore  a  position  today.  We  be- 
lieve everyone  should  be  given  an  opportunity  for  administrative 
due  process  on  his  or  her  security  clearance  if  it  is  denied  or  re- 
voked; and  I  think  when  we  looked  at  what  has  happened,  what 
has  changed  since  1989  and  1990  when  you  held  hearings  on  this 
subject,  we  are  disappointed  because  we  didn't  see  much  change. 
We  still  see  different  rules  for  contractors  and  Government  employ- 
ees. We  see  different  procedures  for  special  access  programs,  for 
the  sensitive  compartmented  information  programs,  and  for  the 
clearances. 

Under  the  new  industrial  security  program,  as  I  mentioned,  we 
are  concerned  about  the  due  process  that  people  will  get  under  that 
program;  and  we  do  believe  that  that  program  should  be  looked  at 
carefully,  because  we  believe  that  it  will  set  up  a  stage  for  a  Gov- 
ernmentwide  security  program,  so  it  is  a  very  important  program 
to  look  at. 

Thank  you  very  much. 

I  will  submit  my  longer  statement  for  the  record. 

[The  prepared  statement  of  Ms.  Heivilin  and  the  GAO  reports 
follow:] 
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Prepared  Statement  of  Donna  M.  Hemlin,  Director,  Defense 
Management  and  NASA  Issues,  National  Security  and 
International  Affiars  Division,  U.S.  General  Accounting 
Office 


Mr.  Chairmen  and  Members  of  the  Subcommittees: 

We  appreciate  the  opportunity  to  discuss  today  our  reviews  of  the 
administrative  due  process  procedures  that  are  in  place  for 
individuals  for  whom  security  clearances  and  access  to  special 
programs  are  denied  or  revoked. 

BACKGROUND 

In  January  1989,  the  executive  branch  released  a  proposed  executive 
order  for  agency  comment  that  would  have  established  uniform 
standards  for  granting  and  retaining  security  clearances  for 
federal  and  contractor  employees.  One  section  of  the  order  would 
have  made  it  possible  for  agency  heads  to  deny  administrative  due 
process  to  individuals  for  whom  clearances  are  denied  or  revoked. 
Following  release  of  the  proposed  order,  which  has  not  yet  been 
finalized,  you  asked  GAO  to  review  the  administrative  due  process 
policies  and  procedures  of  several  agencies.   Because  of  the  size 
of  this  undertaking,  we  conducted  this  review  in  two  phases.  The 
first  phase  covered  security  clearance  denials  and  revocations  at 
the  Departments  of  Defense,  Energy,  and  State.1  The  second  phase 
covered  denials  and  revocations  of  access  to  special  access 


Security  Clearances:  Due  Process  for  Denials  and  Revocations  by 
Defense.  Energy,  and  State  (GAO/NSIAD-92-99,  May  6,  1992). 
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programs  (SAP)  and  sensitive  compartmented  information  (SCI)  at 
Defense. 

When  unfavorable  information  surfaces  or  actions  occur  that 
indicate  that  granting  or  continuing  an  individual's  clearance  or 
access  to  a  SAP  or  SCI  is  not  clearly  consistent  with  national 
security  interests,  the  clearance  and/or  access  to  classified 
information  may  be  denied  or  revoked.   Generally,  an  individual's 
clearance  or  access  to  classified  information  is  suspended  pending 
resolution  of  the  unfavorable  information.   Before  a  clearance  or 
SAP/SCI  access  is  denied  or  revoked,  it  is  generally  agreed  that  an 
individual  should  receive  fair  treatment,  including  notification, 
reasons,  and  a  chance  to  appeal  a  proposed  action,  provided  that 
classified  information  is  not  subjected  to  unauthorized  disclosure. 
This  process  is  commonly  referred  to  as  administrative  due  process. 
There  is  no  legislative  requirement  or  executive  order  that  spells 
out  the  due  process  requirements  for  government  employees. 
Agencies  have  set  up  varying  procedures  for  such  employees. 

There  is  a  1960  executive  order  that  applies  to  contractor 
employees  and  their  access  to  classified  information,  but  the  order 
does  not  mention  special  access  programs.2  The  executive  order 
specifies  procedures  for  administrative  due  process  for  contractor 
employees,  including  evidentiary  hearings.   In  compliance  with  the 


Executive  Order  10865,  "Safeguarding  Classified  Information 
Within  Industry"  (Feb.  20,  1960). 
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order,  the  Departments  of  Defense  and  Energy  have  established 
procedures  for  contractor  employees  in  cases  where  security 
clearances  are  denied  or  revoked.   Energy's  procedures  also  apply 
to  its  government  employees.   Defense  has  separate  procedures  for 
its  military  and  civilian  employees  that  are  not  as  extensive  as 
the  ones  established  for  contractor  employees,  because  they  do  not 
provide  for  evidentiary  hearings.   Essentially,  Defense  gives  its 
military  and  civilian  employees  written  notice  of  proposed 
unfavorable  clearance  or  access  determinations  and  the  reasons  for 
them,  a  chance  to  respond,  and  an  opportunity  to  appeal  to  a  higher 
authority. 

The  Director  of  Central  Intelligence  has  established  minimum  appeal 
procedures  for  government  and  contractor  personnel  for  whom  SCI 
access  is  denied  or  revoked.   Notification  of  unfavorable  action 
does  not  have  to  be  written,  and  there  is  no  requirement  to  provide 
reasons  for  the  action.   These  procedures,  as  well  as  the 
opportunity  to  appeal  an  unfavorable  decision,  can  be  waived. 

Over  3  million  military,  civilian,  and  contractor  employees  hold 
clearances  granted  by  Defense,  Energy,  and  State.   During  fiscal 
year  1992,  Defense  granted  about  640,700  clearances  and  about 
68,100  SCI  accesses.   Defense  denied  about  1,200  clearances  and 
revoked  about  2,900.   It  also  denied  about  900  SCI  accesses  and 
revoked  about  500.   The  total  number  of  SAP  access  authorizations 
is  unknown,  but  is  estimated  to  be  between  200,000  and  250,000. 
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The  number  of  denials  and  revocations  of  SAP  access  is  also 
unknown. 

RESULTS  IN  BRIEF 

Our  reviews  indicated  that  a  wide  range  of  practices  are  observed 
by  Defense,  Energy,  and  State  when  these  agencies  deny  or  revoke 
clearances  of  government  or  contractor  employees  to  classified 
information,  and  by  Defense  when  it  revokes  access  to  special 
access  programs  and  sensitive  compartmented  information.   For 
example,  Defense  and  State  suspended  clearances  for  long  periods 
without  telling  employees  why.   We  also  found  that  Defense 
suspended  many  clearances  indefinitely,  never  revoking  them,  even 
though  the  individuals  had  either  been  discharged  or  incarcerated 
because  of  the  actions  that  prompted  the  suspensions.   Defense  and 
Energy  did  not  tell  individuals  how  they  could  obtain  investigative 
information  about  themselves.   Finally,  it  appeared  to  us  that  the 
appeal  procedures  at  Defense  and  State  could  be  perceived  as 
lacking  independence  because  the  officials  hearing  the  appeals  were 
either  involved  in  the  unfavorable  determinations  or  were  in  the 
same  chain  of  command. 

Our  review  of  administrative  due  process  for  Defense's  special 
access  programs  showed  that  the  Navy  and  Air  Force  did  not  provide 
the  process  to  government  or  contractor  employees.   However,  the 
three  services  were  providing  due  process  when  access  to  sensitive 
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compartmented  information  was  initially  denied  or  revoked.   The 
Navy  and  Air  Force  appeal  procedures  for  sensitive  compartmented 
information,  like  their  procedures  for  security  clearances,  could 
be  perceived  as  lacking  independence. 

We  are  particularly  concerned  about  the  special  access  program 
administrative  due  process  procedures  proposed  for  contractor 
employees  in  the  recently  authorized  National  Industrial  Security 
Program.3   If  these  procedures  are  adopted,  contractor  employees 
could  be  denied  due  process  because  the  procedures  can  be  waived. 
Even  if  the  procedures  are  not  waived,  their  use  would  result  in 
contractor  employees  receiving  less  than  what  is  generally  required 
by  DOD's  regulation  for  these  programs. 

First,  I'll  briefly  discuss  the  findings  in  our  May  1992  report  on 
due  process  for  security  clearance  denials  and  revocations. 

CLEARANCES  SUSPENDED  FOR  LONG  PERIODS 
WITHOUT  FORMAL  NOTIFICATION  OF  REASONS 

Defense,  Energy,  and  State  regulations  did  not  specify  how  or  what 
individuals  were  to  be  told  when  their  access  or  clearances  were 
suspended.   However,  two  Defense  components --the  Defense  Mapping 


Executive  Order  12829  authorized  this  program  on  January  6, 
1993.   It  establishes  standards  for  protecting  national  security 
information  held  by  contractors  and  provides  for  administrative 
due  process  procedures  for  contractor  employees. 
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Agency  and  Defense  Investigative  Service  (for  contractor 
employees ) --had  regulations  requiring  written  notices  of 
suspensions  with  reasons. 

Energy,  unlike  Defense  and  State,  considered  suspensions  to  be  the 
first  step  in  its  administrative  due  process  procedures.   It 
specified  time  frames  for  completing  suspensions  and  other 
procedures.   Energy's  treatment  of  suspensions  may  account  for  its 
generally  shorter  suspension  periods  for  Energy  and  contractor 
employees,  compared  to  those  of  Defense  and  State.   As  noted  in 
table  1,  only  16  percent  of  the  Energy  cases  in  our  random  sample 
were  in  a  suspended  status  over  6  months,  compared  with  88  percent 
for  Defense  and  59  percent  for  State. 

Table  1:   Suspensions  of  Access  or  Clearances 


Air 

Force4 

Enerqv 

State 

Months 

Number 

Percent 

Number 

Percent 

Number  Percent 

0-3 

1 

4 

14 

56 

6         22 

3-6 

2 

8 

7 

28 

5         19 

6-12 

17 

65 

3 

12 

9         33 

Over  12 

6 

23 

1 

4 

7         26 

Total 

26 

100 

25 

100 

27        100 

*Army  and  Navy  case  files  contained  insufficient  data  to  determine 
suspension  periods. 
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POD  CLEARANCE  SUSPENSIONS 
NOT  FORMALLY  RESOLVED  OR 
REPORTED  AS  REVOCATIONS 

DOD's  regulation  requires  commanders  and  organization  heads  to 
suspend  individuals'  access  when  derogatory  information  surfaces. 
Then,  they  are  to  send  the  cases  to  the  central  adjudication 
offices  for  disposition.   About  70  percent  of  Army,  Navy,  and  Air 
Force  cases  in  fiscal  year  1990  were  not  sent  forward.   The 
individuals  were  separated  or  discharged  from  the  military  or 
incarcerated,  with  no  final  action  taken.   As  a  result,  the 
individuals'  clearances  were  left  indefinitely  suspended  with  no 
final  determination  made  on  the  status  of  the  clearances,  even 
though  the  individuals  had  been  separated  from  the  military. 

Further,  DOD's  annual  clearance  activity  reports  substantially 
understated  the  number  of  individuals  whose  clearances  were  revoked 
or  could  have  been  revoked  for  security  reasons.   For  example,  DOD 
reported  about  5,300  clearance  revocations  for  the  Army,  Navy,  and 
Air  Force  for  fiscal  year  1990.   However,  it  did  not  report  11,500 
cases  that  were  not  sent  to  the  central  adjudication  offices.   In 
the  Air  Force,  only  about  9  percent  of  the  cases  were  revoked  by 
the  central  adjudication  office;  91  percent,  or  about  4,200 
clearances,  were  left  indefinitely  suspended,  even  though  the 
individuals  were  no  longer  in  the  Air  Force  or  were  incarcerated  in 
military  or  civilian  jails. 
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INDIVIDUALS  NOT  TOLD  HOW  TO  GET 
ACCESS  TO  INVESTIGATIVE  RECORDS 

The  DOD  regulation  for  government  employees  and  the  Energy 
regulation  for  government  and  contractor  employees  did  not  require 
that  the  agencies  inform  individuals  how  to  obtain  investigative 
records  about  themselves.   However,  the  DOD  regulation  for 
contractor  employees  provided  that,  upon  request,  employees  be 
furnished  with  copies  of  the  investigative  records  supporting 
unfavorable  determinations.   State's  regulation  also  provided  for 
notification  of  access  procedures. 

PERCEPTION  OF  INDEPENDENT  APPEAL  PROCESS 
NOT  APPARENT  AT  DEFENSE  OR  STATE 

Energy's  due  process  procedures  for  security  clearances,  which  are 
applicable  to  Energy  and  contractor  employees,  give  a  perception  of 
independence  because  the  individuals  hearing  appeals  are  not  part 
of  the  adjudicative  process  that  produced  an  unfavorable  clearance 
determination.   DOD's  regulation  leaves  the  type  of  appeal  process 
to  the  individual  services  and  components.   State's  procedures 
delineate  the  officials  authorized  to  hear  appeals.   The  designated 
appellate  panels  at  State  and  most  of  those  at  DOD  did  not  appear 
to  be  administratively  independent  of  the  officials  responsible  for 
making  the  clearance  denial  and  revocation  decisions  being 
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appealed.   Exceptions  at  DOD  were  the  Army  military  and  civilian 
employees  and  most  DOD  contractor  employees. 

There  was  an  unusual  situation  at  the  Air  Force.   The  three-member 
appeal  panel  met  at  the  central  clearance  office,  where  two 
nonvoting  members--the  Director  or  Deputy  Director  of  the  office 
and  a  chief  adjudicator,  who  were  responsible  for  the  denial  or 
revocation--were  present  during  the  panel's  meetings  to  provide 
technical  assistance.   However,  appellants  were  not  represented  at 
the  meetings. 

We  recommended  that  Defense  and  Energy  revise  their  regulations  to 
provide  that  suspension  notification  letters  to  individuals  contain 
the  reasons  for  unfavorable  actions  and  procedures  for  requesting 
access  to  their  investigative  records.   The  two  agencies  agreed 
with  our  recommendations  and  said  that  their  regulations  would  be 
revised  accordingly.   We  also  recommended  that  Defense  resolve 
clearance  suspensions  more  promptly  and  consider  establishing 
appeal  boards  that  can  be  perceived  as  being  independent  of  the 
groups  that  make  final  unfavorable  security  clearance 
determinations.   Defense  said  that  it  would  study  the  makeup  of  the 
appeal  panels  during  its  review  of  consolidated  adjudication 
options  and  review  its  regulation  to  ensure  that  the  language 
ensures  that  final  action  is  taken  on  all  clearance  suspensions. 
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State  did  not  agree  with  our  recommendations  that  (1)  it  should 
send  letters  to  individuals  informing  them  that  their  security 
clearances  are  suspended,  with  the  reasons  for  the  action,  and  (2) 
that  appeal  boards  consist  of  officials  independent  from  the 
individuals  who  made  the  original  unfavorable  clearance 
determinations.   State  said  that  by  confronting  employees  directly 
with  the  allegations  against  them  and  documenting  their  responses, 
its  employees  are  provided  a  form  of  investigative  due  process  that 
is  normally  more  effective  in  resolving  such  issues  than  formal 
statement  of  charges.   With  regards  to  our  recommendation  about  the 
appeal  board,  State  said  that  it  did  not  need  an  intermediary  body 
between  the  appellant  and  the  decision  makers.   We  do  not  agree 
with  State.   We  believe  our  recommendations  are  still  valid  and  in 
line  with  procedures  at  Defense  and  Energy. 

Next,  I'll  briefly  discuss  the  findings  in  our  current  review  of 
administrative  due  process  in  DOD's  special  access  programs. 

NO  ADMINISTRATIVE  DUE  PROCESS 
IN  NAVY  AND  AIR  FORCE  SAPs 

The  Navy  and  Air  Force  were  not  providing  administrative  due 
process  to  government  personnel  (military  or  civilian)  or 
contractor  employees  for  whom  access  to  a  SAP  was  denied  or 
revoked.   DOD's  personnel  security  program  regulation  generally 
requires  it  for  government  personnel,  but  there  is  no  comparable 
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DOD  regulation  requiring  it  for  contractor  employees.   Although 
there  is  a  1960  executive  order  that  requires  agencies  to  provide 
administrative  due  process  to  contractor  employees  for  whom  access 
to  classified  information  is  denied  or  revoked,  DOD  told  us  that  it 
believes  that  the  order  is  not  applicable  to  SAPs.   The  Army  was 
providing  administrative  due  process  to  contractor  employees  and 
Army  personnel. 

ADMINISTRATIVE  DUE  PROCESS 
PROVIDED  FOR  ACCESS  TO  SCI 

The  three  services  provided  administrative  due  process  to 
government  and  contractor  employees  for  whom  access  to  SCI  was 
denied  or  revoked,  but  followed  different  procedures.   The  Army 
followed  procedures  in  DOD's  personnel  security  regulation,  while 
the  Navy  and  Air  Force  followed  the  minimum  procedures  prescribed 
by  the  Director  of  Central  Intelligence,  which  is  permitted  by 
DOD's  regulation.   As  a  result,  individuals  associated  with  the 
Army  were  notified  that  they  would  be  denied  access  or  that  their 
access  was  being  revoked,  while  those  associated  with  the  Navy  and 
Air  Force  were  notified  after  the  access  was  denied  or  revoked. 
The  Army  used  the  same  procedures  for  security  clearances  and 
accesses  for  SCI  and  SAPs,  as  provided  for  in  the  DOD  regulation. 
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CONTRACTOR  EMPLOYEES  WILL  RECEIVE 
LESS  SAP  ADMINISTRATIVE  DUE  PROCESS  IN 
THE  NATIONAL  INDUSTRIAL  SECURITY  PROGRAM 

Administrative  due  process  procedures  proposed  for  contractor 
employees  under  the  recently  authorized  National  Industrial 
Security  Program  are  patterned  after  the  Director  of  Central 
Intelligence's  minimum  appeal  procedures  for  SCI.   If  these 
procedures  are  adopted,  contractor  employees  would  receive  less  due 
process  than  that  generally  required  by  DOD's  regulation  for  SAPs, 
or  they  could  be  denied  it  completely,  as  now  allowed  in  the  SCI 
appeal  procedures. 

The  provisions  of  the  SCI  procedures  require  a  determination  that 
it  is  in  the  national  interest  to  (1)  inform  an  individual  of 
access  denial  or  revocation,  (2)  inform  the  individual  that  the 
reasons  for  an  unfavorable  access  action  may  be  requested  (no 
requirement  that  the  reasons  be  provided),  and  (3)  allow  the 
individual  to  appeal  the  unfavorable  access  action.   Under  DOD's 
personnel  security  regulation  5200. 2-R,  DOD  is  required  to  give  an 
individual  written  notification  of  a  proposed  security  clearance  or 
SCI/SAP  access  denial  or  revocation  action,  including  the  reasons; 
an  opportunity  to  respond  in  writing;  a  written  response  explaining 
why  the  final  action  is  being  taken;  and  an  opportunity  to  appeal 
to  a  higher  authority  within  the  service  or  DOD  component. 
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The  proposed  procedures,  with  the  provision  that  permits  the 
waiving  of  administrative  due  process,  are  similar  to  the  provision 
in  the  January  1989  draft  executive  order  that  some  Members  of  the 
Congress  objected  to.   The  draft  order's  provision  would  have  given 
agency  heads  the  authority  to  waive  administrative  due  process. 

In  addition,  DOD  told  the  Members  of  these  two  Subcommittees  during 
a  February  1990  hearing  that  it  followed  the  SCI  appeal  procedures 
in  its  SAPs.   In  fact,  however,  it  actually  followed  the 
procedures'  waiver  authority  and  did  not  provide  any  administrative 
due  process  to  either  contractor  or  government  employees  in  those 
programs.   That  practice  is  contrary  to  the  DOD  regulation  covering 
DOD  employees,  but  is  in  conformity  with  the  SCI  procedures 
prescribed  by  the  Director  of  Central  Intelligence. 

DOD's  regulations  do  not  specifically  provide  for  contractor 
employee  SAP  administrative  due  process. 

NAVY  AND  AIR  FORCE  SAP  AND  SCI 
APPEAL  PROCEDURES  CAN  BE  PERCEIVED 
AS  LACKING  INDEPENDENCE 

SCI  appeal  procedures  of  the  Navy  and  Air  Force  can  be  perceived  as 
not  being  independent  because  some  officials  handling  the  appeals 
are  in  the  same  chain  of  command  as  the  individuals  involved  in  the 
unfavorable  adjudication  of  the  SCI  access  or  are  higher  officials 
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in  the  same  command.   For  example,  in  one  Navy  office  that 
adjudicates  SCI  access,  the  three  officials  adjudicating  appeals 
are  all  from  the  same  command  as  the  adjudicating  office. 
Therefore,  an  appellant  or  others  could  perceive  a  lack  of 
independence  on  the  part  of  the  officials  adjudicating  an  appeal. 

In  contrast,  the  Army's  appeal  process  provides  for  appeals  to  be 
adjudicated  by  the  Deputy  Chief  of  Staff  for  Intelligence,  who  is 
not  in  the  same  command  as  the  central  adjudication  office.   The 
Army  uses  the  same  process  for  security  clearances  and  SCI/SAP 
accesses.   The  Army,  pursuant  to  DOD's  personnel  security 
regulation,  has  one  central  adjudication  office  that  handles 
security  clearances  and  SCI/SAP  accesses,  which  may  make  it  easier 
for  it  to  have  an  appeal  process  that  appears  to  be  independent. 
By  contrast,  the  Navy  and  Air  Force  have  multiple  offices  that 
adjudicate  security  clearances  and  SCI/SAP  accesses  and  handle 
appeals . 

We  recommended  that  DOD  establish  criteria  for  the  appeal  process 
that  will  make  appeal  panel  or  board  members  appear  to  be 
independent  of  the  adjudication  process;  establish  procedures  that 
ensure  that  the  services  and  components  are  complying  with  the  DOD 
regulation  requiring  administrative  due  process  for  SAPs;  and 
propose  that  the  National  Industrial  Security  Program  establish 
administrative  due  process  procedures  for  SAPs  that  are  similar  to 
DOD's  procedures  for  its  own  personnel. 
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DOD  generally  did  not  agree  with  our  findings.   We  made  some 
revisions  in  response  to  their  comments,  but  basic  differences 
exist  with  respect  to  (1)  the  interpretation  of  the  requirements  of 
DOD's  personnel  security  regulation,  5200. 2-R;  (2)  DOD's  practical 
definition  of  administrative  due  process;  and  (3)  the  results  of 
our  review  and  accompanying  recommendations.   DOD  said  that, 
consistent  with  several  paragraphs  in  DOD  Regulation  5200. 2-R,  it 
sometimes  upgraded  SAP  adjudicative  standards  to  those  of  the 
Director  of  Central  Intelligence  for  SCI,  but  the  approval  of  the 
Deputy  Secretary  of  Defense  was  needed  to  waive  the  Director's  SCI 
procedures . 

We  believe  that  the  regulation's  language  is  very  clear  in 
specifying  the  administrative  due  process  generally  required  when 
access  to  a  SAP  is  denied  or  revoked.   The  paragraphs  referred  to 
by  DOD  do  not  mention  administrative  due  process.   They  refer  to 
definitions  and  descriptions  of  SAPs  and  the  approval  needed  to  use 
special  investigative  procedures.   The  DOD  directive  governing  SAPs 
requires  compliance  with  all  DOD  regulations,  including  5200. 2-R. 

With  respect  to  the  waiving  of  the  Director  of  Central 
Intelligence's  procedures  for  SCI,  a  DOD  official  responsible  for 
SAP  security  policy  said  that  he  knew  of  no  approval  being  given  by 
the  Deputy  Secretary  of  Defense  to  waive  the  procedures.   Even 
though  DOD  Regulation  5200. 2-R  does  not  specify  that  the 
administrative  due  process  procedures  may  be  waived  under 
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extenuating  circumstances,  we  recognize  that  some  programs,  because 
of  national  security  considerations,  will  be  authorized  a  specific 
exemption.   However,  in  every  SAP  case  that  the  Navy  and  Air  Force 
gave  us  for  review,  the  individuals  did  not  receive  the  due  process 
required  by  DOD  Regulation  5200. 2-R,  nor  did  they  receive  the  due 
process  specified  for  SCI  by  the  Director  of  Central  Intelligence. 
The  individuals  were  not  notified  that  an  access  had  been  denied  or 
revoked  and  were  not  given  reasons  for  the  actions.   In  contrast, 
the  Army  seemed  to  be  providing  administrative  due  process  under 
existing  regulations  for  all  individuals  for  whom  access  to  a  SAP 
or  SCI  was  denied  or  revoked. 

Although  DOD  did  not  concur  with  all  of  our  findings,  DOD  said  that 
our  report  will  facilitate  efforts  to  refine  existing  policy 
documents.   DOD  intends  to  revise  its  regulations  to  specifically 
define  the  requirements  for  administering  due  process  in  SAPs . 


Mr.  Chairmen,  that  concludes  my  prepared  testimony.   We  would  be 
happy  to  respond  to  questions  that  you  may  have. 
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ATTACHMENT  I 


ATTACHMENT  I 


POD  AUTHORIZATIONS  FOR  ACCESS  TO 
CLASSIFIED  INFORMATION  -  FY  1992 


TOP  SECRET,  SECRET,  AND  CONFIDENTIAL  CLEARANCES 

Total  held  3,100,000 

Granted  640,700 

Denied  l>2™ 

Revoked  2'900 

Discharged  before  revocation  12,800 

SENSITIVE  COMPARTMENTED  INFORMATION  AUTHORIZATIONS 

Total  held  214,500 

Granted 

Denied 

Revoked 


68,100 
900 

500 


SPECIAL  ACCESS  PROGRAM  AUTHORIZATIONS 

Total  held  estimated  at:  200,000  -  250,000 

Granted  N/A 

Denied 

Revoked  N/A 


Note:  Figures  included  military,  civilian,  and  contractor 
personnel . 
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ATTACHMENT  II 


ATTACHMENT  II 


ACCESS  REQUIREMENTS  FOR 
CLASSIFIED  INFORMATION 


INFORMATION  CATEGORY 


REQUIREMENTS  FOR  ACCESS 


TOP  SECRET,  SECRET 
and  CONFIDENTIAL 


t  Security  clearance  at  or 
above  level  of  classified 
information 

•  Need-to-know 


SENSITIVE  COMPARTMENTED 
INFORMATION  (SCI) 


•  Top  secret  clearance 

•  Meets  Director  of  Central 

Intelligence  SCI  standards 

•  Need-to-know 


SPECIAL  ACCESS  PROGRAMS  (SAPs) 


•  Usually  Top  Secret  or  Secret 

clearance 

•  Meets  standards  for  the 

program 

•  Need-to-know 


79-687  0-94-2 
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ATTACHMENT  III  ATTACHMENT  III 

ADMINISTRATIVE  DUE  PROCESS  REQUIRED  FOR 
POD  PERSONNEL  AND  CONTRACTOR  EMPLOYEES 


POD  Personnel Contractor  Employees 

Security    SCI     SAP    Security   SCI     SAP 
clearances   access   access  clearances  access  access 


Executive  . 

Order  10865      N/A      N/A     N/A      Yes 

DOD  Regulation 

5200. 2-R         Yes      Yes     Yes      N/A       N/A    N/A 

Director  of 
Central 

£S£i?T"l4     N/A      Yes     N/A      N/A        Yes      N/A 


Note:  N/A  is  not  applicable. 

•It  is  not  clear  whether  the  order  covers  classified  SCI  and 
classified  information  in  a  SAP. 
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Mr.  Edwards.  Mr.  McCloskey,  any  questions? 

Mr.  McCloskey.  Thank  you  very  much,  Mr.  Chairman.  I  appre- 
ciate your  testimony,  ma'am.  Not  being  an  expert  in  this  area, 
maybe  some  of  these  questions  are  obvious  or  in  one  way  or  the 
other  have  been  answered. 

From  my  reading,  one  of  the  things  that  strikes  me  is  a  lack  of 
a  Federal  uniform  standard,  both  as  to  definitions  of  security  risk 
problems  and  obviously  agency-by-agency  practice  on  procedures. 
Do  you  have  a  position  on  that?  Has  there  been  any  thought  or 
work  in  that  area  done  before? 

Ms.  Heivilin.  Well,  I  think  each  of  the  agencies  think  they  are 
handling  their  programs  just  fine,  and  that  they  would  prefer  not 
to  have  a  general  law  or  a  general  Executive  order  that  covers  ev- 
erything. Different  agencies  believe  there  should  be  different  ways 
of  handling  things;  like  the  State  Department  believes  they 
shouldn't  give  a  letter  telling  that  the  clearance  is  going  to  be  sus- 
pended that,  the  person  should  be  confronted,  that  that  works  bet- 
ter. So  if  the  matter  is  differences  of  opinions  about  the  best  way 
to  handle  this,  yes. 

Mr.  McCloskey.  Basically,  you  are  saying  this  kind  of  work  has 
not  been  done  as  far  as  uniform  standards  and  procedures  for  the 
different  agencies;  correct? 

Ms.  Heivilin.  Right. 

Mr.  McCloskey.  Do  you  think  that  is  a  good  idea  or  not? 

Ms.  Heivilin.  We  think  administrative  due  process  is  needed  in 
all  these  areas  for  all  the  employees,  whether  they  are  contractor 
or  Government  employees.  If  to  clear  it  up  that  is  what  is  needed, 
that  is  your  best  judgment. 

Mr.  McCloskey.  We  are  going  to  hear  the  employees'  unions  tes- 
tifying as  to  the  arbitrariness  of  some  of  the  things  that  pose  or 
start  these  security  review  procedures  going.  Are  there  in  essence 
really  uniform  standards  in  these  different  agencies?  Or  can  a  per- 
son's particular  social  or  religious  or  emotional  bias  get  into  these 
things  to  get  something  going? 

Ms.  Heivilin.  The  latter  part  of  your  question,  I  think  I  will  ask 
my  colleagues.  The  first  part  of  the  question,  certainly  under  the 
DCI  directive  the  agency  is  able  to  revoke  all  the  parts  of  the  ad- 
ministrative due  process,  so  there  is  more  flexibility  in  that  direc- 
tive. So  if  that  is  the  directive  being  applied,  you  will  have — you 
will  see  different — you  will  see  cases  where  people  are  not  given 
due  process,  where  you  wouldn't  if  it  were  not  another  regulation. 

Mr.  McCloskey.  Do  the  agencies  have  well-defined  strictures 
and  definitions  of  what  constitutes  problematic  behavior  to  raise 
one  of  these  inquiries? 

Mr.  Boker.  I  think  the  standards  are  pretty  much  alike.  In  some 
cases  they  are  dissimilar,  but  basically  they  are  alike  as  far  as  fi- 
nancial problems,  drug  problems,  criminal  conduct,  other  behav- 
ioral, abnormal  behavior  modes.  I  don't  think  there  is  that  much 
difference  in  them. 

Mr.  McCloskey.  Can  anonymous  inquiries  or  questions  or  sug- 
gestions trigger  action? 

Mr.  Boker.  Trigger  an  investigation. 

Mr.  McCloskey.  Is  that  often  a  problem? 
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Mr.  Boker.  Well,  I  think  information  like  that  will  trigger  an  in- 
vestigation; but  I  don't  believe  any  agency  would  take  action  based 
upon  an  anonymous  complaint  or  allegation. 

Mr.  McCloskey.  What  about  the  different  standard  attributed  to 
DOD  as  to  governing  contract  employees  and  DOD  employees?  Is 
there  any  rational  basis  for  that  other  than  that  the  contractor  em- 
ployees got  covered  in  the  Executive  order? 

Ms.  Heivilin.  Well,  since  the  Army  is  applying  it  to  both  the 
military  and  the  Government  employees  and  the  contractors,  it  cer- 
tainly shows  that  can  be  applied  to  both.  It  doesn't  seem  like  there 
should  be  a  question  in  terms  of  can  we  handle  that  number,  the 
number  of  cases  that  that  would  give  us.  I  think  that  probably — 
that  tells  you  it  can  be  and  there  doesn't  seem  to  be  a  good  reason. 

Mr.  McCloskey.  The  Army  is  the  only  service  doing  that? 

Ms.  Heivilin.  Right. 

Mr.  McCloskey.  I  guess  that  leads  to  my  final  question.  How 
about  the  cost  concerns  as  to  full  administrative  due  process?  Is 
that  raised  as  far  as  time  and  the  necessity  to  expedite  decisions 
and  resolution  in  this  area  that,  in  essence,  we  cannot  have  admin- 
istrative due  process  for  governmental  employees? 

Ms.  Heivilin.  I  don't  think  it  is  probably  a  fair  concern.  There 
is  probably  more  of  a  concern  if  you  were  going  to  have  evidentiary- 
type  hearings  in  every  single  case;  but  under  the  kind  of  due  proc- 
ess that  we  are  describing  here,  that  shouldn't  be  a  concern. 

Mr.  McCloskey.  You  think  it  can  be  realistically  done  and  main- 
tained for  national  security? 

Ms.  Heivilin.  Yes. 

Mr.  McCloskey.  Thank  you,  Mr.  Chairman. 

Mr.  Edwards.  I  ask  unanimous  consent  the  statement  of  the 
Honorable  Dan  Burton  be  made  a  part  of  the  record.  Without  objec- 
tion. 

[The  prepared  statement  of  Mr.  Burton  follows:] 

Prepared  Statement  of  Hon.  Dan  Burton,  a  Representative  in  Congress 

From  the  State  of  Indiana 

Mr.  Chairman,  I  believe  that  the  first  thing  the  subcommittee  members  need  to 
keep  in  mind  today  is  the  vital  importance  of  protecting  our  national  security.  The 
process  by  which  security  clearances  are  granted  and  revoked  must  reflect  this  pri- 
ority. I  think  that  everyone  in  this  room  today  would  agree  on  this  point. 

Denying  or  revoking  a  security  clearance  may  mean  the  end  of  a  federal  employ- 
ee's career.  Therefore,  this  action  should  only  be  taken  when  it  is  clearly  necessary. 
It  is  certainly  not  something  to  be  taken  lightly.  Employees  who  have  security  clear- 
ances denied  or  revoked  should  have  an  opportunity  for  redress  of  their  grievances, 
as  long  as  this  would  not  result  in  the  disclosure  of  sensitive  information  that  would 
compromise  national  security,  or  hinder  agencies  in  accomplishing  their  missions. 

I  look  forward  to  working  with  my  colleagues  on  the  Civil  Service  Subcommittee 
to  help  find  workable  solutions  which  protect  our  national  security,  and  which  are 
fair  to  federal  employees,. 

Mr.  Edwards.  Don't  you  think  all  of  these  people  we  are  talking 
about  that  are  subjected  to  security  clearances  are  entitled  to  about 
the  same  due  process,  which  all  Americans  should  be  entitled  to? 

Ms.  Heivilin.  Yes,  we  do  believe  that. 

Mr.  Edwards.  Don't  you  think  that  they  should  be  standardized 
quite  generally  as  much  as  possible? 

Ms.  Heivilin.  Yes. 

Mr.  Edwards.  Even  for  outside  contractors? 
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Ms.  Heivilin.  Yes.  I  think  there  is  a  certain  level  of  due  process 
that  everyone  should  be  given. 

Mr.  Edwards.  Should  this  be  done  by  regulation  or  statute,  the 
standardization? 

Ms.  Hed/ilin.  I  don't  think  it  makes  much  difference  as  long  as 
it  gets  put  in  place. 

Mr.  Edwards.  Well,  after  we  hear  the  other  witnesses,  I  think 
Mr.  McCloskey  and  I  would  be  interested  in  sending  you  some 
more  questions  and  asking  the  GAO,  which  is  always  so  helpful,  to 
help  us  get  the  model  regulations.  After  all,  4  years  ago  we  had  our 
hearings.  There  hasn't  been  that  much  improvement.  A  lot  of  peo- 
ple have  been  hurt.  Some  of  the  horror  stories  we  heard  4  years 
ago  made  your  hair  stand  on  end.  Families  were  just  decimated 
and  devastated  by  the  lack  of  due  process,  the  secrecy.  It  was  al- 
most like  it  was  Soviet  Russia  where  all  of  a  sudden  you  wouldn't 
have  a  job,  but  you  would  never  know  why.  You  wouldn't  get  your 
clearance.  As  soon  as  possible,  we  are  going  to  take  care  of  that. 

I  thank  you  very  much.  You  will  respond  if  we  send  you  ques- 
tions for  the  record? 

Ms.  Heivilin.  Yes,  we  will. 

Mr.  Edwards.  Thanks  again. 

Ms.  Heivilin.  Thank  you. 

Mr.  McCloskey  [presiding].  The  chairman  has  given  me  a  task 
here.  Our  next  panel  is  comprised  of  three  outstanding  individuals: 
Anthony  Quainton,  Assistant  Secretary  for  Diplomatic  Security, 
U.S.  Department  of  State;  Ray  Pollari,  Acting  Deputy  Assistant 
Secretary  of  Defense;  and  Maynard  C.  Anderson,  Assistant  Deputy 
Under  Secretary  of  Defense  for  Security  Policy. 

Mr.  McCloskey.  Welcome.  Chairman  Edwards  reiterates  that 
adherence  to  the  5-minute  limit  on  statements  would  be  most  ap- 
preciated given  the  schedules  today.  All  your  statements  are  ac- 
cepted for  the  record.  Please  proceed  as  you  would  like. 

STATEMENT  OF  ANTHONY  C.E.  QUAINTON,  ASSISTANT 
SECRETARY  FOR  DIPLOMATIC  SECURITY,  U.S.  DEPARTMENT 
OF  STATE 

Mr.  Quainton.  Thank  you  for  accepting  my  statement  for  the 
record.  I  would  add  one  or  two  comments  arising  out  of  the  testi- 
mony of  the  GAO  which  deals  with  administrative  due  process  at 
the  Department  of  State. 

Since  I  took  over  responsibilities  for  the  security  program  in  the 
Department  of  State  last  September,  I  have  made  it  a  particular 
concern  to  making  sure  our  employees  have  due  process  in  all  ad- 
ministrative security  actions  we  take.  It  is  our  responsibility  to  be 
sure  we  have  loyal,  trustworthy  employees  and  we  impose  high 
standards  for  those  who  work  in  the  Department  of  State  and  to 
whom  national  security  information  is  entrusted. 

We  have,  however,  taken  seriously  the  recommendations  made 
by  the  GAO  in  its  report  last  year  and  have  made  a  number  of 
changes  I  would  like  to  share  with  you,  Mr.  Chairman,  and  with 
the  committee. 

We  have  instituted  a  procedure  which  ensures  that  employees 
when  their  clearance  is  suspended  are  notified  in  writing  of  that 
suspension  and  that  they  are  informed  of  the  relevant  provisions 
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of  the  Foreign  Affairs  Manual — volume  12  of  the  Foreign  Affairs 
Manual  so  they  know  the  area  that  has  led  to  the  suspension  of 
their  clearance. 

We  have  endeavored  to  expedite  the  process  so  that  these  cases 
are  resolved  by  reinstatement  of  the  clearance  or  the  intent  to 
downgrade  or  revoke  within  a  period  of  90  days.  We  created  a  sepa- 
rate unit  within  the  Division  of  Diplomatic  Security.  We  have  given 
great  resources  to  it.  I  think  we  have  been  successful  in  expediting 
the  process. 

We  have  also  looked  at  the  question — I  have  personally  looked  at 
the  question  of  whether  or  not  the  ultimate  review  panel  men- 
tioned in  the  GAO  report  which  is  composed  of  the  Under  Secretary 
for  Management,  the  Director  General  of  the  Foreign  Service,  and 
myself  should  be  so  constituted  in  the  future  given  the  perception 
wnich  the  GAO  raises  that  because  I  am  directly  in  the  line  of  ad- 
ministrative authority  over  the  Bureau  of  Diplomatic  Security  and 
its  investigative  arm,  whether  that  is  an  appropriate  composition. 

We  do  intend  to  make  some  changes  in  that  composition  so  that 
that  perception  will  not  continue.  I  cannot  tell  the  committee  ex- 
actly what  changes  we  will  make  because  there  are  a  number  of 
possibilities;  but  we  are  very  aware  and  alert  to  the  concerns  ex- 
pressed by  the  GAO  and  by  you,  Mr.  Chairman;  and  I  think  that 
it  is  fair  to  say  that  in  the  Department  of  State,  we  attach  high 
priority  to  administrative  due  process  and  welcome  suggestions  as 
to  how  that  process  can  be  improved  and  a  dialog  both  with  the 
GAO  and  with  your  committees  on  this  subject. 

Thank  you. 

[The  prepared  statement  of  Mr.  Quainton  follows:] 

Prepared  Statement  of  Anthony  C.E.  Quainton,  Assistant  Secretary  for 
Diplomatic  Security,  U.S.  Department  of  State 

Mr.  Chairman  and  Subcommittee  Members: 

I  am  pleased  to  have  the  opportunity  to  appear  before  you  today  to  discuss  secu- 
rity clearances  and  due  process  practices  of  the  Department  of  State. 

It  is  absolutely  essential  to  our  national  security  that  Federal  agencies  have  in 
place  mechanisms  to  determine  the  reliability  and  trustworthiness  of  any  employee 
who  is  authorized  access  to  classified  information.  At  the  same  time,  the  very  liveli- 
hood of  such  individuals,  as  well  as  their  personal  reputations,  can  be  adversely  af- 
fected by  those  determinations,  so  it  is  important  that  they  are  afforded  administra- 
tive due  process  to  ensure  fairness  based  on  reasonable  standards  and  a  rational 
relationship  between  the  individual's  conduct  and  specified  risk  factors  related  to 
protecting  national  security  information. 

The  Office  of  Investigations  (DSS/I)  within  the  Department's  Bureau  of  Diplo- 
matic Security  is  charged  with  the  responsibility  for  policy  and  program  direction 
with  respect  to  personnel  suitability  and  security  investigations,  and  for  the  adju- 
dication of  eligibility  for  appointment  to  sensitive  positions  and  for  security  clear- 
ances. The  Department  does  not  reinvestigate  cases  when  another  Federal  agency  s 
investigation  meets  the  standard  of  National  Security  Directive  63  (NSD  63)  in  ac- 
cordance with  the  provision  on  transferability,  and  when  no  new  information  requir- 
ing adjudication  is  available  that  raise  doubts  that  the  standard  for  clearance  is 
met.  During  1992,  1,380  investigations  of  current  employees  were  conducted,  either 
as  routine  updates  or  in  response  to  a  specific  allegation.  The  clearances  of  14  em- 
ployees were  suspended  during  the  course  of  the  year. 

Of  these  14  suspensions,  three  were  reinstated,  six  have  left  State  employment, 
and  the  remaining  five  are  still  pending  further  investigation  or  evaluation,  medical 
examination  and  recommendations,  or  further  proceedings  following  notices  of  in- 
tent to  revoke  or  reduce  clearance.  The  Department  has  as  its  goal,  as  specified  in 
12  FAM  233.5,  that  such  cases  will  be  resolved  within  90  days,  realizing  that  not 
all  can  be  resolved  in  that  time  frame  due  to  investigative  requirements.  In  those 
cases  not  resolved  within  90  days,  the  Director  of  Diplomatic  Security  reviews  their 
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status  biweekly  to  ensure  progress  is  continuing  toward  a  timely  resolution  of  all 

issues* 

It  niay  be  useful  for  me  to  outline  the  steps  necessary  to  revoke  a  security  clear- 
ance: 

(1)  Upon  the  development  of  sufficient  and  credible  information  to  cause  secu- 
rity concern,  a  written  notice  of  suspension  is  issued.  The  notice  includes  a  gen- 
eral statement  of  the  nature  of  the  information  of  concern  and  refers  to  the  cri- 
teria relevant  to  the  decision.  Issuance  of  a  notice  is  a  precautionary  action,  im- 
plying no  final  judgment,  which  the  Department  takes  to  ensure  the  protection 
of  classified  national  security  information  pending  resolution  of  concerns. 

(2)  In  the  event  that  further  investigation  and  evaluation  do  not  resolve  the 
concerns  in  the  employee's  favor,  the  employee  is  provided  a  written  notice  of 
intention  to  revoke  (or  reduce)  his/her  clearance,  including  a  detailed  statement 
of  the  reasons  for  the  decision  and  specific  criteria  that  are  applicable,  along 
with  supporting  investigative  reports. 

(3)  The  employee  is  afforded  access  to  his  or  her  security  file  and  is  given  the 
opportunity  to  provide  a  written  response.  After  careful  consideration  of  all  in- 
vestigative materials  and  any  response  from  the  employee,  a  decision  is  made 
by  the  Director  of  the  Diplomatic  Security  Service  to  reinstate  the  clearance  or 
to  revoke  (or  reduce)  it,  and  the  employee  is  notified  of  the  decision. 

(4)  Unless  clearance  is  reinstated,  the  reply  to  the  employee  would  indicate 
the  employee's  right  to  review  the  security  file  and  appeal  the  decision  to  a 
panel  consisting  of  senior  officials  of  the  Department  (with  responsibilities  for 
overall  management,  personnel  matters,  and  security)  who  have  been  carefully 
insulated  from  the  original  decision  so  that  they  can  ensure  both  protection  of 
national  security  and  fairness  to  individuals. 

Since  the  appeals  panel  was  instituted  in  1987,  172  employees  have  had  their 
clearances  suspended.  In  60  of  those  cases,  clearances  were  reinstated  by  the  Diplo- 
matic Security  Service  upon  resolution  of  the  issues.  Only  11  cases  have  gone  to  the 
panel  for  review  of  revocation  or  reduction,  two  of  those  cases  were  reversed.  The 
relatively  small  number  of  appeals  seems  to  suggest  that  there  is  wide  acceptance 
by  affected  employees  of  the  Department's  system  for  dealing  with  security  clear- 
ance revocations  or  reductions. 

The  Department  does  not  pursue  clearance  denial  or  revocation  procedures  once 
an  employee  has  terminated  his  or  her  affiliation  with  the  Department. 

We  believe  that  our  procedures  set  a  high  standard  of  fairness  to  our  employees 
and  that  this  was  underscored  by  the  findings  of  the  General  Accounting  Office 
(GAO)  report  of  last  year  on  this  subject.  The  report,  for  example,  highlighted  the 
Department's  practice  of  advising  employees  of  their  rights  for  access  to  investiga- 
tive information,  and  automatically  providing  copies  of  releasable  information  along 
with  any  notice  of  intent  to  revoke  or  reduce  a  clearance. 

The  report,  of  course,  also  made  recommendations  for  improvement,  in  two  prin- 
ciple areas— the  inclusion  of  reasons  for  the  action  in  letters  advising  of  the  suspen- 
sion of  clearance,  and  the  composition  of  the  appeals  panel. 

The  GAO  recommended  that  the  Foreign  Affairs  Manual  (FAM)  be  revised  to 
require  the  use  of  clearance  suspension  letters  and  that  the  letters  contain  the 
reasons  for  the  action.  In  fact,  State  was  regularly  using  letters  to  employees 
notifying  them  of  clearance  suspensions,  and  advising  that  the  action  is  tem- 
porary and  does  not  constitute  or  imply  an  intention  to  revoke  clearance,  which 
would  never  be  done  without  providing  a  full  explanation  of  the  reasons,  and 
an  opportunity  to  appeal.  With  respect  to  the  reasons  for  the  action,  it  had  been 
State's  belief  that  it  is  more  appropriate  at  the  preliminary  stage  to  interview 
the  employee  in  person  about  the  information  of  concern  that  has  come  to  the 
attention  of  the  Department.  Many  such  concerns  are  immediately  resolved. 
Nonetheless,  State  has  changed  its  procedures  so  that  the  notice  of  suspension 
now  includes  a  general  statement  of  the  nature  of  the  information  of  concern, 
by  reference  to  any  criteria  that  is  relevant  to  the  decision  to  suspend  clearance. 
The  GAO  questioned  the  composition  of  the  appeals  panel  with  respect  to  the 
extent  of  its  "perception  of  being  administratively  independent."  Because  all  of 
its  members  are  kept  uninvolved  in  the  security  decisions  made  by  the  Diplo- 
matic Security  Service,  the  panel's  decisions  are  independent,  as  well  as  in- 
formed and  fair.  This  is  an  area,  however,  where  we  are  looking  at  changes  that 
might  be  appropriate  to  ensure  that  the  perception  of  State's  appeal  process  ac- 
curately reflects  its  independence. 
I  realize  that  much  of  what  we  are  talking  about  today  can  sound  legalistic  and 
arcane,  but  well-defined  procedures  and  a  sound  system  of  checks  and  balances  are 
essential  to  ensure  both  our  national  security  and  fairness  to  individuals.  I  appre- 
ciate the  subcommittees'  dedication  to  these  goals  and  for  this  opportunity  to  join 
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with  you  in  seeking  how  best  to  achieve  them.  I  would  be  pleased  to  respond  to  any 
questions  that  you  or  the  subcommittee  members  might  have. 

Mr.  McCloskey.  Mr.  Pollari. 

STATEMENT  OF  RAY  W.  POLLARI,  ACTING  ASSISTANT  SEC- 
RETARY OF  DEFENSE  (COUNTERINTELLIGENCE  AND  SECU- 
RITY COUNTERMEASURES),  DEPARTMENT  OF  DEFENSE 

Mr.  Pollari.  Thank  you  for  the  opportunity  to  testify  before  your 
committees.  In  addition  to  our  statement  being  in  the  record,  we 
would  request  that  annex  B  to  the  Director  of  Central  Intelligence 
Directive  1/14,  which  deals  with  their  due  process  procedures,  be 
entered  into  the  record. 

Mr.  McCloskey.  Without  objection. 

[The  information  follows:] 
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ANNEX  B 

APPEALS 

POLICY 

This  annex  establishes  common  appeals  procedures  for  the  denial  or  revocation  of 
access  to  sensitive  compartmented  information  (SCI)  by  entities  of  the  Intelligence 
Community  after  adjudication  pursuant  to  the  provisions  of  DCID  1/14.  This'  annex  is 
promulgated  pursuant  to  Executive  Order  12333.  Executive  Order  12356,  and  Section  102 
of  the  National  Security  Act  of  1947.  For  the  purposes  of  this  annex,  all  references!  to  DC© 
1/14  include  the  basic  document  and  all  of  Its  annexes.  Any  individual  who  has  been 
considered  for  initial  or  continued  access  to  SCI  pursuant  to  the  provisions  of  DCID  1/1 4 
shall,  to  the  extent  provided  below,  be  afforded  an  opportunity  to  appeal  the  denial  or 
revocation  of  such  access.  This  annex  supersedes  any  and  all  other  practices  and  procedures 
for  the  appeal  of  the  denial  or  revocation  of  SCI  access.  This  annex  will  not  be  construed  to 
require  the  disclosure  of  classified  information  or  information  concerning  intelligence 
sources  and  methods,  nor  will  it  be  construed  to  afford  an  opportunity  to  appeal  before  the 
actual  denial  or  revocation  of  SCI  access.  In  addition,  the  provisions  of  DCID  1/14.  or  any 
other  document  or  provision  of  law,  will  not  be  construed  to  create  a  property  inteiest  of  any 
kind  in  the  access  of  any  individual  to  SCL  Further,  since  the  denial  or  revocation  of  access 
to  SCI  cannot  by  the  terms  of  DCID  1/14  render  an  individual  ineligible  for  access  to  other 
classified  information  solely  for  that  reason,  the  denial  or  revocation  of  SCI  access  pursuant 
to  the  provisions  of  DCID  1/14  will  not  be  construed  to  create  a  liberty  interest  of  any  kind. 

APPLICABILITY 

This  annex  applies  to  all  United  States  Government  civilian  and  military  personnel. 
as  well  as  any  other  individuals,  including  contractors  and  employees  of  contractors,  who 
are  considered  for  initial  or  continued  access  to  SCI.  This  annex  does  not  app!>  to  decisions 
regarding  employment  and  will  not  be  construed  to  affect  or  impair  Public  Lew  88-290  or 
the  authority  of  any  entity  to  effect  applicant  or  personnel  actions  pursuant  to  Public  Law 
88-290.  Public  Law  86-36.  or  other  applicable  law. 

SCI  ACCESS  DETERMINATION  AUTHORITY 

Adjudications  for  access  to  SCI  will  be  made  in  accordance  with  DC©  1/1 4  by  a 
Determination  Authority  designated  by  the  Senior  Official  of  the  Intelligence  Community 
(SOlC)  of  each  entity.  Access  to  SCI  shall  be  denied  or  revoked  whenever  h  is  determined 
that  a  person  does  not  meet  the  security  standards  provided  for  In  DCID  1/14. 

PROCEDURES 

1.    Individuals  will  be: 

«  notified  of  the  denial  or  revocation  of  SO  access;  notified  that  they  may  request  to  be 
provided  the  reasons  for  such  denial  or  revocation:  and  afforded  an  opportunity  to 
appeal, 

unless  such  actions  would  reveal  t  covert  source,  or  reveal  or  verify  a  particular  VS 
Government  affiliation  with  industry  that  is  classified  pursuant  to  Executive  Order  12356 
and  is  not  otherwise  protectable;  and  in  other  circumstances  where  the  SOIC  determines  in 
writing  that  an  appeal  cannot  be  offered  consistent  with  the  narional  security. 
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2.  Any  individual  who  it  given  notification  and  afforded  an  opportunity  to  appeal  pursuant 
to  paragraph  !  of  (hit  annex  may,  within  45  days  of  the  date  on  which  such  individual  it 
notified  of  the  reasons  for  denial  or  revocation  of  SCI  access,  submit  a  written  appeal  of 
that  denial  or  revocation  to  the  Determination  Authority.  The  written  material  submitted 
for  consideration  may  include  any  information  the  individual  believes  will  assist  the 
Determination  Authority  in  reviewing  the  case. 

3.  After  a  funher  review  of  the  case  in  the  light  of  the  written  appeal,  the  individual  will  be 
notified  of  the  decision  of  the  Determination  Authority. 

4.  If  the  Determination  Authority  reaffirms  a  denial  or  revocation  of  access,  the  individual 
may.  within  30  days  of  the  date  on  which  such  individual  is  notified  of  the 
Determination  Authority's  reaffirmation,  request  a  final  review  of  the  case.  In  thar  event, 
the  SOIC  or  his  or  her  designee,  will  personally  review  the  case  and  exercise  his  or  her 
discretion  pursuant  to  the  provisions  of  DCED  1/14,  end  will  inform  the  individual  of  hit 
or  her  decision,  which  action  will  be  final  and  unreviewable. 


37 

Mr.  Pollari.  I  think  GAO  covered  the  structure  of  the  different 
Executive  orders  that  govern  what  is  admittedly  a  complex  series 
of  regulations  in  this  area,  so  I  will  not  go  into  that.  That  is  in  our 
statement.  What  I  will  do  is  tell  you  about  a  few  things  that  we 
have  done  since  the  1988  period,  particularly  more  recently,  to  im- 
prove the  due  process  within  the  Department  of  Defense. 

We  have  had  a  number  of  changes  to  revising  the  structure  and 
the  policies.  One  area  that  we  are  quite  proud  of  is  in  the  adjudica- 
tive area.  In  1988,  in  an  effort  to  make  sure  that  all  the  people  who 
look  at  these  individual  cases  are  achieving  some  standardization 
so  that  due  process  is  there  and  consistency  is  there,  we  initiated 
an  adjudicator  course  in  Richmond  which  we  have  had  both  DOD 
and  external  agencies  attend;  some  400,  if  memory  serves  correctly, 
have  gone  through  this. 

We  saw  the  need  for  a  more  advanced  course.  We  have  initiated 
that.  Our  first  class  in  that  graduated  on  the  30th  of  April.  So  we 
think  that  that  is  an  important  step  forward. 

The  administration  under  President  Bush  also  approved  the  cre- 
ation of  a  single  scope  background  investigation  which  is  applied 
to  both  SCI  information  and  collateral,  the  normal  top  secret.  What 
this  does  is  encourages  the  different  agencies  to  accept  each  other's 
investigations  and  we  regard  that  as  a  definite  step  forward. 

Mr.  Edwards.  Is  that  in  writing?  Do  you  have  that?  Can  you 
submit  that  to  us? 

Mr.  Pollari.  We  can,  Mr.  Chairman. 

Mr.  Edwards.  That  applies  to  the  Department  of  Defense  and 
who  else? 

Mr.  Pollari.  It  applies  across  the  Government. 

Mr.  Edwards.  Across  the  Government?  The  purpose  is  some  sort 
of  regularity? 

Mr.  Pollari.  So  we  will  be  able  to  do  the  same  kind  of  investiga- 
tive activity  for  forming  the  basis  for  making  determination  on 
clearances.  In  the  past,  different  standards  there  had  necessitated 
another  agency  reinvestigating  at  least  part  of  the  person's  back- 
ground so  they  would  cover  the  things  they  were  interested  in. 

Mr.  Edwards.  Thank  you. 

[The  information  follows:] 
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This  Fact  Sheet  was  created  to  provide  information  about  National 
Security  Directive  63,  "Single  Scope  Background  Investigations,' 
signed  by  President  Bush  on  October  21,  1991. 


FACT   SHUT 

SINGLE  SCOPE  BACKGROUND  INVESTIGATIONS, 

The  President  has  signed  a  National  Security  Directive  establishing 
single  scope  background  investigative  standards.   These  standards 
shall  be  adopted  by  all  Executive  branch  agencies  and  departments 
granting  individuals  access  to  Collateral  Top  Secret/National 
Security  Information  and  Sensitive  Compartmented  Information. 

Scope 

Past  ten  (10)  years  or  to  age  18,  whichever  is  less. 

Expansion  of  Investigation 

The  investigation  may  be  expanded  as  necessary,  to  resolve 
issues  and/or  address  employment  standards  unique  to  individual 
agencies. 

National  Agency  Check 

Checks  on  subject  and  spouse/cohabitant  of  investigative  and 
criminal  history  files  of  the  Federal  Bureau  of  Investigation, 
including  submission  of  fingerprint  records  on  the  subject, 
and  such  other  national  agencies  (DCII,  INS,  OPM,  CIA,  etc.) 
as  appropriate  to  the  individual's  background. 

Subject  Interview 

Required  in  all  cases  and  shall  be  conducted  by  trained  security, 
investigative,  or  counterintelligence  personnel  to  ensure  full 
investigative  coverage. 

An  additional  personal  interview  shall  be  conducted  when 
necessary  to  resolve  any  significant  information  and/or 
inconsistencies  developed  during  the  investigation.   In 
departments  or  agencies  with  policies  sanctioning  the  use  of 
the  polygraph  for  personnel  security  purposes,  the  personal 
interview  may  include  a  polygraph  examination,  conducted  by 
a  qualified  polygraph  examiner. 

Birth 

Independent  certification  of  date  and  place  of  birth  received 
directly  from  appropriate  registration  authority. 

Citizenship 

Subject  must  be  a  U.S.  citizen.   Independent  verification  of 
citizenship  received  directly  from  appropriate  registration 
authority.   For  foreign-born  immediate  family  members, 
verification  of  citizenship  or  legal  status  is  also  required. 
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Education 

Independent  verification  of  most  recent  or  most  significant 
claimed  attendance  and/or  degree/diploma  within  the  scope  of 
investigation  via  sealed  transcript  received  directly  from  the 
institution.   If  all  education  is  outside  of  the  investigative 
scope,  the  last  education  above  high  school  level  will  be 
verified. 

Employment 

Direct  verification  through  records  of  all  periods  of  employ- 
ment within  scope  but  in  any  event  the  most  recent  two  (2)  years. 
Personal  interviews  of  two  sources  (supervisor/coworkers)  for 
each  employment  of  six  months  or  more  shall  be  attempted.   In 
the  event  that  no  employment  exceeds  six  months,  interviews  of 
supervisor/coworkers  shall  be  attempted.  All  periods  of 
unemployment  in  excess  of  sixty  (60)  days  shall  be  verified 
through  records  and/or  sources.  All  prior  federal/military 
service  and  type  of  discharge  (s)  shall  be  verified. 

References 

Four  required  (at  least  three  of  which  are  developed) .   To  the 
extent  practical,  all  should  have  social  knowledge  of  subject 
and  collectively  span  the  entire  scope  of  the  investigation. 

As  appropriate,  additional  interviews  may  include  cohabitant (s) , 
ex-spouses,  and  relative  (s).   Interviews  with  psychological/ 
medical  personnel  are  to  be  accomplished  as  required  to  resolve 
issues. 

Neighborhood 

Interviews  with  neighbors  for  last  five  years  if  residence 
exceeds  six  months.   Confirmation  of  current  residence  shall 
be  accomplished  regardless  of  length  to  include  review  of  rental 
records  if  necessary.   In  the  event  no  residence  exceeds  six 
months,  interview  of  neighbors  should  be  undertaken. 

Credit 

Verification  of  the   subject's   financial   status  and  credit  habits 
of  all    locations  where   subject  has   resided,    been  employed,    or 
attended  school   for   six  months  or  more   for  the   last   seven    (7) 
years. 
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local  Agency  Checks 

A  check  of  appropriate  Police  records  covering  all  locations 
where  subject  has  resided,  been  employed,  or  attended  school  for 
six  months  or  more  during  the  scope  of  investigation,  to  include 
current  residence  regardless  of  duration.   In  the  event  that  no 
residence,  employment,  or  education  exceeds  six  months,  local 
agency  checks  should  be  performed. 

Public .Records 

Verification  of  divorce (s),  bankruptcy,  etc.,  and  any  other  court 
(civil  or  criminal)  actions  to  which  subject  has  been  or  is  a 
party  within  the  scope  of  investigation,  when  known  or  developed. 

Transferability 

Investigations  satisfying  the  scope  and  standards  specified  above 
are  transferable  between  agencies  and  shall  be  deemed  to  meet  the 
investigative  standards  for  access  to  Collateral  Top  Secret/ 
National  Security  Information  and  Sensitive  Compartmented 
Information.   No  further  investigation  or  reinvestigation  prior 
to  revalidation  every  five  years  will  be  undertaken  unless  the 
agency  has  substantial  information  indicating  that  the  trans- 
ferring individual  may  not  satisfy  eligibility  standards  for 
clearance  or  the  agency  head  determines  in  writing  that  to  accept 
the  investigation  would  not  be  in  the  national  security  interest 
of  the  United  States. 

Notes 

Immediate   family  —  spouse,    parents,    brothers,    sisters,    children, 
and  cohabitant   of  the   individual   requiring  access. 
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Mr.  POLLARI.  Currently  we  are  trying  to  do  the  same.  This  is  a 
third  achievement  that  is  underway — we  are  trying  to  get  common 
adjudicative  standards  analogous  to  the  way  we  have  done  in  the 
investigative  areas  so  the  agencies  will  accept  each  other's  clear- 
ances. We  regard  that  as  a  major  step  forward. 

Mr.  Edwards.  Are  you  accepting  them  now?  Where  a  person  has 
been  cleared  by  the  State  Department,  do  you  accept  that  clear- 
ance? 

Mr.  Pollari.  We  do,  but  there  is  still  a  need  in  some  cases  to 
readjudicate  the  individual's  clearance  based  upon  the  different 
standards  that  are  applied  as  GAO  has  testified  here.  The  standard 
for  SCI  access  may  be  more  rigorous  in  some  respects;  similarly, 
Mr.  Anderson  will  describe  the  special  access  program  standards, 
which  might  cause  an  access  determination,  adjudication  to  be  dif- 
ferent. 

Mr.  Edwards.  Very  well. 

Mr.  Pollari.  We  also  have  looked  at  the  GAO  report,  May  1992, 
and  agree  with  almost  everything  that  was  in  there.  We  think  the 
recommendations  on  better  suspension  process  are  very  solid  and 
we  are  working  to  implement  those.  We  hoped  to  do  that  by  the 
end  of  1992.  We  were  unable  to  get  it  through  our  own  system.  We 
will  not  give  up  on  that.  We  intend  to  go  forward  with  that  effort. 

We  are  also  in  favor  of  the  recommendation  to  advise  each  of  the 
subjects  of  the  availability  of  the  investigative  file;  and  we  can  do 
that. 

The  one  we  are  still  studying  is  a  complete,  independent  appeal 
board.  We  have  just  completed  a  very  good  analysis  of  this.  The 
personnel  research  outfit  we  have  in  Monterey,  CA,  has  done  an 
extensive  look  at  it.  They  proposed  several  configurations  and 
structures,  which  I  think  would  achieve  what  GAO  and  we  want 
to  do  to  improve  that  area. 

So  we  are  moving  forward  in  each  of  those.  I  assure  you  we  have 
a  very  strong  feeling  about  due  process  being  fair  to  people  and  not 
being  arbitrary.  I  think  the  DOD  procedures  of  written  notice  of  in- 
tent to  revoke  or  deny  a  clearance,  the  opportunity  to  respond  in 
writing,  and  then  the  review  procedures  which  follow  that  do  give 
administrative  due  process  to  people  in  our  system. 

Thank  you. 

[The  prepared  statement  of  Mr.  Pollari  follows:] 
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Prepared  Statement  of  Ray  W.  Pollari,  Acting  Deputy  Assistant 
Secretary  of  Defense  (Counterintelligence  and  Security 
Countermeasures),  Department  of  Defense 

mr.  chairmen  and  members,  thank  you  for  the 
opportunity  to  appear  before  a  joint  session  of  the  two 
subcommittees  today  to  address  department  of  defense 
policy  regarding  notice  and  appeal  procedures  for  dod 
military,  civilian,  and  contractor  personnel  who  have  had 
their  security  clearances  or  sensitive  compartmented 
information  (sci)  access  denied  or  revoked. 

in  dod,  access  to  classified  information  falls  into  four 
basic  categories.  these  include:  1)  personnel  security 
clearance  (at  the  top  secret,  secret,  or  confidential  level  for 
military  and  civilian  personnel),  2)  industrial  security 
clearance  for  contractor  personnel  at  the  same  levels,  3) 
sensitive  compartmented  (intelligence)  information  (sci) 
access  determination  for  military,  civilian,  and  contractor 
personnel,  and  4)  special  access  program  (sap)  access 
determination.  a  dod  military,  civilian  or  contractor 
employee  could  easily  fall  into  several  categories  at  the 
same  time,  e.g.  security  clearance,  sci  access,  and  sap  access, 
my  remarks  are  confined  to  the  first  three  areas  because 
they  are  the  ones  for  which  my  office  has  primary  policy 
responsibility.  each  is  governed  by  different  regulatory 
authorities: 
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1)  E.O   10450,    "SECURITY   REQUIREMENTS  FOR  GOVERNMENT 
EMPLOYMENT,"    SERVES    AS    THE    AUTHORITY    FOR    SECURITY 
INVESTIGATIONS  AND   PERSONNEL  SECURITY  DETERMINATIONS  FOR 
CIVILIAN   EMPLOYEES  OF  THE   FEDERAL  GOVERNMENT.     WHILE   E.O. 
10450   STATES   THAT   ALL   PERSONS   SHOULD    RECEIVE    FAIR    AND 
IMPARTIAL  TREATMENT,  IT  IS  SILENT  WITH  REGARD  TO  SPECIFIC  NOTICE 
AND   APPEAL   PROCEDURES.        ALTHOUGH    THERE    IS   NO   SPECIFIC 
EXECUTIVE   ORDER   CONTAINING   CLEARANCE   REQUIREMENTS   FOR 
MILITARY  PERSONNEL,  EXISTING  DOD  REGULATIONS  DERIVE  FROM  THE 
AUTHORITY   VESTED    IN    THE   SECRETARY   OF    DEFENSE   TO    MAKE 
NECESSARY   RULES  AND   REGULATIONS  TO   RUN  THE   DEPARTMENT. 
CLEARANCE    PROCEDURES    FOR    DOD    MILITARY    AND    CIVILIAN 
PERSONNEL  ARE   CONTAINED   IN    DOD   REGULATION   5200. 2-R   AND 
REQUIRE   1)  A  WRITTEN  NOTICE  OF  INTENT  TO  DENY  OR  REVOKE  A 
CLEARANCE  WITH    DETAILED   REASONS;    2)   AN    OPPORTUNITY   TO 
RESPOND  IN  WRITING;  3)  A  WRITTEN  DECISION  BY  THE  ADJUDICATIVE 
AUTHORITY;   AND  4)  AN  OPPORTUNITY  TO  APPEAL,  IN  WRITING,  AN 
UNFAVORABLE  DECISION. 

2)  E.O  10865,  "SAFEGUARDING  CLASSIFIED  INFORMATION  WITHIN 
INDUSTRY,"  GOVERNS  THE  GRANTING  OF  CLASSIFIED  ACCESS  TO 
CONTRACTOR  EMPLOYEES  AND  CONTAINS  SPECIFIC  NOTICE  AND 
APPEAL  PROCEDURES,  TO  INCLUDE  A  HEARING.  PORTIONS  OF  DOD 
5200. 2-R  WHICH  DO  NOT  CONFLICT  WITH  E.O.  10865  APPLY  TO 
CONTRACTOR  EMPLOYEES. 
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INTELLIGENCE  SOURCES  AND  METHODS  AND  TO  ESTABLISH 
STANDARDS  GOVERNING  ACCESS  TO  SENSITIVE  COMPARTMENTED 
INFORMATION  FOR  MILITARY,  CIVILIAN  AND  CONTRACTOR 
PERSONNEL.  WHILE  E.O  12333  DOES  NOT  CONTAIN  SPECIFIC  ACCESS 
ELIGIBILITY  CRITERIA  OR  PROCEDURAL  REQUIREMENTS,  SUCH 
GUIDELINES  ARE  CONTAINED  IN  DIRECTOR  OF  CENTRAL  INTELLIGENCE 
DIRECTIVE  1/14,  "MINIMUM  PERSONNEL  SECURITY  STANDARDS  AND 
PROCEDURES  GOVERNING  ELIGIBILITY  FOR  ACCESS  TO  SENSITIVE 
COMPARTMENTED  INFORMATION. " 

THE  NOTICE  AND  APPEAL  PROCEDURES  FOR  SCI  ACCESS  ARE 
SIMILAR  TO  THOSE  FOR  SECURITY  CLEARANCES,  BUT  DIFFER  IN  ONE 
RESPECT.  THE  SCI  DUE  PROCESS  PROCEDURE  REQUIRES  THAT  THE 
INDIVIDUAL  BE  NOTIFIED  THAT  HIS  OR  HER  SCI  ACCESS  HAS  BEEN 
DENIED  OR  REVOKED  AND  DOES  NOT  REQUIRE  A  STATEMENT  OF 
REASONS  FOR  THE  ACTION,  UNLESS  SUBSEQUENTLY  REQUESTED  BY  THE 
PERSON  AFFECTED.  SEVERAL  DOD  ADJUDICATION  FACILITIES  ARE 
CURRENTLY  PROVIDING  A  STATEMENT  OF  REASONS  AS  PART  OF  THE  SCI 
DUE  PROCESS  PROCEDURES.  BOTH  THE  DCI  DIRECTIVE  AND  THE  DOD 
REGULATION  CONTAIN  SIMILAR  PROVISIONS  PERMITTING  WAIVER  OF 
THE  NORMAL  NOTICE  AND  APPEAL  PROCEDURES  IN  THE  INTERESTS  OF 
NATIONAL  SECURITY.  TO  THE  BEST  OF  MY  KNOWLEDGE  THESE 
PROVISIONS  HAVE  NOT  BEEN  INVOKED  BY  DOD  ADJUDICATION 
FACILITIES  FOR  SECURITY  CLEARANCE  OR  SCI  ACCESS  DETERMINATIONS. 

HAVING  DESCRIBED  THE  REGULATORY  BACKGROUND 
UNDERLYING   THE   DOD   PERSONNEL   SECURITY   PROGRAM,    I   WILL 
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BRIEFLY    DESCRIBE   THE    PROGRAMMATIC   AND    ORGANIZATIONAL 
CONTEXT. 

THE  OFFICE  OF  THE  DEPUTY  ASSISTANT  SECRETARY  OF   DEFENSE 
(COUNTERINTELLIGENCE   &  SECURITY   COUNTERMEASURES),   IN   THE 
OFFICE  OF  THE  ASSISTANT  SECRETARY  OF  DEFENSE  FOR  COMMAND, 
CONTROL,  COMMUNICATIONS  AND  INTELLIGENCE,  IS  RESPONSIBLE  FOR 
THE  DEVELOPMENT,  COORDINATION,  AND  IMPLEMENTATION  OF  ALL 
POLICIES    AND    PROCEDURES    RELATING    TO    THE    CONDUCT    OF 
PERSONNEL  SECURITY  BACKGROUND  INVESTIGATIONS  AND  ISSUANCE, 
DENIAL  AND  REVOCATION  OF  DOD  SECURITY  CLEARANCES.    WE  ALSO 
ARE  ACTIVE  PARTICIPANTS  ON   NUMEROUS   INTERAGENCY   GROUPS 
THAT   DEVELOP   POLICIES   AND   PROCEDURES   RELATING   TO   OTHER 
PERSONNEL   SECURITY    PROGRAMS,    SUCH    AS   THE    INTELLIGENCE 
COMMUNITY'S    PROGRAM    FOR    PROTECTION    OF    SENSITIVE 
COMPARTMENTED  INFORMATION. 

DOD  CURRENTLY  HAS  18  ADJUDICATION  FACILITIES  AUTHORIZED 
TO  GRANT,  DENY  OR  REVOKE  SECURITY  CLEARANCES  AND  SCI  ACCESS 
FOR  DOD  MILITARY,  CIVILIAN  AND  CONTRACTOR  PERSONNEL.  THESE 
INCLUDE  ARMY  (1),  AIR  FORCE  (FORMERLY  2,  NOW  1),  NAVY  (3,  SOON 
TO  BE  1),  ONE  FOR  CONTRACTOR  PERSONNEL,  JOINT  STAFF,  AND  ONE 
FOR  EACH  OF  THE  DEFENSE  AGENCIES.  THERE  ARE  MORE  THAN  400 
PERSONNEL  INVOLVED  IN  MAKING  PERSONNEL  SECURITY  CLEARANCE 
ELIGIBILITY  DETERMINATIONS  ATTHESE  FACILITIES. 
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THERE  ARE  APPROXIMATELY  3  MILLION  CLEARED  MILITARY, 
CIVILIAN,  AND  CONTRACTOR  PERSONNEL  IN  DOD.  IN  FY  92,  DOD 
AUTHORITIES  PROCESSED  700,000  ADJUDICATIVE  ACTIONS  FOR  TOP 
SECRET,  SECRET,  CONFIDENTIAL,  SCI,  AND  OTHER  SENSITIVE  DUTIES 
AND  ACCESSES.  ABOUT  2.5%  OF  THESE  ACTIONS  RESULTED  IN  AN 
UNFAVORABLE  PERSONNEL  SECURITY  DETERMINATION.  IN  ADDITION 
TO  DENIALS  AND  REVOCATIONS  OF  CLEARANCE  OR  ACCESS,  THE  TOTAL 
INCLUDES  DETERMINATIONS  FOR  MILITARY  AND  CIVILIAN  PERSONNEL 
WHO  WERE  DISCHARGED  OR  TERMINATED  FROM  EMPLOYMENT 
THROUGH  OTHER  ADMINISTRATIVE  PROCEDURES  BEFORE  THE  NOTICE 
AND  APPEALS  PROCESS  HAD  BEEN  COMPLETED. 

THE  DECISION  TO  DENY  OR  REVOKE  A  SECURITY  CLEARANCE  OR 
SCI    ACCESS    IS    BASED    ON    ALL    AVAILABLE    INFORMATION    AND 
APPLICATION  OF  ESTABLISHED  ADJUDICATION  CRITERIA.     IT  IS  RARE 
FOR  THERE  TO  BE  A  DISPUTE  OVER  THE  FACTS.    THIS  IS  BECAUSE  DOD 
POLICY    REQUIRES    A   THOROUGH    INVESTIGATION    TO    RESOLVE 
OUTSTANDING  ISSUES  AND  THE  CONDUCT  OF  A  PERSONAL  INTERVIEW 
WITH  THE  SUBJECT  BY  A  TRAINED  INVESTIGATOR  IN  AN  ATTEMPT  TO 
PROVE  OR  DISPROVE  ANY  SIGNIFICANT  ADVERSE  INFORMATION  THAT 
HAS  BEEN  DEVELOPED.    IN  MOST  CASES,  THE  SUBJECT  CONFIRMS  THE 
FACTS    SURROUNDING    THE    ISSUE    IN    QUESTION.      ONCE    THE 
INVESTIGATION    HAS    BEEN    COMPLETED,    IT    BECOMES    the 
RESPONSIBILITY  OF  THE  ADJUDICATOR  TO  APPLY  THE  APPROPRIATE 
STANDARDS  TO  THE  ISSUES  IN  THE  CASE  AND  DETERMINE  IF  THERE  ARE 
ANY  CIRCUMSTANCES  OR  INFORMATION  PRESENT  TO  MITIGATE  THE 
SERIOUSNESS  OF  THE  CONDUCT. 
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DOD  POLICY  PROVIDES  FOR  AT  LEAST  TWO  LEVELS  OF 
ADJUDICATIVE  REVIEW  BY  TRAINED  ADJUDICATORS  BEFORE  AN 
UNFAVORABLE  CLEARANCE  ACTION  MAY  BE  INITIATED.  ADDITIONAL 
LEVELS  OF  ADJUDICATIVE  REVIEW  ARE  ADDED  AS  THE  INDIVIDUAL 
APPEALS  THE  PROPOSED  ACTION  AND  BEFORE  A  DECISION  IS  MADE  TO 
DENY  OR  REVOKE  THE  CLEARANCE  OR  ACCESS.  FOLLOWING  A  DENIAL 
OR  REVOCATION  OF  CLEARANCE  OR  ACCESS  BY  ONE  OF  THE  18 
ADJUDICATIVE  FACILITIES,  THE  PERSON  AFFECTED  HAS  THE  RIGHT  TO 
APPEAL  THE  ACTION  TO  AN  AUTHORITY  AT  THE  NEXT  HIGHER  LEVEL. 
THIS  APPELLATE  AUTHORITY  WILL  DIFFER  DEPENDING  ON  THE  AGENCY. 
WHEREAS  AN  ARMY  APPEAL  WOULD  GO  TO  A  SENIOR  OFFICIAL  OF  THE 
ARMY  STAFF  WHO  IS  OUTSIDE  OF  THE  CHAIN  OF  COMMAND  OF  THE 
ADJUDICATION  FACILITY,  A  DEFENSE  AGENCY  APPEAL  WOULD 
NORMALLY  BE  DIRECTED  TO  THE  DIRECTOR  OF  THAT  AGENCY.  FOR 
NAVY,  A  THREE  MEMBER  PANEL  OF  SENIOR  OFFICIALS  IS  CONVENED  TO 
CONSIDER  AND  RULE  ON  THE  APPEAL. 

THE  DOD  PERSONNEL  SECURITY  PROGRAM  HAS  BEEN  SUBJECT  TO 
A  NUMBER  OF  IMPORTANT  CHANGES  OVER  THE  PAST  FEW  YEARS  AND 
IS  IN  THE  PROCESS  OF  REVISING  EXISTING  POLICIES  AND  PROCEDURES 
THAT  WILL  SERVE  TO  FURTHER  ENHANCE  THE  PROCEDURAL  FAIRNESS 
FOR  DOD  EMPLOYEES.  I  WOULD  LIKE  TO  UPDATE  YOU  ON 
DEVELOPMENTS  IN  THIS  AREA  AND  ADVISE  YOU  OF  OTHER  PLANNED 
ENHANCEMENTS  THAT  ARE  UNDER  CONSIDERATION. 

IN  DECEMBER  1992,  FOLLOWING  A  STUDY  BY  THE  DEFENSE 
PERSONNEL  SECURITY  RESEARCH  CENTER  (PERSEREC),  THE  DEPUTY 
SECRETARY  OF   DEFENSE   APPROVED  THE   CONSOLIDATION   OF  THE 
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CURRENT  18  DOD  ADJUDICATION  FACILITIES  INTO  EIGHT  BY  FY  94.  IN 
ADDITION  TO  REDUCING  COSTS,  THIS  ACTION  WILL  HELP  ENSURE  A 
MORE  UNIFORM  APPLICATION  OF  BOTH  THE  DOD  AND  DCI  (SCI) 
ADJUDICATION  STANDARDS  AS  WELL  AS  THE  NOTICE  AND  APPEAL 
PROCEDURES.  DEFENSE  AGENCY  APPEALS  WILL  GO  TO  AN  AUTHORITY 
OUTSIDE  THE  EMPLOYING  AGENCY. 

A  JOINT  DOD/INTELLIGENCE  COMMUNITY  INITIATIVE  WAS 
APPROVED  BY  THE  PRESIDENT  IN  OCTOBER  1991  IN  NATIONAL 
SECURITY  DIRECTIVE  63  ENTITLED  "SINGLE  SCOPE  BACKGROUND 
INVESTIGATION."  FOR  THE  FIRST  TIME,  A  UNIFORM  INVESTIGATIVE 
SCOPE  FOR  TOP  SECRET  CLEARANCE  AND  SCI  ACCESS  WAS 
IMPLEMENTED  WITHIN  THE  EXECUTIVE  BRANCH.  THIS  INITIATIVE  WILL 
AVOID  THE  NEED  FOR  THE  CONDUCT  OF  NEW  INVESTIGATIONS  WHEN 
AN  EMPLOYEE  MOVES  FROM  ONE  POSITION  REQUIRING  CLASSIFIED 
ACCESS  TO  ANOTHER  IN  A  DIFFERENT  AGENCY,  AND  WILL  GREATLY 
ENHANCE  RECIPROCITY  OF  SECURITY  CLEARANCES  THROUGHOUT  THE 
EXECUTIVE  BRANCH. 

ANOTHER  INTERAGENCY  EFFORT  IS  UNDERWAY  TO  IMPLEMENT  A 
SINGLE  SET  OF  ADJUDICATIVE  STANDARDS  FOR  DETERMINING 
ELIGIBILITY  FOR  A  SECURITY  CLEARANCE  AND  ACCESS  TO  SCI 
THROUGHOUT  THE  EXECUTIVE  BRANCH.  IF  ADOFTED,  THE  NEW  SINGLE 
STANDARD  WILL  SERVE  NOT  ONLY  TO  PROMOTE  THE  GOAL  OF  MORE 
CONSISTENT  ADJUDICATIVE  DECISIONS  THROUGHOUT  THE  EXECUTIVE 
BRANCH  BUT  WILL  ALSO  ENHANCE  THE  RECIPROCAL  ACCEPTANCE  OF 
THOSE  DECISIONS  WITHIN  AND  BETWEEN  AGENCIES.  MUCH  OF  THE 
INITIAL  WORK  FOR  THIS  PROJECT  WAS  ACCOMPLISHED  BY  THE  DEFENSE 
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PERSONNEL  SECURITY  RESEARCH  CENTER  AND  WAS  BASED  ON  OUR 
CONTINUING  DESIRE  TO  ENSURE  THAT  THE  CLEARANCE  ADJUDICATIVE 
STANDARDS  ARE  REASONABLE  AND  THAT  A  RATIONAL  RELATIONSHIP 
EXISTS  BETWEEN  AN  INDIVIDUAL'S  CONDUCT  AND  THE  ABILITY  TO 
PROTECT  CLASSIFIED  INFORMATION. 

IN  1988,  DOD  ESTABLISHED  A  TWO  WEEK  BASIC  TRAINING  COURSE 
FOR  DOD  ADJUDICATORS  AT  THE  DEPARTMENT  OF  DEFENSE  SECURITY 
INSTITUTE  IN  RICHMOND,  VIRGINIA.  SINCE  THAT  TIME,  392  DOD  AND 
NON-DOD  ADJUDICATOR  PERSONNEL  HAVE  COMPLETED  THE 
TRAINING.  IT  SUBSEQUENTLY  BECAME  APPARENT  THAT  THERE  WAS  A 
NEED  FOR  AN  ADVANCED  ADJUDICATOR  COURSE  FOR  SENIOR 
ADJUDICATORS  WHICH  FOCUSED  ON  MORE  COMPLEX  CASES  WITH 
DETAILED  EMPHASIS  ON  PROPER  IMPLEMENTATION  OF  DOD  NOTICE 
AND  APPEAL  PROCEDURES.  I  AM  PLEASED  TO  REPORT  THAT  THE  FIRST 
ITERATION  OF  THIS  COURSE  WAS  COMPLETED  ON  30  APRIL  1993,  AND 
WE  LOOK  FORWARD  TO  SENDING  ALL  DOD  SENIOR  ADJUDICATORS  TO 
THIS  COURSE  OVER  THE  NEXT  FEW  YEARS.  SUCH  A  COURSE,  WHICH  WE 
HOPE  TO  SHARE  WITH  OTHER  EXECUTIVE  BRANCH  AGENCIES,  WILL 
HELP  ENSURE  THE  APPLICATION  OF  CONSISTENT  AND  FAIR  NOTICE  AND 
APPEAL  PROCEDURES  TO  ALL  DOD  EMPLOYEES. 

DOD  SECURITY  OFFICIALS  FULLY  APPRECIATE  THE  IMPACT  THAT  A 
DENIAL  OR  REVOCATION  OF  A  SECURITY  CLEARANCE  CAN  HAVE  ON  AN 
INDIVIDUAL'S  LIFE,  ESPECIALLY  SINCE  SUCH  ACTIONS  CAN  ADVERSELY 
AFFECT  ONE'S  CONTINUED  EMPLOYMENT.  WHILE  DOD  DATA 
CONSISTENTLY  SHOW  THAT  THE  OVERALL  ANNUAL  RATE  FOR  SUCH 
UNFAVORABLE   ACTIONS   IS   RELATIVELY   LOW   COMPARED   TO   THE 
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NUMBER  OF   CLEARANCE   ACTIONS   TAKEN    IN   A   YEAR,   THIS   STILL 
AMOUNTS  TO  MORE  THAN  4,000  DENIAL  OR  REVOCATION  ACTIONS  IN 
FY92.      THEREFORE,   WHILE    THE    PRIMARY    GOAL   OF    OF    DOD'S 
PERSONNEL  SECURITY  PROGRAM  MUST  BE  TO  PROTECT  THE  NATIONAL 
SECURITY      FROM      PERSONS      WHO      ARE      UNRELIABLE      OR 
UNTRUSTWORTHY,  WE  REMAIN  SENSITIVE  TO  THE  NEED  FOR  FAIRNESS 
TO  INDIVIDUALS  AND  ATTACH  GREAT  IMPORTANCE  TO  THE  EQUITABLE 
TREATMENT  OF   PERSONS   SUBJECT  TO   UNFAVORABLE   PERSONNEL 
SECURITY   DETERMINATIONS.     ACCORDINGLY,   DOD  ADJUDICATION 
FACILITIES  PROVIDE   WRITTEN   NOTICE   OF   THE   INTENDED   ACTION, 
INCLUDING  THE  REASONS,  AN  OPPORTUNITY  TO  RESPOND  IN  WRITING, 
AND  AN  OPPORTUNITY  TO  APPEAL  AN  ADVERSE  DECISION. 

A  RECENT  DRAFT  PERSEREC  DUE  PROCESS  STUDY,  INITIATED  BY 
DOD  IN  RESPONSE  TO  THE  MAY  1992  GAO  REPORT,  REVEALED  THAT 
APPROXIMATELY  HALF  OF  ALL  MILITARY,  CIVILIAN  AND  CONTRACTOR 
PERSONNEL  THAT  ARE  NOTIFIED  OF  THE  PROPOSED  DENIAL  OR 
REVOCATION  OF  CLEARANCE  OR  ACCESS  DO  NOT  RESPOND.  OF  THE 
HALF  THAT  DO  RESPOND,  ABOUT  40%  OF  THE  REPLIES  LEAD  TO  THE 
REVERSAL  OF  THE  PROPOSED  ACTION.  I  BELIEVE  THAT  THIS  RESULT  IS 
TESTIMONY  TO  THE  QUALITY  OF  BOTH  THE  INVESTIGATIVE  PRODUCT 
AND  THE  ADJUDICATIVE  PROCESS,  AS  WELL  AS  TO  THE  ABILITY  OF  THE 
SYSTEM  TO  RESPOND  TO  NEW  MITIGATING  FACTORS  RAISED  AS  A 
RESULT  OF  THE  NOTICE  AND  APPEAL  PROCEDURES. 

THE  MAY  1992  GAO  REPORT  ON  DUE  PROCESS  MADE  A  NUMBER 
OF  RECOMMENDATIONS  WHICH  ADDRESSED  WRITTEN  NOTIFICATION 
OF  ACCESS  SUSPENSIONS   AND   THEIR   EXPEDITIOUS   RESOLUTION, 
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PROCURING  ONE'S  INVESTIGATIVE  FILE,  AND  INDEPENDENT  DOD 
APPEAL  BOARDS  .  DOD  IS  IN  THE  PROCESS  OF  IMPLEMENTING  ALL  OF 
THE  RECOMMENDATIONS  AND  IS  REVIEWING  THE  ONE  PERTAINING  TO 
INDEPENDENT  APPEAL  BOARDS.  ATTACHED  IS  A  MORE  DETAILED 
SUMMARY  OF  THE  RECOMMENDATIONS  AND  THE  SPECIFIC  ACTIONS 
UNDERWAYTO  IMPLEMENT  THEM. 

WITH  REGARD  TO  THE  RECOMMENDATION  PERTAINING  TO 
APPEAL  BOARDS,  THE  DRAFT  PERSEREC  DUE  PROCESS  STUDY  CONTAINS 
A  COMPREHENSIVE  REVIEW  OF  DOD  APPEAL  POLICIES,  PROCEDURES, 
AND  COSTS.  THE  STUDY  IS  CURRENTLY  UNDER  REVIEW  AND  CONTAINS 
RECOMMENDATIONS  FOR  IMPROVING  THE  UNIFORMITY  AND 
INDEPENDENCE  OF  DOD  APPEAL  PRACTICES.  WHILE  NO  DECISIONS 
WILL  BE  MADE  UNTIL  THE  REPORT  HAS  BEEN  COORDINATED  AND 
FINALIZED,  I  BELIEVE  THAT  POSITIVE  STEPS  CAN  BE  TAKEN  TO  IMPROVE 
UPON  THE  CURRENT  APPEAL  PROCEDURES  WHICH  WILL  SATISFY  THE 
INTENT  OF  GAO  AND  THE  CONCERNS  OF  THE  COMMITTEES. 

MR.  CHAIRMEN  AND  MEMBERS  OF  THE  COMMITTEES,  I  CAN 
ASSURE  YOU  THAT  MY  STAFF  AND  I  ARE  SENSITIVE  TO  YOUR  CONCERNS 
IN  THIS  IMPORTANT  AREA.  WE  WILL  WORK  WITH  YOU  TO  ENSURE 
THAT  OUR  SECURITY  CLEARANCE  DECISIONS  CONTINUE  TO  BE 
RATIONAL  AND  FAIR  TO  THE  INDIVIDUAL,  WHILE  AT  THE  SAME  TIME 
PROTECTING  THE  INTERESTS  OF  NATIONAL  SECURITY.  I  WOULD  BE 
HAPPY  TO  RESPOND  TO  ANY  QUESTIONS  YOU  MAY  HAVE. 
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1992  GAO   DUE   PROCESS   REPORT   RECOMMENDATIONS   AND   DOD 
PLANNED  IMPLEMENTATION  ACTIONS 

1)  REVISE  SUSPENSION  PROCEDURES  TO  REQUIRE  DETAILED 
NOTIFICATION  LETTERS  TO  INDIVIDUALS. 

DOD  ACTION:  CONCUR.  ALL  DOD  COMPONENTS  WILL  BE  REQUIRED  TO 
NOTIFY  AN  INDIVIDUAL  IN  WRITING,  TO  INCLUDE  REASONS,  WHEN 
SUSPENSION  OF  ACCESS  OCCURS. 

2)  REPORT  SUSPENSION  ACTIONS  PROMPTLY  TO  THE  CENTRAL 
ADJUDICATION  FACILITY. 

DOD  ACTION:  CONCUR.  ALL  DOD  COMPONENTS  WILL  BE  REQUIRED  TO 
PROMPTLY  REPORT  ALL  SUSPENSION  ACTIONS  TO  THE  CENTRAL 
ADJUDICATION  FACILITY,  BUT  NOT  LATER  THAN  10  DAYS  FROM  THE 
DATE  OF  THE  SUSPENSION  ACTION. 

3)  REVISE  SUSPENSION  PROCEDURES  TO  REQUIRE  TIME  LIMITS  FOR 
SUBSEQUENT  ACTIONS. 

DOD  ACTION:  DOD  COMPONENTS  MUST  MAKE  EVERY  EFFORT  TO 
RESOLVE  SUSPENSION  CASES  AS  EXPEDITIOUSLY  AS  POSSIBLE. 
SUSPENSION  CASES  EXCEEDING  180  DAYS  SHALL  BE  CLOSELY 
MONITORED  AND  MANAGED  UNTIL  FINALLY  RESOLVED.  SUSPENSION 
CASES  PENDING  IN  EXCESS  OF  12  MONTHS  WILL  BE  REPORTED  TO  OSD 
FOR  REVIEW  AND  APPROPRIATE  ACTION. 

4)  REVISE  SUSPENSION  PROCEDURES  TO  ENSURE  A  FINAL  RESOLUTION 
OF  ALL  CLEARANCE  SUSPENSION  ACTIONS. 

DOD  ACTION:  CONCUR.  DOD  COMPONENTS  WILL  BE  REMINDED  TO 
COMPLY  WITH  EXISTING  POLICY  WHICH  PROVIDES  FOR  CONTINUATION 
OF  NOTICE  AND  APPEAL  ACTION  EVEN  WHILE  A  PERSON  MAY  BE 
UNDERGOING  PROCESSING  FOR  DISCHARGE  OR  TERMINATION. 
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5)  REQUIRE  THAT  INDIVIDUALS  BE  TOLD  BY  LETTER  OF  PROCEDURES 
FOR  REQUESTING  ACCESS  TO  INVESTIGATIVE  RECORDS  ABOUT 
THEMSELVES. 

DOD  ACTION:  CONCUR.  DOD  COMPONENTS  WILL  BE  REQUIRED  TO 
ADVISE  THE  SUBJECT  OF  A  DENIAL  OR  REVOCATION  ACTION  WHERE  HE 
OR  SHE  CAN  GO  TO  ACQUIRE  THEIR  INVESTIGATIVE  FILE.  MANY 
ADJUDICATIVE  FACILITIES  ARE  ALREADY  IMPLEMENTING  THIS 
PROVISION. 

6)  DOD  SHOULD  CONSIDER  ESTABLISHING  AN  INDEPENDENT  BOARD 
OR  BOARDS  TO  HEAR  APPEALS  FROM  DEFENSE  EMPLOYEES. 

DOD  ACTION:  DOD  TASKED  THE  DEFENSE  PERSONNEL  SECURITY 
RESEARCH  CENTER  (PERSEREC)  TO  UNDERTAKE  A  STUDY  OF  EXISTING 
NOTICE  AND  APPEAL  PROCEDURES  IN  DOD  AND  MAKE 
RECOMMENDATIONS  FOR  IMPROVEMENT.  A  DRAFT  OF  THAT  STUDY 
WAS  RECEIVED  LAST  WEEK  AND  IS  UNDERGOING  REVIEW.  GAO  WILL  BE 
ADVISED  AS  SOON  AS  A  FINAL  DECISION  HAS  BEEN  MADE  REGARDING 
IMPLEMENTATION  OF  ONE  OF  THE  PERSEREC  RECOMMENDATIONS. 
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Mr.  McCloskey.  Mr.  Anderson,  please  proceed. 

STATEMENT  OF  MAYNARD  C.  ANDERSON,  ASSISTANT  DEPUTY 
UNDER  SECRETARY  OF  DEFENSE  FOR  SECURITY  POLICY, 
DEPARTMENT  OF  DEFENSE 

Mr.  Anderson.  I  would  like  to  address  some  of  the  changes  in 
our  procedures  that  have  taken  place  in  the  last  3  years,  as  well 
as  some  ongoing  initiatives  designed  to  satisfy  our  requirements 
both  to  insure  the  national  security  and  fairness  to  individuals. 
Special  access  programs  also  use  the  provisions  of  the  DOD  Direc- 
tive 5200.2-R  as  outlined  by  the  GAO  unless  an  upgrade  of  that 
access  criteria  has  been  specifically  authorized  by  the  Deputy  Sec- 
retary or  the  Secretary  of  Defense.  In  those  cases,  the  provisions 
of  annex  B  of  the  Director  of  Central  Intelligence  Directive  1/14  are 
often  used  as  the  baseline  document.  That  is  a  document  we  will 
submit  for  the  record,  Mr.  Chairman. 

[The  information  appears  above  at  p.  35] 

Mr.  Anderson.  There  is  a  comparison  between  those  two  regula- 
tions that  I  think  underscores  two  principal  differences.  The  first 
one  is  that  DCID  1/14  provisions  require  that  individuals  be  noti- 
fied of  the  denial  or  revocation  subsequent  to  the  action  being 
taken,  while  the  DOD  5200.2-R  requires  that  the  individual  be  no- 
tified before  the  denial  or  revocation  is  to  take  place.  The  second 
distinction  is  that  while  both  of  those  directives  include  provisions 
to  ensure  that  the  applicant  is  provided  reasons  for  the  denial  or 
revocation  under  DCID  procedures,  the  individual  must  first  re- 
quest the  reasons  be  provided. 

They  both  also  provide  an  exemption  from  the  required  appeal 
procedures  if  their  application  would  be  inconsistent  with  the  na- 
tional security. 

In  special  access  programs,  security  enhancements  include  the 
use  of  DCID  1/14  access  criteria  when  necessary  are  established  as 
part  of  the  program's  overall  security  procedures. 

Now  prior  to  1992,  such  procedures  were  approved  by  the  sec- 
retary of  the  military  department  involved  or,  for  other  DOD  com- 
ponents, by  the  Deputy  Under  Secretary  of  Defense  for  Security 
Policy.  In  January  1992,  however  in  an  attempt  to  strengthen  over- 
sight and  control  over  DOD's  special  access  programs,  the  Deputy 
Secretary  of  Defense  required  that  all  special  access  programs  be 
approved  and  revalidated  on  a  yearly  basis  by  the  Secretary  or  the 
Deputy  Secretary  of  Defense  personally. 

This  approval  process  includes  a  review  and  authorization  of  the 
program  security  plan.  One  of  the  effects  of  this  policy  has  been  to 
ensure  that  the  provisions  of  annex  B  of  DCID  1/14  are  utilized  as 
the  baseline  requirement  for  special  access  program  administrative 
due  process  appeals. 

Within  the  past  several  years,  the  Department  has  also  increased 
oversight  of  the  management  of  special  access  programs  to  include 
the  implementation  of  DOD  security  policies  as  they  apply  to  secu- 
rity programs  administered  for  both  Government  and  industry.  The 
Office  of  the  Deputy  Under  Secretary  of  Defense  for  Security  Policy 
conducts  numerous  oversight  visits  of  Government  and  industrial 
facilities  each  year.  We  have  a  detailed  methodology  for  doing  that. 
We  do  that  on  the  basis  of  the  priority  of  visits  and  activities  to 
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be  visited,  an  activity's  level  of  special  access  program  involvement, 
and  particularly  organizations  with  identified  problem  areas. 

When  we  do  that  oversight,  we  do  a  thorough  review  of  all  the 
program  activity.  That  includes,  of  course,  the  approved  security 
plans,  the  administrative  due  process,  and  the  appeals  procedures 
that  they  are  using. 

I  think  that  increased  oversight  has  significantly  improved  the 
efficiency  and  effectiveness  and  security  of  those  programs.  Begin- 
ning in  late  1992  we  increased  that  oversight  by  approximately  50 
percent  compared  to  what  it  had  been  on  an  annual  basis  before. 
We  anticipate  the  impact  of  that  will  be  to  further  improve  field 
implementation  of  special  access  program  security  policies,  includ- 
ing how  personnel  security  is  managed  both  in  Government  and 
contractor  facilities. 

Within  the  past  year  I  am  pleased  to  tell  you  both  the  Air  Force 
and  Navy  have  developed  new,  improved  administrative  due  proc- 
ess and  appeal  procedures.  The  Air  Force  procedures  were  imple- 
mented in  October  1992.  The  Navy  anticipates  its  procedure  to  be 
fully  implemented  by  June  1,  1993. 

In  summary,  Mr.  Chairman,  we  have  increased  our  oversight  and 
control.  We  have  strengthened  the  approval  and  revalidation  proc- 
ess and  we  have,  I  think,  stimulated  additional  improvements  in 
due  process  and  administrative  procedures  that  will  be  beneficial 
both  to  security  and  to  the  rights  of  the  individual. 

[The  prepared  statement  of  Mr.  Anderson  follows:] 
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Prepared  Statement  of  Maynard  C.  Anderson,  Assistant  Deputy 
Under  Secretary  of  Defense  for  Security  Policy,  Department 
of  Defense 


MR.  CHAIRMEN,  THANK  YOU  FOR  THE  OPPORTUNITY  TO  APPEAR  BEFORE 
THIS  JOINT  SESSION  OF  THE  TWO  SUBCOMMITTEES  TO  ADDRESS  DEPARTMENT 
OF  DEFENSE  POLICY  REGARDING  THE  IMPLEMENTATION  OF  ADMINISTRATIVE 
DUE  PROCESS  AND  APPEAL  PROCEDURES  FOR  DOD  MILITARY,  CIVILIAN,  AND 
CONTRACTOR  PERSONNEL  WHO  HAVE  BEEN  CONSIDERED  FOR  OR  GRANTED 
ACCESS  TO  DOD  SPECIAL  ACCESS  PROGRAM  INFORMATION.   SPECIFICALLY, 
I  WOULD  LIKE  TO  ADDRESS  CHANGES  TO  OUR  PROCEDURE  THAT  HAVE  TAKEN 
PLACE  WITHIN  THE  PAST  THREE  YEARS,  AS  WELL  AS  SEVERAL  ONGOING 
INITIATIVES  DESIGNED  TO  SATISFY  THE  DOD'S  INTENTION  TO  PROVIDE 
FAIR  TREATMENT  TO  INDIVIDUALS  TO  THE  FULLEST  EXTENT  POSSIBLE, 
LIMITED  ONLY  WHEN  NECESSARY  TO  PROTECT  CLASSIFIED  INFORMATION 
FROM  UNAUTHORIZED  DISCLOSURE. 

DOD  IS  COMMITTED  TO  AFFORDING  DUE  PROCESS  AND  APPEAL  RIGHTS 
TO  THOSE  INDIVIDUALS  WHO,  FOR  WHATEVER  REASON,  HAVE  BEEN  DENIED  A 
SECURITY  CLEARANCE,  OR  HAVE  HAD  A  SECURITY  CLEARANCE  REVOKED. 
MR.  POLLARI,  THE  ACTING  DEPUTY  ASSISTANT  SECRETARY  OF  DEFENSE  FOR 
COUNTERINTELLIGENCE  AND  SECURITY  COUNTERMEASURES  WILL  DISCUSS  IN 
DETAIL  THOSE  PROCEDURES  WHICH  APPLY  TO  THE  DOD  SECURITY  CLEARANCE 
PROCESS. 

IN  THAT  REGARD,  LET  ME  FIRST  DIFFERENTIATE  BETWEEN  A 
PERSONNEL  SECURITY  CLEARANCE  DETERMINATION,  AND  THE  GRANTING  OF 
ACCESS  TO  A  SPECIAL  ACCESS  PROGRAM.   A  SECURITY  CLEARANCE  IS  AN 
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ADMINISTRATIVE  DETERMINATION  THAT  AN  INDIVIDUAL  IS  ELIGIBLE  FOR 
ACCESS  TO  A  GIVEN  RANGE  OR  CATEGORY  (i.e.,  TOP  SECRET,  SECRET,  OR 
CONFIDENTIAL)  OF  CLASSIFIED  INFORMATION.   ACCESS  TO  SPECIAL 
ACCESS  PROGRAM  INFORMATION  IS  GRANTED  ONLY  WHEN  AN  INDIVIDUAL  IS 
DETERMINED  TO  HAVE  A  NEED-TO-KNOW,  AND  THEN  IS  DETERMINED  TO  BE 
ELIGIBLE  FOR  ACCESS  ON  THE  BASIS  OF  A  PARTICULAR  PROGRAM'S 
REQUIREMENTS.   WHETHER  AN  INDIVIDUAL  IS  BEING  CONSIDERED  FOR  A 
SECURITY  CLEARANCE,  OR  FOR  ACCESS  TO  INFORMATION  PROTECTED  BY  A 
SPECIAL  ACCESS  PROGRAM,  THERE  IS  A  BASIC  SECURITY  STANDARD  ON 
WHICH  ALL  OF  OUR  PERSONNEL  SECURITY  POLICIES  ARE  PREDICATED: 

"THE  PERSONNEL  SECURITY  STANDARD  THAT  MUST  BE  APPLIED  TO 
DETERMINE  WHETHER  A  PERSON  IS  ELIGIBLE  FOR  ACCESS  TO  CLASSIFIED 
INFORMATION  OR  ASSIGNMENT  TO  SENSITIVE  DUTIES  IS  WHETHER,  BASED 
ON  ALL  AVAILABLE  INFORMATION,  THE  PERSON'S  LOYALTY,  RELIABILITY, 
AND  TRUSTWORTHINESS  ARE  SUCH  THAT  ENTRUSTING  THE  PERSON  WITH 
CLASSIFIED  INFORMATION  OR  ASSIGNING  THE  PERSON  TO  SENSITIVE 
DUTIES  IS  CLEARLY  CONSISTENT  WITH  THE  INTERESTS  OF  NATIONAL 
SECURITY."   (PARAGRAPH  2-101,  DOD  5200. 2-R) 

THE  ESTABLISHMENT  OF  SPECIAL  ACCESS  PROGRAMS  IS  AUTHORIZED 
BY  SECTION  4.2(a)  OF  EXECUTIVE  ORDER  12356,  "NATIONAL  SECURITY 
INFORMATION".   IN  DOD,  SPECIAL  ACCESS  PROGRAMS  MAY  BE  CREATED  OR 
CONTINUED  ONLY  ON  A  SPECIFIC  SHOWING  THAT  NORMAL  MANAGEMENT  AND 
SAFEGUARDING  PROCEDURES  ARE  NOT  SUFFICIENT  TO  LIMIT  NEED-TO-KNOW 
OR  ACCESS,  AND  THE  NUMBER  OF  PERSONS  WHO  WILL  NEED  ACCESS  WILL  BE 
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REASONABLY  SMALL,  COMMENSURATE  WITH  THE  OBJECTIVE  OF  PROVIDING 
EXTRA  PROTECTION  FOR  THE  INFORMATION  INVOLVED.   FUNDAMENTAL  TO 
SPECIAL  ACCESS  PROGRAM  MANAGEMENT  IS  THE  USE  OF  VARIOUS  SECURITY 
ENHANCEMENTS,  TO  INCLUDE  PERSONNEL  SECURITY  SELECTION  AND 
RETENTION  CRITERIA  WHICH  ARE  OFTEN  MORE  STRINGENT  THAN  THOSE  USED 
FOR  PROGRAMS  REQUIRING  ACCESS  TO  CLASSIFIED  INFORMATION. 
SECURITY  ENHANCEMENTS  ARE  DEVELOPED  FOR  EACH  PROGRAM  BASED  ON  ITS 
SIGNIFICANCE  TO  THE  NATIONAL  SECURITY,  AND  THE  PERCEIVED 
INTELLIGENCE  THREAT  AGAINST  PROGRAM  INFORMATION.   DEPARTMENT  OF 
DEFENSE  ELEMENTS  ATTEMPT  TO  TAKE  A  COMMON  SENSE  APPROACH  TO 
GRANTING  ACCESS  AND  PROVIDING  A  SPECIFIED  PROCESS  FOR  REVIEW  AND 
APPEAL  FOR  THOSE  PROGRAMS  WHICH  APPLY  UPGRADED  PERSONNEL  SECURITY 
STANDARDS . 

FOR  PROGRAMS  USING  ONLY  CLASSIFIED  INFORMATION,  THE  DUE 
PROCESS  AND  APPEAL  PROCEDURES  SET  FORTH  IN  PARAGRAPH  8-201  OF  DOD 
5200. 2-R,  "DOD  PERSONNEL  SECURITY  PROGRAM",  ARE  UTILIZED  FOR 
MILITARY  AND  CIVILIAN  EMPLOYEES  OF  THE  DEPARTMENT  WHOSE  SECURITY 
CLEARANCES  HAVE  BEEN  DENIED  OR  REVOKED.   FOR  CONTRACTOR 
EMPLOYEES,  THE  PROVISIONS  OF  EXECUTIVE  ORDER  10865,  "SAFEGUARDING 
CLASSIFIED  INFORMATION  WITHIN  INDUSTRY",  ARE  USED  AS  IMPLEMENTED 
WITHIN  THE  DEPARTMENT  BY  DOD  DIRECTIVE  5220.6,  "DEFENSE 
INDUSTRIAL  PERSONNEL  SECURITY  CLEARANCE  REVIEW  PROGRAM." 

SPECIAL  ACCESS  PROGRAMS  ALSO  USE  THE  PROVISIONS  OF  DOD 
5200. 2-R,  UNLESS  AN  UPGRADE  OF  ACCESS  CRITERIA  HAS  BEEN 
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AUTHORIZED  BY  THE  DEPUTY  SECRETARY  OR  SECRETARY  OF  DEFENSE,  IN 
WHICH  CASE,  THE  PROVISIONS  OF  ANNEX  B,  DIRECTOR  OF  CENTRAL 
INTELLIGENCE  DIRECTIVE  (DCID)  1/14  ARE  OFTEN  USED  AS  THE  BASELINE 
REQUIREMENT.   THE  REQUIREMENTS  OF  DCID  1/14  ARE  USED  BECAUSE 
SPECIAL  ACCESS  PROGRAM  SECURITY  MEASURES  ARE  USUALLY  QUITE 
SIMILAR  TO  THOSE  APPLIED  TO  INTELLIGENCE  PROGRAMS. 

A  COMPARISON  OF  THE  ADMINISTRATIVE  DUE  PROCESS  AND  APPEAL 
PROVISIONS  OF  DCID  1/14  TO  DOD  5200. 2-R  REVEAL  SOME  DIFFERENCES: 
FIRST,  THE  DCID  1/14  PROVISIONS  REQUIRE  THAT  INDIVIDUALS  BE 
NOTIFIED  OF  THE  DENIAL  OR  REVOCATION  SUBSEQUENT  TO  THE  ACTION 
BEING  TAKEN,  WHILE  THE  DOD  52  00. 2-R  REQUIRES  THAT  THE  INDIVIDUAL 
BE  NOTIFIED  BEFORE  THE  DENIAL  OR  REVOCATION  IS  TO  TAKE  PLACE. 
THE  SECOND  DISTINCTION  IS  THAT  WHILE  BOTH  DOD  5200. 2-R  AND  DCID 
1/14  INCLUDE  PROVISIONS  TO  ENSURE  THAT  THE  APPLICANT  IS  PROVIDED 
REASONS  FOR  THE  DENIAL  OR  REVOCATION,  UNDER  THE  DCID  PROCEDURES, 
THE  INDIVIDUAL  MUST  FIRST  REQUEST  THAT  THE  REASONS  BE  PROVIDED. 
BOTH  THE  DOD  5200. 2-R  AND  THE  DCID  1/14  PROVIDE  AN  EXEMPTION  FROM 
THE  REQUIRED  APPEAL  PROCEDURES  IF  THEIR  APPLICATION  WOULD  BE 
INCONSISTENT  WITH  NATIONAL  SECURITY. 

SPECIAL  ACCESS  PROGRAM  SECURITY  ENHANCEMENTS,  TO  INCLUDE  THE 
USE  OF  DCID  1/14  ACCESS  CRITERIA  WHEN  NECESSARY,  ARE  ESTABLISHED 
AS  PART  OF  THE  PROGRAM'S  OVERALL  SECURITY  PROCEDURES.   PRIOR  TO 
1992,  SUCH  PROCEDURES  WERE  APPROVED  BY  THE  SECRETARY  OF  THE 
MILITARY  DEPARTMENT  INVOLVED,  OR  FOR  OTHER  DOD  COMPONENTS,  BY  THE 
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DEPUTY  UNDER  SECRETARY  OF  DEFENSE  FOR  SECURITY  POLICY.   IN 
JANUARY,  1992,  IN  AN  EFFORT  TO  STRENGTHEN  OVERSIGHT  AND  CONTROL 
OVER  DOD  SPECIAL  ACCESS  PROGRAMS,  THE  DEPUTY  SECRETARY  OF  DEFENSE 
REQUIRED  THAT  ALL  SPECIAL  ACCESS  PROGRAMS  BE  APPROVED  AND 
REVALIDATED  ON  A  YEARLY  BASIS  BY  THE  SECRETARY  OR  DEPUTY 
SECRETARY  OF  DEFENSE.   THIS  APPROVAL  PROCESS  INCLUDES  A  REVIEW 
AND  AUTHORIZATION  OF  THE  PROGRAM  SECURITY  PLAN. 

THE  EFFECT  OF  THIS  POLICY  HAS  BEEN  TO  ENSURE  THAT  THE 
PROVISIONS  OF  ANNEX  B,  DCID  1/14  ARE  UTILIZED  AS  THE  BASELINE 
REQUIREMENT  FOR  SPECIAL  ACCESS  PROGRAM  ADMINISTRATIVE  DUE  PROCESS 
AND  APPEALS.   FURTHER,  DOD  COMPONENTS  ARE  ALLOWED  TO  INVOKE  THE 
NATIONAL  SECURITY  EXEMPTION  PERMITTED  BY  DCID  1/14  ONLY  IF 
AUTHORIZED  AT  THE  HIGHEST  LEVELS  OF  THE  DEPARTMENT. 

WITHIN  THE  PAST  SEVERAL  YEARS,  THE  DEPARTMENT  OF  DEFENSE  HAS 
ALSO  ATTEMPTED  TO  INCREASE  OVERSIGHT  OF  THE  MANAGEMENT  OF  SPECIAL 
ACCESS  PROGRAMS,  TO  INCLUDE  THE  IMPLEMENTATION  OF  DOD  SECURITY 
POLICIES  AS  THEY  APPLY  TO  PROGRAMS  ADMINISTERED  FOR  BOTH 
GOVERNMENT  AND  INDUSTRY.   THE  OFFICE  OF  THE  DEPUTY  UNDER 
SECRETARY  OF  DEFENSE  FOR  SECURITY  POLICY  CONDUCTS  NUMEROUS 
OVERSIGHT  VISITS  OF  GOVERNMENT  AND  INDUSTRIAL  FACILITIES  INVOLVED 
WITH  SPECIAL  ACCESS  PROGRAMS  EACH  YEAR.   A  DETAILED  METHODOLOGY 
HAS  BEEN  DEVELOPED  TO  DETERMINE  THE  PRIORITY  OF  OVERSIGHT  VISITS, 
ACTIVITIES  TO  BE  VISITED,  AN  ACTIVITY'S  LEVEL  OF  SPECIAL  ACCESS 
PROGRAM  INVOLVEMENT,  AND  THOSE  ORGANIZATIONS  WITH  IDENTIFIED 
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PROBLEM  AREAS. 

WHEN  VISITING  SPECIAL  ACCESS  PROGRAM  ACTIVITIES,  A  THOROUGH 
REVIEW  OF  ALL  PROGRAM  ACTIVITY  IS  CONDUCTED.   ACTIVITIES  ARE 
REVIEWED  TO  ENSURE  COMPLIANCE  WITH  THEIR  APPROVED  SECURITY  PLANS, 
ADMINISTRATIVE  DUE  PROCESS,  AND  THE  APPEALS  PROCEDURES  IN  USE. 
THIS  INCREASED  OVERSIGHT  HAS,  IN  OUR  VIEW,  SIGNIFICANTLY  IMPROVED 
THE  EFFICIENCY,  EFFECTIVENESS,  AND  SECURITY  OF  DOD  SPECIAL  ACCESS 
PROGRAMS.   BEGINNING  IN  LATE  1992,  OVERSIGHT  OF  SPECIAL  ACCESS 
PROGRAMS  CONDUCTED  BY  THE  OFFICE  OF  THE  DEPUTY  UNDER  SECRETARY  OF 
DEFENSE  FOR  SECURITY  POLICY,  WAS  INCREASED  BY  APPROXIMATELY  50% 
COMPARED  TO  1992.   WE  ANTICIPATE  THAT  THE  LONG  TERM  IMPACT  OF 
THIS  INCREASED  OVERSIGHT  EFFORT  WILL  BE  TO  FURTHER  IMPROVE  THE 
FIELD  IMPLEMENTATION  OF  ALL  SPECIAL  ACCESS  PROGRAM  SECURITY 
POLICIES,  INCLUDING  HOW  PERSONNEL  SECURITY  IS  MANAGED  IN 
GOVERNMENT  AND  CONTRACTOR  FACILITIES. 

WITHIN  THE  PAST  YEAR  BOTH  THE  AIR  FORCE  AND  THE  NAVY  HAVE 
DEVELOPED  NEW,  IMPROVED  ADMINISTRATIVE  DUE  PROCESS  AND  APPEAL 
PROCEDURES.   THE  AIR  FORCE  PROCEDURES  WERE  IMPLEMENTED  IN  OCTOBER 
1992.   THE  NAVY  ANTICIPATES  ITS  PROCEDURE  TO  BE  FULLY  IMPLEMENTED 
BY  JUNE  1,  1993. 

IN  SUMMARY,  OVERSIGHT  AND  CONTROL  OF  SPECIAL  ACCESS  PROGRAMS 
HAVE  BEEN  STRENGTHENED  BY  ELEVATING  THE  APPROVAL  AUTHORITY  TO  THE 
DEPARTMENT'S  HIGHEST  LEVELS,  WITH  EVERY  DOD  SPECIAL  ACCESS 
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PROGRAM  NOW  REQUIRING  APPROVAL  BY  EITHER  THE  SECRETARY  OR  DEPUTY 
SECRETARY  OF  DEFENSE.   THE  INCREASED  OVERSIGHT  VISITS  TO  SPECIAL 
ACCESS  PROGRAM  INSTALLATIONS  AND  FACILITIES  HAVE  PROVIDED 
EDUCATION  TO  MANAGERS  IN  THE  FIELD,  AND  SERVED  AS  A  DETERRENT  TO 
ANYONE  TRYING  TO  CIRCUMVENT  PRESCRIBED  PROCEDURES. 

AS  THE  SUBCOMMITTEES  ARE  AWARE,  ESPIONAGE  OVER  THE  PAST 
SEVERAL  YEARS  HAS  DONE  SIGNIFICANT  DAMAGE  TO  OUR  NATION'S 
SECURITY.   OUR  PROCEDURES  FOR  ACCESS  TO  SPECIAL  ACCESS  PROGRAMS 
HELP  MINIMIZE  THE  PROBABILITY  OF  SUCCESSFUL  ESPIONAGE  DIRECTED 
AGAINST  INFORMATION  OF  GREAT  VALUE  TO  THE  NATION.   FOR  THIS 
REASON,  ACCESSES  ARE  DENIED  OR  REVOKED  IN  CASES  WHERE  THE 
INDIVIDUALS  SEEM  TO  BE  POTENTIAL  CANDIDATES  FOR  RECRUITMENT  BY 
FOREIGN  INTELLIGENCE  ORGANIZATIONS,  OR  WHOSE  BEHAVIOR  DOES  NOT 
DEMONSTRATE  THE  STANDARDS  FOR  TRUSTWORTHINESS  AND  RELIABILITY 
NECESSARY  TO  PROTECT  THE  NATION'S  MOST  SENSITIVE  INFORMATION. 

THE  ADMINISTRATIVE  DUE  PROCESS  AND  APPEAL  PROCEDURES  FOR  DOD 
SPECIAL  ACCESS  PROGRAMS  CONTINUE  TO  BE  IMPROVED,  ALONG  WITH  OTHER 
AREAS  OF  DOD  SECURITY.   THOSE  IMPROVEMENTS  ARE  ALWAYS  AIDED  BY 
RECOMMENDATIONS  RECEIVED  FROM  INTERESTED  PARTIES  LIKE  THE  GENERAL 
ACCOUNTING  OFFICE,  AND  YOUR  SUBCOMMITTEES. 

MR.  CHAIRMAN  AND  MEMBERS  OF  THE  COMMITTEE,  I  AND  THE  MEMBERS 
OF  MY  STAFF  WILL  WORK  WITH  YOU  IN  ANY  WAY  WE  CAN  TO  ENSURE  THAT 
SPECIAL  ACCESS  PROGRAM  ACCESS  DECISIONS  CONTINUE  TO  BE 
REASONABLE,  AND  CHARACTERIZED  BY  A  FAIR  ADMINISTRATIVE  PROCESS 
PROCEDURE.   I  WILL  BE  PLEASED  TO  RESPOND  TO  ANY  QUESTIONS  YOU  MAY 
HAVE. 
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Mr.  McCloskey.  Thank  you  very  much,  gentlemen. 

Mr.  Chairman. 

Mr.  Edwards.  Mr.  Anderson,  you  said  that  the  due  process  can 
be  waived  if  it  is  determined  there  is  an  issue  of  sensitive  national 
security;  is  that  correct? 

Mr.  Anderson.  Yes,  sir. 

Mr.  Edwards.  That  sounds  like  a  loophole  to  me  unless  there  is 
due  process  in  that,  too. 

Mr.  Anderson.  I  am  not  sure  I  would  categorize  it  as  a  loophole, 
Mr.  Chairman.  I  think  the  decision  to  do  that  is  on  a  very  sound 
basis  and  the  conditions  under  which  that  can  be  done  were  out- 
lined in  annex  1  of  DCID  1/14. 

Mr.  Edwards.  Not  used  very  much? 

Mr.  Anderson.  Not  used  very  much.  It  would  be  in  cases  where 
actions  would  reveal  a  covert  source  or  reveal  a  particular  U.S. 
Government  affiliation  with  industry  that  is  classified  and  not  oth- 
erwise protectable  or  where  the  senior  officer  of  the  intelligence 
community  determines  in  writing  that  an  appeal  cannot  be  ottered 
consistent  with  national  security. 

Those  are  the  basic  standards  and  not  used  very  much. 

Mr.  Edwards.  Those  are  no  doubt  very  good  standards.  Quite 
generally,  the  Department  of  Defense  and  the  State  Department  it 
seems  to  me  have  improved  considerably,  but  wouldn't  you  all 
agree  you  all  have  a  way  to  go? 

Mr.  Anderson.  It  is  a  slow  process,  Mr.  Chairman.  We  are  doing 
it  step  by  step.  We  have  some  way  to  go.  I  am  not  quite  as  pessi- 
mistic as  the  GAO  witness  concerning  where  we  will  be  in  the  new 
programs.  I  think  we  are  moving  toward  more  unified  standards 
and  application  of  standards  more  across-the-board  perhaps  than 
we  have  been  for  many  years. 

Mr.  Edwards.  Would  you  say  generally  that  you  are  moving  to- 
ward a  system  where  someone  can  be  satisfied  that  they  would, 
when  a  security  clearance  is  going  to  be  denied  or  a  tentative  deci- 
sion has  been  made,  that  it  will  not  be  made  until  the  person  has 
an  opportunity  for  some  hearing  or  some  due  process  procedure 
whereby  he  or  she  will  be  notified  of  the  nature  of  the  charge  and 
given  some  kind  of  an  opportunity  to  respond? 
'  Mr.  Anderson.  In  the  Department  of  Defense,  it  is  already  al- 
most at  the  point  where  the  individual  has  the  right  to  present  rea- 
sons why  a  decision  to  deny  or  revoke  should  not  be  upheld  and 
appeal  the  second  level  review;  and  I  think  we  are  at  that  point 
already. 

Mr.  Quainton.  If  I  might  add  a  comment  from  the  Department 
of  State's  perspective,  I  think  we  have,  indeed,  as  in  the  case  of  the 
Department  of  Defense,  made  good  progress.  The  challenge  for  ad- 
ministrative due  process  is  to  assure  expeditious  handling  of  cases, 
not  the  cases  themselves.  These  cases  are  often  extraordinarily 
complex.  Clearly,  they  impact  on  the  lives  of  our  employees,  par- 
ticularly those  when  there  has  been  a  suspension  before  a  decision 
of  revocation  has  been  made. 

Obviously,  we  put  continuing  effort  to  make  sure  that  we  carry 
out  this  process  of  investigation  and  the  appeals  steps  which  are 
within  our  control  and  not  within  the  control  of  the  employee  as 
expeditiously  as  possible.  We  want  to  resolve  these  issues  in  the 
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employee's  interest  as  well  as  our  own.  That  is  the  real  challenge, 
I  think,  to  move  the  process  as  quickly  as  we  can  to  assure  the  ad- 
ministrative due  process. 

Mr.  McCloskey.  Thank  you,  Mr.  Quainton.  It  is  a  pleasure  to 
recognize  Mr.  Coble.  Howard,  do  you  have  a  statement  or  ques- 
tions? 

Mr.  Coble.  Gentlemen,  good  to  have  you  all  here.  Gentlemen,  I 
can  appreciate  the  fact  that  each  agency  enjoys  a  certain  amount 
of  independence  and  "I  will  do  it  my  way;  you  do  it  your  way." 

Having  said  that,  do  you  all  think  there  should  be  a  single  uni- 
form notice  and  appeal  procedure  for  adverse  action  cases  arising 
from  a  denial  or  revocation  of  a  security  clearance  in  all  Govern- 
ment agencies?  I  am  not  suggesting  that  there  should  be  or  that 
there  shouldn't  be.  I  would  be  interested  to  hear  what  you  all 
think. 

Mr.  ANDERSON.  Well,  Mr.  Coble,  I  will  answer  first.  I  think  it 
would  be  of  some  assistance  if  we  had  a  standard  procedure  that 
would  operate  across-the-board.  There  are  circumstances  obviously 
in  the  intelligence  community  where  it  is  not  as  easy  to  do  that 
sometimes  as  it  is  in  the  civilian  agencies,  just  simply  because  of 
the  involvement  of  certain  kinds  of  sensitive  information. 

In  the  Department  of  Defense,  in  almost  every  circumstance,  I 
think  it  is  possible  to  have  that  kind  of  process  and  that  kind  of 
procedure;  and  we,  in  fact,  have  been  taking  small  steps  toward 
that  end  over  the  last  few  years. 

Mr.  Quainton.  I  am  trying  to  think  what  I  would  add  to  that. 
It  is  a  very  complex  issue.  Clearly  it  is  important  that  there  be  con- 
sistent standards  in  the  U.S.  Government  for  handling  the  security 
process  and  the  security  clearance  review  process. 

My  only  concern  would  be  that  agencies  do  differ.  They  differ  in 
their  national  security  requirements,  their  procedures.  If  we  were 
to  go  down  that  road,  there  might  be  a  new  complex  bureaucratic 
process  which  would  slow  down  our  ability  to  deal  with  cases  in 
ways  that  would  be  prejudicial  to  our  employees.  Good  standards, 
I  think,  absolutely  we  would  welcome  that  could  be — that  would  be 
consistent  with  wnat  other  agencies  do. 

Mr.  Pollari.  I  think  it  is  important  to  meet  a  standard  of  due 
process  for  everybody.  If  we  get  into  a  position  where  we  are  defin- 
ing additional  requirements  that  some  agencies  don't  feel  are  need- 
ed, that  go  beyond  what  would  give  each  person  due  process,  I  per- 
sonally would  not  be  in  favor  of  that  kind  of  legislation,  but  I  do 
believe  we  have  to  meet  a  basic  standard  of  fairness  to  the  person 
because  their  livelihood  depends  upon  that. 

Mr.  Edwards.  Will  the  gentleman  yield?  It  was  a  good  question, 
Mr.  Coble.  But  didn't  the  Bush  administration  propose  that  you 
draft  for  the  Department  of  Defense  a  new  Executive  order  on  secu- 
rity clearances?  Did  that  draft  ever  get  written? 

Mr.  Pollari.  Was  that  NSD-84?  If  you  are  referring  to  that, 
there  was  an  effort,  I  believe,  to  draft  that,  but  it  did  not  reach  fru- 
ition. It  was  a  Governmentwide  effort. 

Mr.  Coble.  Gentlemen,  as  you  all  point  out,  I  can  certainly  think 
of  convincing  arguments  for  uniformity.  I  can  also  recognize  the 
fact  that  from  time  to  time  there  may  be  a  requirement  for  excep- 
tions. 
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Mr.  Chairman,  in  closing,  I  would  like  to  say  I  can  appreciate  the 
fact  that  assuming  I  apply  for  a  security  clearance  and  am  rejected, 
I  am  going  to  conclude  it  was  done  capriciously,  arbitrarily,  and  I 
was  not  given  a  fair  shake. 

I  don't  want  to  see  us  get  into  a  situation  where  we  will  have 
a  5-year  period  of  adverse  litigation  dragging  on  and  on  and  on. 
The  other  side  of  that  coin  is,  though,  I  think  we  need  to  make  it 
clear  that  a  security  clearance  in  my  opinion  is  not  a  right;  it  is — 
not  unlike  a  vehicle  operator's  license.  It  is  a  privilege.  I  think 
some  sort  of  balance  has  to  be  struck.  That  would  be  something  I 
would  say. 

Thank  you,  Mr.  Chairman. 

Mr.  Edwards.  Will  you  yield  a  minute? 

On  that  question,  Mr.  Coble,  insofar  as  the  State  Department  is 
concerned,  the  GAO  said  that  there  were  cases  lasting  years.  What 
is  the  oldest  case  you  have  at  the  State  Department  right  now 
where  a  decision  has  not  been  arrived  at? 

Mr.  Quaenton.  There  is  a  case,  I  am  told,  that  may  be  is  as 
much  as  5  years  old.  One  of  the  problems  that  we  have  encoun- 
tered in  the  past  is  simultaneously  an  employee  may  have  a  proce- 
dure in  grievance  channels  which  is  quite  separate  with  regard  to 
that  employee's  employment  rights  in  the  Department.  That  proc- 
ess, which  has  many,  many  appeals  provisions  may  take  many 
years  to  complete,  unfortunately.  We  have,  in  those  cases  in  the 
past,  held  off  making  a  final  determination  on  security  issues  until 
the  personnel  grievance 

Mr.  Edwards.  Forgive  me.  I  thought  I  was  needed  downstairs. 
I  am  sorry. 

Mr.  Quainton.  And  we  did  not  take  final  security  decisions  until 
the  personnel  grievance  issues  were  previously  resolved.  This  was 
about  the  employment  of  an  individual. 

We  believe  that  that  perhaps  could  be  revisited  to  see  whether 
we  might  not  take  security  decisions  in  parallel  with  a  grievance 
process.  These  are  very  complex  issues. 

I  would  say  that  last  year  with  over  1,300  security  clearances  re- 
viewed in  the  Department  of  State,  there  were  14  suspensions;  and 
of  those  14  last  year,  only  5  are  still  pending  final  resolution.  If  you 
were  to  look  over  the  6  years  since  the  appeals  procedures  are  in 
place  in  the  Department  of  State,  only  11  cases  have  gone  to  the 
final  appeals  panel  at  all  by  the  employees;  and  of  those,  9  of  the 
security  procedures,  security  decision  was  upheld,  2  were  revoked. 
There  are  not  a  lot  of  cases.  There  have  been  cases  in  the  past 
which  are  of  longstanding.  We  are  trying  very  hard  to  reduce  that 
time.  I  would  say  that  is  not  a  problem  at  the  moment. 

Mr.  Coble.  Thank  you,  Mr.  Chairman. 

Mr.  McCloskey.  What  do  you  mean  by  reviewed?  1,300  re- 
viewed? What  typically  happened  in  those  reviews? 

Mr.  Quaenton.  We  update  the  security  clearances  on  all  our  em- 
ployees on  a  regular  5-year  basis.  After  you  are  granted  a  clearance 
by  the  Department  of  State  to  perform  classified  duties  in  the  De- 
partment, we  obviously  don't  just  close  the  books  and  say  for  the 
next  30  years  of  your  employment,  we  will  not  do  anything.  This 
is  a  review  of  people's  security  clearance,  existing  clearances,  not 
of 
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Mr.  McCloskey.  I  understand.  That  is  routine  stuff,  part  of 
being  there.  How  many  adverse  reviews  are  initiated  in  a  year? 

Mr.  Quainton.  In  that  process,  there  were  14.  There  were  1,380 
investigations  of  current  employees;  14  suspensions;  is  that  correct? 

Now  there  is  a  second  process  which  is  the  preemployment;  that 
is,  you  wish  to  become  an  employee  of  the  Department  of  State,  you 
must  get  a  security  clearance.  That  is  handled  differently. 

Mr.  McCloskey.  In  the  interests  of  time,  I  will  try  to  be  brief 
with  two  or  three  questions.  Maybe  I  would  have  more  submitted 
for  the  record  for  you  to  answer. 

I  understand  that  State  does  not  agree  with  the  GAO  rec- 
ommendation of  an  independent  appeal.  Is  it  not  the  case  that 
some  of  the  people  who  made  that  initial  adverse  determination 
can  be  involved  in  the  appeal  process  at  State?  Can  you  comment 
on  that? 

Mr.  QUAINTON.  Yes,  I  can,  Mr.  Chairman.  Indeed,  I  mentioned 
that  perhaps  too  elliptically  in  my  introductory  remarks.  In  the  8 
months  I  have  been  on  that  job,  I  nave  been  very  carefully  shielded 
from  any  involvement,  direct  involvement  in  the  internal  appeals 
process  and  that  review  of  security  clearances.  However,  I  do  sit, 
as  the  GAO  observed,  on  that  final  review  panel  with  the  Under 
Secretary  for  Management  and  the  Director  General  of  the  Foreign 
Service. 

Having  looked  at  that  issue  in  the  light  of  the  GAO's  rec- 
ommendations, we  are  prepared  to  make  some  changes  in  that  pro- 
cedure to  take  me  out  of  that  appeals  process  in  the  way  that  it 
now  is  because  of  that  appearance — I  think  not  that  practice,  be- 
cause of  the  insulation  which  that  Assistant  Secretary  has  enjoyed 
in  the  past,  but  the  appearance  there  might  be  some  conflict  of  in- 
terest because  he  is  the  senior  official  supervising  the  investigative 
process  in  his  own  department. 

So  we  are  going  to  make  some  changes,  Mr.  Chairman. 

The  other  recommendations  of  the  GAO,  of  course,  we  have  ac- 
cepted and  implemented. 

Mr.  McCloskey.  To  the  DOD,  is  there  any  reason  to  have  dif- 
ferent administrative  due  process  standards  for  contractor  employ- 
ees vis-a-vis  civil  service  employees? 

Mr.  Pollari.  Historically,  there  was  a  court  case  that  led  into 
the  Executive  Order  10,865.  That  is  the  primary  reason  for  it.  We 
have  looked  at  this — the  study  I  mentioned  earlier  has  looked  at 
how  the  agencies  process.  In  giving  the  hearing  part  to  the  contrac- 
tors, actually  the  review  process  results  in  sustaining  the  initial  de- 
termination to  deny  or  revoke  more  than  in  the  other  place  where- 
as we  do  not  have  the  hearings. 

We  found  that  to  be  a  fairly  interesting  development,  that  when 
you  add  the  hearing  into  that  process,  you  had  more  cases  in  which 
you  confirm  the  initial  decision  to  deny  or  revoke.  That  was  sur- 
prising. 

Interesting  figures  overall,  about  half  of  the  people  who  got  to 
that  point  where  they  were  advised  that  their  clearance  would  be 
denied  or  revoked,  they  did  not  challenge  that. 

Then  the  other  half  that  did,  about  40  percent  of  those  were 
turned  over;  this  is  all  in  DOD  not  just  industrial.  I  think  what 
that  shows  is  that  the  initial  decision,  you  know,  is  not  capricious. 
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Second,  the  review  process  does  result  in  a  significant  number  of 
changes;  and  that  is  like  20  percent  from  where  it  started;  and  sur- 
prisingly, that  sometimes  where  you  have  more  administrative  due 
process,  you  do  not  have  decisions  that  go  for  the  original — that 
don't  favor  the  individual  that  much. 

Mr.  McCloskey.  The  Army  has  a  different  standard  for  SCI  pro- 
cedures than  the  Air  Force  and  Navy.  Particularly,  there  is  more 
of  a  right  of  notification  within  the  Army  process.  Could  you  com- 
ment on  that?  You  have  at  least  indirectly  stated  that  you  are 
working  on  a  comprehensive  and  uniform  DOD  standard;  is  that 

right?  ,         .  ,. 

Mr.  Pollari.  That's  right.  The  Army  and  DIA  when  they  adju- 
dicate an  SCI  access,  use  the  procedures  in  5200.2-R.  They  do  give 
notification  at  the  beginning.  The  DCI  directive  does  not  mandate 
that.  So  in  the  other  components  that  do  not  do  that,  they  are  fol- 
lowing that  procedural  due  process,  but  they  are  not  giving  the 
broader  due  process,  which  the  Army  and  now  DIA  give  in  those 
cases. 

Mr.  McCloskey.  Is  that  going  to  happen? 

Mr.  Pollari.  One  thing  I  probably  should  have  mentioned  in  the 
initial  remarks  is  that  the  Deputy  Secretary  of  Defense  has  di- 
rected a  consolidation  of  DOD  adjudicative  facilities.  We  have  cur- 
rently 18  of  those  for  the  services  and  defense  agencies  and  Joint 
Chiefs  of  Staff.  That  has  been  reduced  down,  by  the  end  of  1994 
will  be  reduced  to  8  instead  of  18. 

In  the  Air  Force  and  the  Navy,  they  are  going  to  combine  the  ad- 
judicative facilities  for  SCI  and  collateral  clearances.  So  each  serv- 
ice can  have  one  adjudicative  facility.  I  would  expect  at  that  point 
that  procedures  similar  to  what  the  Army  is  doing  probably  will  be 
applied;  but  that  is  in  the  future. 

I  see  it  going  in  that  direction. 

Mr.  McCloskey.  Thank  you,  gentlemen. 

Mr.  Chairman. 

Mr.  Edwards.  I  have  no  further  questions. 

Mr.  McCloskey.  Thank  you,  gentlemen.  We  will  be  sending  you 
additional  questions. 

Mr.  Anderson.  Thank  you. 

Mr.  McCloskey.  The  next  panel  now  is  Beth  Moten,  legislative 
director,  American  Federation  of  Government  Employees;  Joshua 
Bowers,  staff  director,  National  Federation  of  Federal  Employees; 
Maureen  Gilman,  legislative  director,  National  Treasury  Employees 
Union;  and  Joseph  Melrose,  vice  president  of  the  American  Foreign 
Service  Association. 

I  welcome  this  distinguished  panel.  I  would  say  that  all  of  your 
statements  are  accepted  for  the  record.  If  you  could  prioritize  them 
and  highlight  your  statements  within  the  5-minute  time  period,  it 
would  be  very  helpful. 

Perhaps  we  can  start  off  by  recognizing  Ms.  Moten. 

STATEMENT  OF  BETH  MOTEN,  LEGISLATIVE  DIRECTOR, 
AMERICAN  FEDERATION  OF  GOVERNMENT  EMPLOYEES, 
AFL-CIO 

Ms.  Moten.  Good  morning.  I  appreciate  the  opportunity  to  be 
here.  My  name  is  Beth  Moten.   I  am  legislative  director  of  the 
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American  Federation  of  Government  Employees,  AFL-CIO.  We  rep- 
resent many  of  the  employees  who  occupy  positions  in  the  several 
dozen  departments  and  agencies  which  require  personnel  to  hold  a 
security  clearance. 

It  is  obvious  that  the  refusal  to  grant  clearances  can  have  dev- 
astating ramifications.  If  a  legitimate  determination  is  made  that 
an  individual  is  a  security  risk,  the  ramifications  might  be  deemed 
just  consequences.  But  if  because  of  a  clerical  error,  a  malicious  ac- 
cusation, an  unsubstantiated  allegation,  an  investigator's  own 
moral  or  religious  bias,  an  individual  were  to  be  denied  or  were  to 
lose  a  security  clearance,  his  career  could  be  at  an  end.  We  contend 
that  it  would  not  be  very  likely  for  such  an  individual  to  obtain 
other  employment. 

Over  the  years,  case  after  case  has  arisen  where  an  employee  or 
applicant  for  employment  has  been  denied  a  security  clearance  or 
had  a  security  clearance  revoked  and  then  lost  his  job.  In  many  of 
the  cases,  little  explanation  was  given  and  the  victims  were  af- 
forded little,  if  any,  opportunity  to  refute  the  record.  This  raises  a 
threshold  issue  of  whether  or  not  such  issues  are  constitutional. 

Federal  employees  only  have  those  employment  rights  set  forth 
in  title  5  of  the  U.S.  Code.  Essentially,  any  employee  removed  for 
cause  has  the  right  to  appeal  to  the  Merit  Systems  Protection 
Board,  but  any  employee  suspended  on  national  security  grounds 
is  not  entitled  to  appeal  to  the  Board.  Rather  he  is  entitled  only 
to  specified  preremoval  procedural  rights  including  a  hearing  by 
the  agency  which  suspended  him.  This  is  hardly  an  impartial  tribu- 
nal. 

The  number  of  positions  in  the  Federal  Government  which  re- 
quire the  incumbent  to  hold  a  security  clearance  continues  to  in- 
crease. Thus  far,  more  employees  are  exposed  to  the  potential 
threat  of  losing  their  jobs  due  to  a  purely  subjective  denial  of  the 
security  clearance  than  ever  before.  This  fact,  coupled  with  the  Su- 
preme Court's  clear  finding  that  in  the  absence  of  an  explicit  statu- 
tory provision,  there  is  no  authority  to  review  the  underlying  rea- 
sons behind  the  denial  of  a  clearance,  mandates  immediate  con- 
gressional action. 

AFGE  believes  that  certain  due  process  protections  can  and 
should  be  afforded  to  employees  without  in  any  way  infringing 
upon  the  constitutional  investment  of  power  given  to  the  President 
to  serve  as  Commander  in  Chief  and  the  inherent  authority  with 
that  power  to  protect  national  security  information.  What  is  needed 
is  statutory  language  giving  certain  due  process  rights  to  employ- 
ees which  are  balanced  against  the  Government's  interests  in  na- 
tional security. 

AFGE  urges  the  committees  to  move  forward  to  take  whatever 
action  is  necessary  to  ensure  that  employees  have  at  a  minimum 
a  detailed  written  explanation  of  the  basis  for  the  decision;  a  rea- 
sonable opportunity  to  reply,  submit  additional  information, 
confront  persons  making  statements  adverse  to  the  individual,  be 
represented  by  counsel  or  other  representative  of  his  or  her  choos- 
ing; written  notice  of  the  results  of  the  review  and  the  identity  of 
the  deciding  official;  and  an  opportunity  to  review  an  adverse  deci- 
sion before  an  impartial  tribunal. 

Thank  you  very  much. 
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[The  prepared  statement  of  Mr.  Sturdivant  follows:] 

Prepared  Statement  of  John  N.  Sturdivant,  National  President,  American 
Federation  of  Government  Employees,  AFL-CIO 

Mr.  Chairman,  and  members  of  the  Subcommittees:  My  name  is  John  N. 
Sturdivant.  I  am  President  of  the  American  Federation  of  Government  Employees, 
AFL-CIO,  the  largest  union  representing  Federal  employees.  AFGE  represents 
many  of  the  employees  who  occupy  positions  in  the  several  dozen  Departments  and 
Agencies  which  require  personnel  to  hold  a  security  clearance.  Thus,  we  are  pleased 
to  have  this  opportunity  to  present  our  views  at  this  hearing  on  the  issue  of  due 
process  protections  for  those  Federal  employees  whose  security  clearances  have  been 
denied  or  revoked. 

Our  statement  in  1989  on  the  proposed  Executive  Order  governing  access  to  clas- 
sified information  pointed  out  that  the  subjectiveness  of  the  eligibility  criteria  and 
the  vagueness  of  the  evidence  needed  for  a  security  clearance  determination  high- 
lighted how  imperative  it  is  that  persons  affected  by  such  determinations  be  guaran- 
teed meaningful  due  process  rights.  Nothing  has  changed  since  that  time.  Meaning- 
ful due  process  rights  are  still  lacking  for  those  employees  who  lose  or  are  denied 
security  clearances. 

It  is  obvious  that  the  refusal  to  grant  or  the  revocation  of  a  security  clearance 
can  have  devastating  ramifications.  If  a  legitimate  determination  is  made  that  an 


nied  or  were  to  lose  a  security  clearance,  his  career  could  be  at  an  end.  How  likely 
would  it  be  for  such  an  individual  to  obtain  other  employment? 

Over  the  years,  case  after  case  has  arisen  where  an  employee  or  an  applicant  for 
employment  has  been  either  denied  a  security  clearance  or  had  a  security  clearance 
revoked  and  then  lost  his  job.  In  many  of  the  cases,  little  explanation  wasgiven  and 
the  victims  were  afforded  little  if  any  opportunity  to  refute  the  record.  This  raises 
the  threshold  issue  of  whether  or  not  such  actions  are  constitutional. 

Employees  have  a  property  interest  in  their  jobs  which  the  Supreme  Court  has 
indicated  is  protected  under  the  Fifth  Amendment  to  the  constitution  of  the  United 
States.  (Perry  v.  Sindermann,  408  U.S.  593  (1972)).  In  Perry,  the  court  held  that 
officials  were  obligated  to  grant  an  employee  a  hearing  at  his  request,  where  he 
would  be  informed  of  the  grounds  for  his  non-retention  and  be  provided  an  oppor- 
tunity to  challenge  their  sufficiency.  In  other  words,  where  there  is  a  property  inter- 
est involved,  an  individual  is  constitutionally  entitled  to  certain  minimal  due  proc- 
ess rights. 

But,  Perry  and  other  similar  cases  did  not  involve  an  issue  of  national  security. 
While  there  have  been  several  cases  touching  on  this  area,  the  precise  issue  of  due 

grocess  entitlements  in  security  clearance  cases  has  not  been  determined  by  the 
burts.  Where  Congress  has  not  specifically  provided  otherwise,  the  Courts  have 
simply  been  reluctant  to  intrude  upon  the  authority  of  the  Executive  Branch  in  mili- 
tary and  national  security  affairs.  Essentially  the  Courts  have  held  that,  "with  re- 
spect to  employees  in  sensitive  positions  there  is  a  reasonable  basis  for  the  view 
that  an  agency  head  who  must  bear  the  responsibility  for  the  protection  of  classified 
information  committed  to  his  custody,  should  have  the  final  say  in  deciding  whether 
to  repose  his  trust  in  an  employee  who  has  access  to  such  information."  Department 
of  the  Navy  v.  Egan,  108  S.  Ct.  818  (1988).  Stated  very  generally,  the  Courts  have 
determined  that  the  rationale  behind  the  grant  or  denial  of  a  security  clearance 
rests  with  the  Executive  Branch.  Notwithstanding  this,  the  fact  is  that  the  Courts 
have  in  no  way  denied  that  employees  should  be  entitled  to  at  least  minimal  due 
process  rights.  What  they  have  done  is  to  recognize  that  those  rights  may  be  some- 
what limited  but  they  have  recognized  those  rights. 

Federal  employees  have  only  those  employment  rights  set  forth  in  Title  5  of  the 
United  States  Code.  Essentially,  any  employee  removed  for  cause  has  the  right  to 
appeal  to  the  Merit  Systems  Protection  Board  but  any  employee  suspended  on  na- 
tional security  grounds  is  not  entitled  to  appeal  to  the  Board.  Rather  he  is  entitled 
only  to  specified  preremoval  procedural  rights,  including  a  hearing  by  the  very  agen- 
cy which  suspended  him;  hardly  an  impartial  tribunal. 

Even  in  those  instances  where  an  employee  is  removed  for  cause  and  where  the 
underlying  reason  is  the  denial  or  revocation  of  a  security  clearance,  the  Supreme 
Court  has  indicated  that  the  MSPB  lacks  statutory  authority  to  review  the  reasons 
underlying  an  agency's  security  clearance  determination.  Instead,  the  Board's  au- 
thority is  limited  to  ensuring  that  the  employee  was  afforded  at  least  minimal  due 
process  protections.  See  Egan,  supra. 
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Since  the  Egan  decision,  the  MSPB  has  decided  several  cases.1  In  each  case,  it 
has  cited  Egan  for  the  proposition  that  it  has  no  authority  to  review  the  underlying 
reasons  for  a  security  clearance  denial  and  that  its  jurisdiction  is  limited  solely  to 
determining  whether  the  employing  agency  has  met  its  obligation  to  afford  the  af- 
fected employee  with  at  least  minimal  due  process  protections  induding  advance  no- 
tice and  an  opportunity  to  respond.  In  addition,  the  MSPB  has  indicated  that  the 
Agency  has  an  obligation  to  show  as  part  of  its  case  in  chief  that  it  considered  the 
appellant  for  appointment  to  a  nonsensitive  position  which  did  not  require  a  secu- 
rity clearance.2 

The  numbers  of  positions  in  the  Federal  Government  which  require  the  incumbent 
to  hold  a  security  clearance  continues  to  increase.  Thus,  far  more  employees  are  ex- 
posed to  the  potential  threat  of  losing  their  jobs  due  to  a  purely  subjective  denial 
of  a  security  clearance  than  ever  before.  This  fact  coupled  with  the  Supreme  Court's 
clear  finding  that  in  the  absence  of  an  explicit  statutory  provision,  there  is  no  au- 
thority to  review  the  underlying  reasons  behind  the  denial  of  a  clearance,  mandates 
immediate  Congressional  action. 

It  is  AFGE's  contention  that  certain  due  process  protections  can  and  should  be 
afforded  to  employees  without  in  any  way  infringing  upon  the  constitutional  invest- 
ment of  power  given  to  the  President  to  serve  as  Commander  in  Chief  and  the  in- 
herent authority  with  that  power  to  protect  national  security  information.  What  is 
needed  is  statutory  language  giving  certain  due  process  rights  to  employees  which 
are  balanced  against  the  Government's  interests  of  national  security. 

At  a  minimum,  every  employee  should  be  fully  informed  of  the  reasons  for  the 
denial  of  his  security  clearance.  He  should  be  able  to  obtain  a  written  statement  of 
the  reasons  upon  request  and  within  a  reasonably  short  time  period.  We  know  of 
not  a  single  instance  where  the  United  States  was  placed  in  jeopardy  by  informing 
the  employee  of  the  grounds  for  denial. 

An  employee  should  be  entitled  to  refute  the  reasons  for  the  denial  or  revocation 
and  to  a  hearing  on  the  record  before  an  impartial  tribunal.  Contrary  to  often  ex- 
pressed opinion,  only  in  a  very  few  cases  would  it  be  unreasonable  for  an  outside 
nonexpert  body  to  review  the  substance  of  a  security  clearance  denial  determination. 
Those  few  cases  would  primarily  be  those  involving  espionage  or  treasonous  activi- 
ties. In  the  majority  of  cases,  the  denial  or  revocation  is  based  upon  conduct  such 
as  alcohol  or  substance  abuse,  sexual  affairs,  homosexuality,  etc.  In  such  cases,  an 
impartial  body  which  was  not  necessarily  versed  in  the  agency's  mission  as  it  relates 
to  national  security  could  be  charged  with  the  responsibility  for  determining  what 
constitutes  an  acceptable  margin  of  error  in  assessing  the  potential  risk  or  in  bal- 
ancing the  right  of  an  employee  to  his  job  versus  the  government's  national  security 
interests.  Further,  in  presenting  the  case  before  such  a  tribunal,  no  classified  infor- 
mation would  need  to  be  discussed.  Rather,  the  hearing  would  be  limited  to  the  al- 
leged facts  giving  rise  to  the  revocation  or  denial  balanced  against  a  statement  of 
the  duties  of  the  employee's  position. 

In  those  instances  where  espionage  or  treason  forms  the  basis  for  the  revocation 
or  denial,  the  employee  should  still  be  informed  of  the  reasons  for  the  denial  and 
given  the  opportunity  to  refute  the  allegations.  The  only  difference  between  these 
types  of  cases  and  those  mentioned  above  is  that  the  hearing  tribunal  should  per- 
haps be  comprised  of  those  with  the  necessary  understanding  of  the  Agency's  mis- 
sion and  expertise  in  protecting  classified  information. 

In  those  instances  where  the  allegations  are  true  but  where  there  is  no  nexus  be- 
tween the  alleged  facts  forming  the  basis  for  the  adverse  decision  and  the  possibility 
for  a  breach  of  national  security  then  the  security  clearance  should  be  restored.  In 
areas  where  the  relationship  is  nebulous,  the  Agency  must  have  an  obligation  to 
offer  the  employee  any  available  nonsensitive  position. 

These  are  what  we  believe  to  be  the  minimal  protections  which  must  be  available 
through  statutory  provisions  to  employees  who  are  denied  a  security  clearance  or 
whose  clearance  is  revoked.  We  have  already  seen  that  a  Fifth  Amendment  denial 
of  due  process  challenge  raised  by  an  employee  affected  by  an  adverse  security 
clearance  determination  would  probably  fail.  The  Court  would  simply  state  that 
since  the  Executive  Branch  is  constitutionally  cloaked  with  authority  to  act  to  pro- 
tect national  security,  it  can  take  such  actions  as  it  deems  appropriate  notwith- 
standing the  absence  of  any  meaningful  procedural  due  process  guarantees.  If  on 
the  other  hand,  the  Congress  took  action  to  provide  certain  due  process  rights,  such 
would  probably  pass  constitutional  muster.  Matters  of  foreign  relations  and  national 


1Weissberger  v.   U.S.   Information  Agency,  88   FMSR  5491;  Woroneski  v.  Department  of  the 
Navy,  88  FMSR  5490;  Vegotsky  v.  Department  of  the  Nauy,  88  FMSR  5492. 
2  Armstrong  v.  Department  of  Defense,  88  FMSR  5493. 
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security  policy  are  not  exclusively  within  the  realm  of  the  Executive  Branch — Con- 
gress has  considerable  powers  in  these  areas.  So,  in  conclusion,  we  urge  the  Com- 
mittees to  move  forwara  to  take  whatever  action  is  necessary  to  insure  that  employ- 
ees have,  at  a  minimum: 

a  detailed  written  explanation  of  the  basis  for  the  decision, 
a  reasonable  opportunity  to   reply,   submit  additional  information,  confront 
persons  making  statements  adverse  to  the  individual,  be  represented  by  counsel 
or  other  representative  of  his/her  choosing, 

written  notice  of  the  results  of  the  review  and  the  identity  of  the  deciding  offi- 
cial, and 

an  opportunity  to  review  an  adverse  decision  before  an  impartial  tribunal. 
Thank  you  for  this  opportunity  to  present  our  views  on  this  vital  issue. 
I  will  be  happy  to  respond  to  any  questions  which  you  may  have. 

STATEMENT  OF  MAUREEN  GILMAN,  LEGISLATIVE  DIRECTOR, 
NATIONAL  TREASURY  EMPLOYEES  UNION 

Ms.  Gilman.  Mr.  Chairman,  I  am  Maureen  Gilman,  legislative 
director  for  the  National  Treasury  Employees  Union. 

Thank  you  for  the  opportunity  to  offer  our  views  on  due  process 
in  the  denial  or  revocation  of  security  clearances.  NTEU  represents 
150,000  employees  working  in  various  agencies  of  the  Federal  Gov- 
ernment, including  the  Department  of  Energy,  the  Nuclear  Regu- 
latory Commission,  and  the  U.S.  Customs  Service.  Many  of  our 
members  working  in  these  agencies  are  required  as  a  condition  of 
employment  to  obtain  security  clearances. 

The  denial  or  revocation  of  the  security  clearance  is  in  many  in- 
stances a  career-ending  action.  Years  of  service  and  experience  can 
be  suddenly  laid  to  waste  as  an  employee  is  removed  from  the  Fed- 
eral service  in  the  wake  of  a  clearance  revocation.  It  can  be  the  ca- 
reer equivalent  of  the  death  sentence.  Due  to  the  unique  nature  of 
some  Government  programs  requiring  security  clearances,  there  is 
no  comparable  private  or  public  sector  career  available  as  a  alter- 
native. In  instances  where  there  are  private  employment  alter- 
natives, the  private  employee  is  often  a  Government  contractor  re- 
quiring the  same  security  clearances. 

At  present,  there  is  no  meaningful  recourse  for  an  employee  un- 
fairly or  arbitrarily  denied  a  security  clearance.  We  believe  the 
money  spent  in  suitability  determinations  must  be  focused  and  tar- 
geted on  the  narrow  issue  of  genuine  threats  to  the  national  secu- 
rity and  the  job-related  functions  of  the  Federal  service. 

No  measure  of  reform  in  the  current  system,  however,  can  be  ef- 
fective without  a  mechanism  for  a  check  on  management  action. 

The  necessity  of  an  appeals  process  for  adverse  personnel  actions 
is  a  well-recognized  and  longstanding  component  of  the  merit  sys- 
tem.. The  majority  of  Federal  employees  are  afforded  protection  of 
appeal  through  the  Merit  Systems  Protection  Board  or  through  a 
labor-management  grievance  procedure. 

Removal  or  other  adverse  action  resulting  from  the  revocation  of 
a  security  clearance  remains  as  a  gap  in  our  civil  service  system — 
a  system  that  is  to  ensure  that  "management  acts  for  the  right  rea- 
sons." 

At  present,  5  U.S.C.  7532  provides  for  suspension  and  subse- 
quent removal  of  an  employee  for  "national  security"  reasons  with- 
out benefit  of  appeal  to  the  MSPB.  Employees  are  afforded  the  op- 
portunity to  seek  review  of  the  action  before  a  three-person  panel 
of  "disinterested  parties"  selected  by  agency  management.  OPM 
maintains  a  roster  of  individuals  to  be  utilized  for  this  purpose. 
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The  findings  of  the  panel  are  advisory  and  final  disposition  is  left 
to  the  discretion  of  the  agency  head. 

Removal  for  cause  is  provided  for  in  5  U.S.C.  7513.  Employees 
so  removed  have  the  right  of  appeal  to  the  MSBP.  In  some  in- 
stances, agencies  are  not  covered  under  7513,  and  have  other  statu- 
tory or  regulatory-based  procedures  for  the  removal  of  employees. 

In  Carlucci  v.  Doe,  109  S.  Ct.  407  (1988),  the  Supreme  Court 
held  that  7532  procedures  are  not  "exclusive  or  mandatory"  for  re- 
movals based  on  the  denial  of  a  security  clearance.  Agencies  can 
take  action  to  remove  an  employee  under  7513  or  any  other  avail- 
able employee  removal  procedure  provided  for  under  law  or  regula- 
tion, even  though  such  removal  is  clearly  grounded  in  national  se- 
curity considerations. 

Therefore,  an  employee  can  be  denied  the  protections  of  7532,  in- 
sofar as  they  are  protections,  by  management  simply  choosing  to 
initiate  action  under  another  procedure. 

In  a  related  case,  the  Supreme  Court  held  that  removal  for 
cause,  based  on  national  security  consideration,  taken  under  7513 
is  not  reviewable  on  the  merits  by  the  MSPB.  Only  procedural 
questions  were  subject  to  the  scrutiny  of  the  MSPB. 

There  must  be  a  single,  uniform  appeal  procedure  for  adverse  ac- 
tion cases  arising  from  the  denial  or  revocation  of  security  clear- 
ances. That  procedure  must  provide  an  impartial  review  based  on 
the  substance  of  the  action,  and  authority  to  order  appropriate 
remedies. 

We  have  made  some  specific  suggestions  in  our  written  testimony 
as  to  how  this  could  be  achieved  without  compromising  national  se- 
curity. We  hope  those  suggestions  will  be  given  consideration  by 
the  committees.  Thank  you  again  for  the  opportunity  to  present  our 
views.  I  would  be  happy  to  answer  any  questions  you  may  have. 

[The  prepared  statement  of  Mr.  Tobias  follows:] 

Prepared  Statement  of  Robert  M.  Tobias,  National  President,  National 

Treasury  Employees  Union 

On  behalf  of  the  members  and  officers  of  NTEU,  I  would  like  to  express  apprecia- 
tion to  the  Chairmen  for  the  opportunity  to  offer  our  views  before  this  joint  hearing 
on  due  process  and  the  denial  or  revocation  of  security  clearances.  NTEU  represents 
150,000  employees  working  in  various  agencies  of  the  federal  government,  including 
the  Department  of  Energy,  the  Nuclear  Regulatory  Commission,  and  the  U.S.  Cus- 
toms Service.  Many  of  our  members  working  in  these  agencies  are  required  as  a 
condition  of  employment  to  obtain  security  clearances. 

The  denial  or  revocation  of  a  security  clearance  is,  in  many  instances,  a  career 
ending  action.  Years  of  service  and  experience  can  be  suddenly  laid  to  waste  as  an 
employee  is  removed  from  the  federal  service  in  the  wake  of  a  clearance  revocation. 
It  can  be  the  career  equivalent  of  the  death  sentence.  Due  to  the  unique  nature  of 
some  government  programs  requiring  security  clearances,  there  is  no  comparable 
private  or  public  sector  career  available  as  an  alternative.  In  instances  where  there 
are  private  employment  alternatives,  the  private  employer  is  often  a  government 
contractor  requiring  the  same  security  clearances. 

In  any  instance,  the  denial  or  revocation  of  a  security  clearance  too  frequently 
casts  a  shadow  not  only  on  the  professional  and  personal  attributes  of  the  employee, 
but  also  on  the  employee's  essential  character  and  loyalty  to  the  country. 

No  one  is  more  acutely  aware  of  the  genuine  need  to  protect  the  security  of  the 
nation  than  those  employees  who  work  each  day  in  the  service  of  their  country.  In- 
deed, it  is  the  very  importance  of  the  issue  that  demands  a  system  of  checks  and 
balances  to  ensure  that  national  security  is,  in  fact,  the  object  of  the  security  clear- 
ance process. 

At  present,  there  is  no  effective  check  to  prevent  a  self-serving  management  from 
perverting  the   security  clearance   process   for  personal  or  political   interests.  At 
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present,  there  is  no  meaningful  recourse  for  an  employee  unfairly  and  arbitrarily 
denied  a  security  clearance.  At  present,  there  is  no  assurance  for  the  public  that 
the  security  clearance  process  actually  protects  the  vital  interests  of  the  country. 

Employees  are  not  the  only  victims  in  arbitrary  and  unfair  denials  of  security 
clearances.  The  national  security  itself  is  compromised.  Resources  and  efforts  that 
should  be  properly  deployed  in  the  national  interest  are  misappropriated  and  mis- 
directed. The  skills  and  talents  of  dedicated  employees  are  forever  lost  to  the  nation 
while  actual  threats  to  the  national  security  can  remain  undetected. 

The  abuses  connected  with  the  arbitrary  denial  of  security  clearances  are 
compounded  by  the  common  practice  of  "overranking."  Like  grade  inflation  in  our 
schools,  "sensitivity  inflation"  has  overtaken  our  personnel  system.  All  too  often,  a 
position  is  designated  as  a  "national  security  position"  without  an  adequate  exam- 
ination of  the  actual  duties  of  the  position.  Employees  holding  those  positions  are 
then  required  to  fill  out  intrusive  background  questionnaires  in  the  investigation  of 
their  "suitability."  Where  their  background  investigation  reveals  minor  infractions, 
they  are  subject  to  dismissal  without  adequate  due  process. 

The  current  system  does  not  serve  the  national  interest,  rather,  it  subverts  na- 
tional security  through  the  misdirection  of  resources  and  the  needless  demoraliza- 
tion of  the  work  force.  It  is  a  bitter  irony  to  federal  employees  that  jobs  not  deemed 
important  enough  to  warrant  adequate  pay  or  benefits  are  somehow  crucial  enough 
to  justify  the  widespread  disregard  of  basic  Constitutional  rights. 

It  is  time  to  wade  through  the  murky  swamp  of  suitability  and  security  clearance 
determinations,  and  bring  clarity  to  the  process  as  well  as  checks  on  potential  mis- 
direction and  abuse. 

We  must  have  reasonable  and  clear  standards  to  stop  over-  ranking  and 
misclassification  of  jobs  and  programs.  There  must  be  an  end  to  the  confusion  be- 
tween an  important  and  responsible  job,  and  a  job  that  involves  national  security. 
As  the  Supreme  Court  noted  in  1956,  national  security  must  not  be  construed  in 
a  sense  so  broad  as  to  be  involved  in  all  activities  of  Government,  for  then  the  rela- 
tionship to  the  'national  security'  would  follow  from  the  very  fact  of  employment." 
(Cole  v.  Young,  351  U.S.  536,546  (1956)).  The  Court's  caution  on  national  security 
is  equally  applicable  to  overreaching  suitability  criteria. 

We  must  firmly  establish  that  having  a  job  of  any  consequence  in  fulfilling  the 
mission  of  any  agency  is  not  an  excuse  to  intrude  into  the  personal  life  of  an  em- 
ployee. Information  required  of  employees  must  be  consistent  with  legal  and  Con- 
stitutional protections,  and  have  a  direct  relevancy  to  job  functions. 

The  criteria  used  for  denial  or  revocation  of  security  clearances  as  well  as  deter- 
minations of  unsuitability  must  have  a  demonstrable  relationship  to  national  secu- 
rity and  the  effective  performance  of  duties. 

In  sum,  the  money  and  effort  spent  in  security  clearance  and  suitability  deter- 
minations must  be  focused  and  targeted  on  the  narrow  issue  of  genuine  threats  to 
the  national  security  and  the  iob-related  functions  of  the  federal  service. 

No  measure  of  reform  in  the  current  system,  however,  can  be  effective  without 
a  mechanism  for  a  check  on  management  action.  Without  a  meaningful  employee 
appeals  procedure  in  cases  of  clearance  revocation  or  denial,  the  rubric  of  "national 
security    will  remain  the  refuge  of  ill-motivated  and  ill-intentioned  management. 

The  necessity  of  an  appeals  process  for  adverse  personnel  actions  is  a  well-recog- 
nized and  long-standing  component  of  the  merit  system.  The  majority  of  federal  era- 
gloyees  are  afforded  the  protection  of  appeal  through  the  Merit  Systems  Protection 
oard  (MSPB)  or  through  a  labor-management  grievance  procedure. 
Removal  or  other  adverse  action  resulting  from  the  revocation  of  a  security  clear- 
ance remains  as  a  gap  in  our  civil  service  system — a  system  that  is  to  ensure  that 
"management  acts  for  the  right  reasons." 

National  security  based  adverse  actions,  no  less  than  any  other  adverse  actions, 
must  be  subject  to  the  standard  of  acting  for  the  "right  reasons"  and  be  subject  to 
review  by  an  impartial  body. 

Current  law,  in  and  of  itself,  is  inadequate  to  achieve  this  objective,  and  has  been 
further  weakened  by  recent  court  decisions. 

At  present,  5  USC  7532  provides  for  suspension  and  subsequent  removal  of  an 
employee  for  "national  security"  reasons  without  benefit  of  appeal  to  the  MSPB.  Em- 
ployees are  afforded  the  opportunity  to  seek  review  of  the  action  before  a  three  per- 
son panel  of  "disinterested  parties"  selected  by  agency  management.  OPM  maintains 
a  roster  of  individuals  to  be  utilized  for  this  purpose.  The  findings  of  the  panel  are 
advisory  and  final  disposition  is  left  to  the  discretion  of  the  agency  head. 

Removal  for  cause  is  provided  for  in  5  USC  7513.  Employees  so  removed  have  the 
right  of  appeal  to  the  MSBP.  (In  some  instances,  agencies  are  not  covered  under 
7513,  and  have  other  statutory  or  regulatory  based  procedures  for  the  removal  of 
employees.) 
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In  Carlucci  v.  Doe,  109  S.  CT.  407  (1988),  the  Supreme  Court  held  that  7532  pro- 
cedures are  not  "exclusive  or  mandatory"  for  removals  based  on  the  denial  of  a  secu- 
rity clearance.  Agencies  can  take  action  to  remove  an  employee  under  7513  or  any 
other  available  employee  removal  procedure  provided  for  under  law  or  regulation, 
even  though  such  removal  is  clearly  grounded  in  national  security  considerations. 

Therefore,  an  employee  can  be  denied  the  protections  of  7532,  insofar  as  they  are 
protections,  by  management  simply  choosing  to  initiate  action  under  another  proce- 
dure. 

In  a  related  case,  Department  of  Navy  v.  Egan,  108  S.  CT.  818  (1988),  the  Su- 
preme Court  held  that  removal  for  cause,  based  on  national  security  consideration, 
taken  under  7513  is  not  reviewable  on  the  merits  by  the  MSPB.  Only  procedural 
questions  were  subject  to  the  scrutiny  of  the  MSPB. 

Thus,  any  agency  can  easily  avoid  substantive  review  of  a  clearance  revocation 
or  denial. 

There  must  be  a  single,  uniform  appeal  procedure  for  adverse  action  cases  arising 
from  the  denial  or  revocation  of  security  clearances.  That  procedure  must  provide 
an  impartial  review  based  on  the  substance  of  the  action,  and  authority  to  order  ap- 

firopriate  remedies.  Use  of  the  procedure  must  be  mandatory  for  cases  stemming 
rom  national  security  considerations.  Agencies  must  not  be  permitted  to  avoid  scru- 
tiny of  their  actions  through  simply  concealing  the  actions  under  the  veil  of  national 
security. 
NTEU  suggests: 

1.5  USC  7532  be  revised  to  provide  a  mandatory  procedure  for  national  secu- 
rity cases. 

2.  A  provision  under  7532  for  a  review  panel  from  a  roster  of  impartial  parties 
compiled  and  maintained  by  the  MSPB  for  the  purpose  of  hearing  cases  involv- 
ing national  security  questions. 

3.  A  selection  process  that  provides  for  each  party  to  strike  names  from  the 
NSPB  roster  until  an  acceptable  panel  is  assembled. 

4.  Review  on  the  merits  of  the  action  by  the  panel. 

5.  Provisions  for  the  panel  to  provide  for  reinstatement  and  other  appropriate 
relief. 

6.  Review  in  the  appropriate  U.S.  Court  of  Appeals  if  the  agency  head  should 
overturn  the  decision  of  the  panel. 

The  NTEU  proposal  is  sensitive  to  the  legitimate  concerns  of  national  security 
and  provides  a  mechanism  to  ensure  that  those  concerns  are  the  genuine  object  of 
management  action.  For  the  past  two  decades,  we  have  witnessed  the  abuse  of  the 
term  "national  security"  all  the  way  to  the  highest  levels  of  government.  We  ask 
that  action  be  taken  to  protect  those  at  the  lower  levels  of  government  who  perform 
the  actual  work  of  the  public  service  and  who  are  too  frequently  the  victims  of  their 
superiors. 

Mr.  McClosley.  Mr.  Bowers. 

STATEMENT  OF  JOSHUA  F.  BOWERS,  STAFF  ATTORNEY, 
NATIONAL  FEDERATION  OF  FEDERAL  EMPLOYEES 

Mr.  Bowers.  Thank  you  for  the  opportunity  to  present  the  views 
of  the  National  Federation  of  Federal  Employees.  We  represent 
150,000  Federal  employees  including  75,000  who  work  for  the  De- 
partment of  Defense.  I  will  echo  the  request  of  the  other  unions 
that  we  need  a  neutral  forum  to  present  problems  when  a  security 
clearance  is  involved. 

The  idea  of  an  individual  making  a  decision  to  suspend  a  clear- 
ance puts  us  in  the  position  where  we  have  to  go  back  and  request 
they  change  their  mind  is  not  due  process.  We  contend  a  neutral 
forum  is  necessary  in  order  to  ensure  fair  play. 

To  emphasize  the  scope  of  the  problem,  I  would  like  to  cut  di- 
rectly to  some  of  the  questions  an  employee  must  answer  when  pre- 
sented with  the  security  clearance,  either  revocation  or  denial  or 
contention.  There  are  four  questions.  The  questions  are  generally 
any  criminal  history  record,  financial  history,  alcohol  or  drug  use, 
and  mental  health. 
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These  questions  are  so  broad  and  vague  that  it  invites  problems, 
problems  that  should  be  addressed  in  a  neutral  forum  rather  than 
an  opportunity  to  go  back  to  the  person  who  revoked  the  security 
clearance  and  tell  them  they  were  mistaken. 

The  alcohol  and  drug  questions  require  an  individual  to  go  back 
over  their  entire  life  and  state  each  time  they  have  used  drugs, 
who  was  present,  and  circumstances  involved.  Individuals  30,  40, 
50  years  old  must  try  to  reconstruct  events  in  the  distant  past.  It 
presents  an  opportunity  for  innocent  mistakes.  It  also  presents  a 
tremendous  burden  on  the  employee  to  recall  each  time  a  security 
clearance  is  renewed  to  reconstruct  what  they  stated  the  last  time. 

With  alcohol  or  drug  use,  they  must  state  each  time  they  have 
had  a  problem  with  a  supervisor  or  other  person  and  each  time 
they  fill  out  the  form  they  must  go  back  and  try  to  reconstruct 
what  they  said  last  time  and  when  the  form  is  renewed  if  they 
make  a  change,  they  are  closely  scrutinized  as  if  they  were  trying 
to  hide  something.  The  presumption  seems  to  go  against  the  em- 
ployees. 

With  mental  health  questions,  they  include  the  requirement  em- 
ployees disclose  problems.  A  mental  health  problem  is  not  defined. 
The  employee  is  left  trying  to  define  if  when  they  discussed  some- 
thing with  a  church  minister  it  was  a  problem;  whether  marital 
problems  constitute  mental  health;  stress,  when  does  it  rise  to 
mental  health.  These  result  in  disclosures  of  facts  not  related  to 
the  security  clearance  process. 

Credit  history  requires  an  employee  to  go  back  over  their  entire 
life  to  recall  each  time — this  is  a  correction  in  my  written  testi- 
mony— that  a  bill  was  120  days  late.  It  recalls  them  to  go  back  over 
bankruptcies  filed  30,  40  years  ago.  These  disclosures  go  up  the 
chain  of  command  in  some  instances  resulting  in  humiliation  to  a 
person  who  early  in  their  life  had  financial  problems  but  had  no 
problems  recently. 

There  is  a  release  that  is  extraordinary.  It  allows  the  Govern- 
ment to  rummage  around  in  an  individual's  life.  It  includes  the  dis- 
closure of  personal  history  on  the  form,  a  form 

Mr.  McCloskey.  Could  you  start  that  again?  The  last  paragraph. 

Mr.  Bowers.  There  is  a  release  to  each  of  the  DOD  forms  as  well 
as  with  OPM.  The  release  allows  the  Government  to  go  in  and 
rummage  around  in  a  person's  life.  Now  in  some  instances  this 
may  be  necessary  when  something  is  lit  up.  I  will  not  give  you  an 
example.  But  the  release  includes  the  license  to  go  into  personal 
history. 

Mr.  McCloskey.  We  are  going  to  recess  for  about  5  to  10  min- 
utes. Excuse  me,  Mr.  Bowers.  I  am  sorry.  We  have  votes  in  Foreign 
Affairs.  We  will  be  right  back. 

[Recess.] 

Mr.  Edwards  [presiding].  The  witness  may  proceed. 

Mr.  Bowers.  Mr.  Chairman,  I  have  almost  concluded  here.  I  will 
briefly  restate:  the  release  that  a  Federal  employee  must  sign  in- 
volved in  the  security  clearance  process  includes  an  extraordinarily 
broad  release  which  can  be  summarized  briefly  as  being  all  their 
personal  history,  all  their  records,  medical,  financial,  school 
records,   everything  is   released   to   the  Government  for   scrutiny. 


79-687  0-94-4 


76 

There  are  no  instructions  to  the  investigator  to  limit  this  inquiry 
in  any  way. 

Mr.  Chairman,  in  view  of  these  extraordinary  questions,  we  be- 
lieve a  neutral  forum  is  necessary  because  an  inquiry  so  complex 
in  considering  our  union  representing  white-collar  and  blue-collar 
individuals,  many  of  our  individuals  are  not  familiar  with  this 
process.  They  make  a  good  faith  effort  to  provide  information. 

Five  years  is  approximately  when  I  understand  these  forms  are 
renewed.  They  are  confronted  with  the  form  without  an  oppor- 
tunity to  review  what  they  said  previously. 

They  make  good  faith  efforts  to  provide  the  information.  Con- 
tradictions or  inconsistencies  are  going  to  occur  when  you  ask  an 
employee  every  5  years  to  disclose  all  of  these  events  in  their  entire 
life.  Our  employees  are  subject  to  investigators'  cross-examination 
in  a  way  which  we  believe  is  inappropriate  in  order  to  address 
these  inconsistencies.  It  results  in  great  outrage  and  insult  to  the 
employees. 

We  submit  a  neutral  forum  such  as  the  Merit  Systems  Protection 
Board  would  be  appropriate  to  give  an  employee  an  opportunity  to 
correct  incomplete  records,  inaccuracies  or  avoid  subjective  deci- 
sions made  in  the  process  where  the  commander  who  revokes  a  se- 
curity clearance  is  then  put  in  the  position  of  having  to  change  his 
mind  and  grant  the  security  clearance. 

Thank  you  very  much. 

[The  prepared  statement  of  Mr.  Bowers  follows:] 

Prepared  Statement  of  Joshua  F.  Bowers,  Staff  Attorney,  National 
Federation  of  Federal  Employees 

On  behalf  of  the  National  Federation  of  Federal  Employees  (NFFE),  I  appreciate 
the  opportunity  to  present  our  views  on  the  important  issues  before  the  Committee. 
NFFE  represents  some  150,000  federal  workers  in  over  53  agencies  across  the  na- 
tion, including  75,000  in  the  Department  of  Defense. 

At  the  outset,  NFFE  acknowledges  the  government's  need  to  ensure  the  reliability 
and  trustworthiness  of  federal  employees  who  work  with  classified  material.  How- 
ever, we  believe  the  government's  legitimate  interest  in  national  security  can  be 
furthered  without  depriving  employees  of  their  right  to  privacy  and  a  fair  hearing 
on  security  clearance  determinations,  two  fundamental  deficiencies  of  the  current 
system. 

Under  current  procedures,  an  employee  denied  a  security  clearance  by  the  govern- 
ment is  also  denied  the  right  to  have  a  neutral,  third-party  adjudication  of  the  gov- 
ernment's decision.  The  Committee  has  heard  extensive  testimony  in  the  past  on 
this  issue,  and  NFFE  frequently  receives  complaints  from  employees  whose  clear- 
ances have  been  revoked  with  little  or  no  consideration  of  evidence  they  might  offer 
in  their  own  defense.  These  employees  often  find  themselves  in  a  Kafkaesque  night- 
mare where  they  are  told  little  or  nothing  about  the  charges  against  them  or  the 
specific  facts  which  purport  to  justify  the  denial  of  a  clearance. 

Moreover,  the  internal  agency  review  of  clearance  determinations  does  not  provide 
any  discovery  procedures  that  would  allow  an  employee  to  probe  behind  the  govern- 
ment's decision  for  the  evidence  relied  upon  when  a  clearance  is  denied.  As  a  result, 
careers  are  put  at  risk  by  incomplete  or  even  inaccurate  evidence  that  is  subject  to 
none  of  the  searching  scrutiny  we  commonly  associate  with  fair  and  impartial  inves- 
tigations. We  believe  much  of  this  injustice  could  be  corrected  by  an  amendment  to 
Section  1204  of  the  Federal  Service  Labor-Management  Relations  Statute  granting 
the  Merit  Systems  Protection  Board  jurisdiction  to  review  security  clearance  deter- 
minations. 

We  are  also  deeply  troubled  by  the  government  peering  into  the  private  lives  of 
its  employees  under  the  guise  of  protecting  national  security.  In  deciding  whether 
to  grant  or  deny  a  clearance,  the  government  compels  employees  to  disclose  the 
most  intimate  details  of  their  private  lives,  much  of  it  irrelevant  to  the  government's 
professed  need  for  security.  In  particular,  we  object  to  the  vastly  overbroad  security 
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form  questionnaires  used  by  the  government  to  collect  information  for  clearance  de- 
terminations. 

Three  of  these  forms  have  been  challenged  by  NFFE  in  federal  court.  The  first, 
OPM  Form  86,  is  used  to  gather  information  from  employees  with  security  clear- 
ances at  civilian  agencies.  The  other  two  forms,  DOD  398  and  398-2,  are  used  to 
gather  information  from  Defense  Department  employees  who  hold  secret  and  top  se- 
cret clearances. 

Both  the  OPM  and  DOD  forms  require  employees  to  discuss:  1)  Criminal  History; 
2)  Financial  History;  3)  Alcohol  or  Drug  Use;  and  4)  Mental  health. 

We  will  first  discuss  the  DOD  forms  398  and  398-2.  We  have  attached  the  forms' 
cover  pages,  the  questions  challenged  by  NFFE  in  court,  and  the  authorization  for 
release  of  documents.  Both  Form  398  and  398-2  state  that  all  answers  to  the  ques- 
tions pertain  to  an  employee's  "entire  life."  We  will  briefly  describe  each  DOD  ques- 
tions at  issue  and  the  problem  created  by  the  question: 

Drugs  &  Alcohol  (Question  20  on  Form  398-2  and  Question  22  on  Form  398).  This 
question  requires  employees  to  confess  to  any  illegal  drug  use  in  their  lifetime,  even 
if  it  occurred  just  once.  For  each  instance  of  illegal  drug  use,  the  employee  must 
disclose  the  drug  used,  the  date  of  and  location  of  use,  and  other  circumstances  sur- 
rounding the  activity. 

Similarly,  an  employee  must  also  disclose  every  occasion  when  use  of  alcoholic 
beverage  resulted  in  a  disciplinary  action,  loss  of  job  or  arrest  by  police.  The  drug 
and  alcohol  inquires  constitute  an  extraordinarily  vague  and  open-ended  demand  for 
information  that  results  in  production  of  intimate  information  with  no  predictive 
value  for  future  conduct. 

The  drug  question  results  in  adults  in  their  thirties,  forties  and  fifties  attempting 
to  reconstruct  each  date  and  circumstance  when  long  ago  in  college  they  may  nave 
experimented  with  marijuana.  The  requirement  that  employees  disclose  all  discipli- 
nary actions  related  to  alcohol  leaves  employees  to  struggle  with  whether  a  distant 
reprimand  by  a  former  employer,  teacher  or  parent  constituted  discipline.  We  be- 
lieve that  the  government  may  not  delve  far  into  the  past  of  an  employee's  personal 
life  to  ferret  out  every  modicum  of  information  without  showing  that  such  conduct 
is  indicative  of  future  behavior. 

Mental  Health  (Question  20(e)  on  Form  398-2  and  Question  22(e)  on  Form  398). 
This  question  requires  employees  to  disclose  experiences  with  a  "mental,  emotional, 
psychological  or  personality  disorder/condition/problem"  and  whether  the  employee 
has  "ever  been  consulted  or  counseled  by  any  mental  health  professional.  This 
question  is  so  broadly  and  vaguely  worded  that  it  invites  disclosure  of  information 
not  evenly  remotely  related  to  the  Department  of  Defense. 

What  the  government  considers  an  emotional  problem  is  not  defined;  it  encom- 
passes a  board  range  of  personal  traumas,  including  those  long  overcome  which  re- 
sult in  no  future  impact.  Employees  responding  to  a  demand  for  a  list  of  emotional 
problems  will  be  compelled  to  disclose  counseling  for  such  private  circumstances  as 
marital  difficulties,  loss  of  a  family  member,  stress,  sexual  dysfunctional  or  other 
highly  personal  matters  unrelated  to  their  obligations  to  the  government.  The 
vajgueness  of  the  questions  extorts  the  maximum  possible  disclosure  of  this  private 
information  from  employees  who  will  likely  interpret  the  question  broadly  in  fear 
that  incomplete  disclosure  could  cost  them  their  job. 

Arrests  (Question  18  on  Form  398-2  and  Question  21  on  Form  398).  This  question 
requires  far  more  than  disclosure  of  any  arrest.  The  employee  must  also  disclose 
whether  they  have  ever  been  "charged,  cited,  held  or  detained."  All  disclosures  must 
be  made  regardless  of  whether  a  court  ordered  the  records  sealed  or  expunged.  This 
sweeping  requirement  for  lifetime  information  would  include  detention  by  juvenile 
authorities.  It  is  humiliating  for  thirty,  forty  or  fifty  year  old  adult  to  disclose  errant 
adolescent  conduct  to  an  employer.  A  lifetime  disclosure  requirement  including  acts 
as  a  juvenile  is  manifestly  overbroad. 

Credit  History  (Question  19  on  Form  398-2  and  Question  20  on  Form  398)  This 
question  asks  whether  an  employee:  A)  has  filed  a  bankruptcy  petition;  b)  had 
wages  garnished  or  property  possessed;  c)  has  been  subject  to  a  tax  lien  or  other 
lien;  d)  has  been  subject  to  a  legal  judgment  for  a  debt;  or,  e)  has  been  20  days  or 
more  delinquent  on  a  debt.  If  an  employee  answers  any  of  these  questions  affirma- 
tively, a  more  detailed  explanation  must  be  provided.  Throughout  several  years  of 
litigation  on  this  subject,  the  government  has  failed  to  produce  any  data  linking  fi- 
nancial problems  in  the  distant  past  to  a  current  risk  of  a  security  breach.  Without 
any  information  to  support  a  lifetime  disclosure  requirement,  NFFE  respectfully 
submits  this  question  is  manifestly  overbroad  and  a  violation  of  an  employee's  right 
to  privacy. 

Authority  For  Release  Of  Information  And  Records,  Form  398-2  and  Form  398  in- 
clude an  identical  release.  By  signing  the  release  an  employee  authorizes: 
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any  duly  accredited  representative  of  the  Department  of  Defense  ...  to  ob- 
tain any  information  relating  to  my  activities  from  individuals,  schools,  res- 
idential management  agents,  employers,  criminal  justice  agencies,  financial 
or  lending  institution,  credit  bureaus,  consumer  reporting  agencies,  retail 
business  establishments,  medical  institutions,  hospitals  or  other  respositors 
of  medical  records  (emphasis  added). 

The  release  "may  include,  but  is  not  limited  to,  thirteen  categories  of  information, 
including  one  called  "personal  history"  (emphasis  added).  The  release  form  sets  ab- 
solutely no  limits  on  what  the  government  can  seek  to  learn  about  an  employee  and 
from  whom  information  may  be  obtained.  The  form  does  not  instruct  agency  inves- 
tigators to  gather  only  that  information  which  is  directly  related  to  the  job  duties 
of  employees  being  investigated,  or  to  gather  only  information  related  to  the  ques- 
tions. Rather,  the  release  gives  the  government  full  license  to  go  far  beyond  the 
scope  of  questions  on  forms  398  and  398-2.  Undoubtedly,  the  government  as  em- 
ployer has  a  legitimate  interest  in  ensuring  that  its  employees  perform  their  jobs 
properly.  But  surely  that  does  not  authorize  the  government  to  rummage  through 
an  employee's  personal  affairs  in  the  manner  suggested  by  the  NAQ  release  form. 

The  Office  of  Personnel  Management  Form  86  is  slightly  different  in  its  approach 
to  gaining  access  to  information  on  federal  workers  but  the  effect  is  the  same.  For 
example,  Form  86  limits  disclosure  on  use  of  illegal  drugs  to  five  years  but  the 
broad  release  permits  the  government  to  probe  into  an  employee's  entire  life.  Simi- 
larly, the  Form  86  financial  record  question  limits  disclosures  on  financial  affairs 
to  five  years  but  the  release  permits  the  government  to  obtain  the  financial  records 
for  an  employee's  entire  life. 

CONCLUSION 

The  present  security  clearance  system  makes  certain  that  many  innocent  employ- 
ees will  be  permanently  injured  due  to  the  unnecessarily  broad  questions  asked  on 
the  security  forms.  As  a  result,  the  government  will  lose  the  services  of  experienced 
capable  personnel.  Each  incident  will  be  a  tragedy  for  the  individual  employee  when 
disclosure  on  the  OPM  or  DOD  form  is  misinterpreted  or  when  information  obtained 
by  the  government  through  the  release  is  incomplete  or  inaccurate.  The  present  sys- 
tem provides  no  meaningful  procedure  to  correct  the  government's  records.  This 
problem  could  be  resolve  with  the  use  of  a  neutral  forum  with  discovery  procedures 
such  as  the  U.S.  Merit  Systems  Protection  Board  to  review  a  decision  to  grant  or 
revoke  a  security  clearance. 

Mr.  Edwards.  Mr.  Melrose. 

STATEMENT  OF  JOSEPH  H.  MELROSE,  JR.,  VICE  PRESIDENT, 
AMERICAN  FOREIGN  SERVICE  ASSOCIATION 

Mr.  Melrose.  The  American  Foreign  Service  Association  wel- 
comes the  opportunity  to  comment  on  the  security  clearance  proce- 
dures administrative  due  process  involved  with  those  clearance 
procedures. 

We  represent  the  Foreign  Service  employees  of  State,  AID,  and 
the  USIA.  We  support  the  reasonable  measures  necessary  to  safe- 
guard information  essential  to  national  security,  but  we  also  be- 
lieve that  administrative  due  process  should  be  afforded  to  those 
employees  subject  to  those  regulations. 

Mr.  Edwards,  I  believe  your  observation  a  few  minutes  ago  accu- 
rately sums  up  the  situation.  Significant  progress  has  been  made 
since  1989,  but  there  is  still  a  long  way  to  go. 

Historically  in  the  State  Department,  problems  have  existed 
dealing  with  notification  which  was  pointed  out  by  the  GAO.  We 
completely  agree  with  the  GAO  that  written  notification  should  be 
provided  the  employee.  This  need  not  substitute  for  our  Depart- 
ment's view  that  a  face-to-face  discussion  should  also  take  place. 

Second,  timing.  Delays  frequently  extend  beyond  the  90-day  pe- 
riod that  Assistant  Secretary  Quainton  referred  to.  I  believe  the 
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statistics  indicate  somewhere  in  the  vicinity  of  65  to  70  percent  ex- 
tend beyond  the  90-day  period. 

The  appearance  of  a  conflict  of  interest  with  the  Assistant  Sec- 
retary's participation  on  the  Appeal  Board  is  one  that  also  bothers 
us.  While  we  do  agree  that  he  is  in  current  procedures  insulated 
from  the  initial  decision,  we  believe  that  an  appearance  of  conflict 
of  interest  does  exist  and  we  are  looking  forward  to  the  findings  of 
the  review  currently  being  carried  on  by  the  State  Department. 

One  area  where  there  seems  to  be  some  slippage  is  individual  ap- 
plication of  debriefings  at  overseas  locations.  We  sought  assurances 
from  the  Diplomatic  Security  Service  that  we  will  look  at  standard- 
ization to  avoid  invasive  and  unnecessarily  restrictive  questioning. 
We  have  that  assurance. 

We  will  be  meeting  with  them  to  discuss  that  in  the  immediate 
future.  These  are  cases  where,  for  example,  the  RSO  at  a  given 
p0St — the  regional  security  officer — debriefs  an  individual  and 
seeks  information  which  we  do  not  believe  pertinent  concerning  va- 
cations, et  cetera.  We  recognize  the  need  for  some  debriefing,  but 
believe  that  that  should  be  kept  within  bounds. 

As  I  said  before,  we  believe  that  progress  has  been  made.  We 
have  sought  changes  in  the  questionnaire  that  is  filled  out  upon 
the  initiation  of  an  investigation.  Those  changes  have  been  made. 
The  form  is  better  now  than  it  was;  but  the  whole  process  still 
needs  work. 

I  would  be  happy  to  answer  any  questions  you  may  have. 

[The  prepared  statement  of  Mr.  Melrose  follows:] 

Prepared  Statement  of  Joseph  H.  Melrose,  Jr.,  Vice  President,  American 

Foreign  Service  Association 

Mr.  Chairman: 

The  American  Foreign  Service  Association  (AFSA)  welcomes  the  opportunity  to 
comment  on  security  clearance  pi-ocedures  and  due  process  rights  presently  afforded 
to  Foreign  Service  employees.  AFSA  is  a  professional  association  with  over  10,000 
members,  comprised  mainly  of  active  duty  and  retired  members  of  the  Foreign  Serv- 
ice of  the  Department  of  State,  the  Agency  for  International  Development  (AID),  the 
United  States  Information  Agency  (USIA)  and  the  Departments  of  Commerce  and 
Agriculture.  AFSA  is  also  the  exclusive  employee  representative  of  Foreign  Service 
employees  of  State,  AID,  and  USIA  and  in  this  role  exercises  statutory  labor-man- 
agement responsibilities. 

AFSA  supports  reasonable  measures  necessary  to  safeguard  information  essential 
to  national  security.  In  keeping  with  this  goal,  Foreign  Service  employees  are  cur- 
rently subject  to  Executive  Order  10450,  which  outlines  security  requirements  that 
they,  along  with  other  government  employees  must  fulfill.  The  Office  of  Diplomatic 
Security  (DS)  is  charged  with  implementing  and  overseeing  the  security  program  for 
Foreign  Service  employees. 

While  we  will  discuss  problems  in  the  Security  program,  including  inadequate  due 
process  protection  for  Foreign  Service  employees,  we  also  note  that  progress  has 
been  made  in  addressing  these  issues  through  a  cooperative  effort  between  AFSA 
and  DS.  As  will  be  discussed  later,  on  several  occasions,  AFSA  has  brought  its  con- 
cerns to  the  attention  of  DS  and  DS  has  shown  a  willingness  to  work  with  AFSA 
to  maintain  a  strong  security  program  that  also  effectively  preserves  the  due  process 
rights  of  concerned  employees. 

Historically,  problems  with  the  security  clearance  process  have  occurred  when  in- 
vestigations are  initiated  to  determine  if  revocation  or  reduction  of  the  employee's 
clearance  is  warranted.  Employees  subject  to  revocation  or  reduction  investigations 
have  their  security  clearances  suspended  immediately  upon  initiation  of  the  inves- 
tigation. Because  a  security  clearance  is  essential  for  the  majority  of  Foreign  Service 
employees  to  perform  their  work,  this  preliminary  suspension  can  have  a  crippling 
effect  on  the  employee's  present  job  status,  as  well  as  his  or  her  Foreign  Service 
career.  There  are  instances  where  some  investigations  have  been  lengthy,  continu- 
ing for  periods  up  to  4  years  before  any  determination  is  made.  During  this  period, 
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the  employee  has  little,  if  any,  access  to  information  relating  to  the  basis  for  the 
investigation  until  receipt  of  the  letter  declaring  the  intent  to  reduce  or  revoke 
clearance. 

AFSA  supports  the  General  Accounting  Office  (GAO)  recommendation  that  the 
State  Department  require  letters  of  suspension  which  notify  the  affected  employee 
of  the  imminent  suspension  and  the  reasons  for  initiation  of  the  investigation  to  de- 
termine if  security  revocation  or  reduction  is  justified.  This  step  should  afford  the 
affected  employees  adequate  due  process  without  compromising  the  investigation 
and  would  prepare  the  employee  and  his  or  her  supervisors  for  the  consequences 
of  clearance  suspension. 

The  panel  which  considers  the  employee's  appeal  of  a  reduction  or  a  revocation 
is  composed  of  three  individuals,  one  of  whom  is  the  Assistant  Secretary  for  DS. 
While  AFSA  acknowledges  DS's  position  that  the  Assistant  Secretary  is  not  directly 
involved  in  the  initial  determination,  AFSA  believes  that  the  presence  of  any  DS 
official  at  the  appeal  stage  raises  genuine  concerns  of  fairness  and  due  process  for 
the  affected  employee. 

In  the  past,  AFSA  has  responded  quickly  and  forcefully  to  flagrant  violations  of 
individual  rights  in  the  security  process.  When  DS  instituted  a  new  version  of  the 
SF-86,  the  top  secret  security  clearance  form,  in  April  of  1989,  AFSA  filed  suit  in 
the  U.S.  District  Court  seeking  an  injunction  because  of  the  self-incriminating,  high- 
ly invasive  language,  which  among  other  things  violated  the  constitutional  right  of 
free  association.  The  Court  agreed  with  AFSA  and  a  settlement  was  reached  which 
resulted  in  use  of  a  new  form  without  this  offensive  language. 

More  recently,  problems  of  this  nature  have  occurred  at  the  regional  or  post  level 
of  the  Security  program,  where  employees,  as  a  routine  matter,  are  required  to  par- 
ticipate in  Security  "debriefings"  on  departure  from  post.  The  nature  and  extent  of 
debriefing  depends  largely  on  whether  the  post  is  located  in  a  country  where  nation- 
als may  constitute  an  intelligence  threat,  known  as  a  "designated"  country,  or 
whether  it  is  a  nondesignated  country.  A  more  extensive  debriefing  would  be  ex- 
pected for  a  "designated  country.  However,  the  debriefing  forms  being  used  varied 
widely  from  post  to  post,  regardless  of  country  designation  and  went  beyond  accept- 
able standards  for  security  inquiries.  Employees  at  various  posts  were  being  asked 
to  disclose  leave  destinations,  acquaintances  made  while  on  leave,  irrespective  of 
whether  these  acquaintances  were  from  "designated"  countries  or  not,  and  an  array 
of  self-incriminating  questions  about  security  violations  at  post.  After  receiving  ca- 
bles from  concerned  employees  in  posts  around  the  world  including  Athens  and  St. 
Petersburg,  we  alerted  DS  to  the  problem  and  are  working  with  them  to  standardize 
these  forms  and  remove  the  unnecessary,  offensive,  and  often  intrusive  questions. 

Once  again,  progress  has  been  made  in  making  the  Security  Clearance  procedures 
fairer  and  more  consistent  for  all  employees.  It  is  clear  that  there  are  still  signifi- 
cant challenges  to  be  met  in  the  form  of  due  process  concerns  and  lack  of  consistent 
policies  in  the  security  program.  However,  it  should  also  be  clear  that  improvements 
have  occurred  in  these  areas.  AFSA  remains  willing  to  work  towards  the  develop- 
ment of  a  strong  security  program  that  also  respects  the  rights  of  employees.  We 
look  forward  to  future  cooperative  efforts  with  the  State  Department,  the  Office  of 
Diplomatic  Security  and  Congress  to  achieve  this  goal. 

Mr.  Edwards.  Thank  you  very  much,  Mr.  Melrose.  It  occurred  to 
me  when  you  described  some  of  these  questions  that  an  employee 
or  applicant  might  have  to  be  asked  about  a  bankruptcy  of  30  years 
ago.  But  if  you  rob  a  bank  on  television,  6  years  later  they  cannot 
arrest  you  for  that  or  try  you.  Shouldn't  there  be  a  statute  of  limi- 
tations in  these  regs  of  10  years  or  something  like  that?  Something 
you  did — a  bankruptcy  15  or  20  years  ago  or  misbehavior  a  long 
time  ago,  perhaps  as  a  young  person — should  that  even  be  looked 
into?  It  seems  to  me  not.  Behavior  in  the  last  10  years  would  be 
the  most  important. 

Mr.  Melrose.  Mr.  Chairman,  the  forms  we  are  using  at  the 
State  Department  now  request  information  for  primarily  the  last  5 
years. 

Mr.  Edwards.  Five  years?  Is  that  drug  use  and  alcohol  use,  the 
last  5  years? 

Mr.  Melrose.  That's  correct. 
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Mr.  Bowers.  If  I  may,  Mr.  Chairman,  I  read  the  form  a  bit  dif- 
ferently. The  form  in  some  instances  asks  for  5  years  of  disclosure 
such  as  marijuana.  In  other  things  what  have  you  done  in  the  last 
5  years.  In  other  things,  it  goes  back  the  entire  life.  The  State  De- 
partment requires  disclosure  for  an  individual's  entire  life.  The  fi- 
nancial question  asks  for  some  disclosures  over  an  entire  life.  Oth- 
ers are  lifetime. 

The  mental  health  disclosure  including  the  problems  referenced 
at  the  State  Department — I  shouldn't  say  the  State  Department.  It 
is  standard  form  86  issued  by  the  Office  of  Personnel  Management 
which  is  used  for  all  civilian  employees  outside  of  DOD  that  have 
security  clearances.  That  form  requires  disclosure  over  the  entire 
life;  in  a  couple  of  instances,  it  limits  it  to  5  years. 

We  would  be  happy  to  provide  that  form  to  the  committee. 

Mr.  Edwards.  I  think  we  would  like  to  see  that  form  for  the 
record. 

[The  information  follows:] 
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Serving  Only 

Federal  Employees 

Since  1917 
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Robert  S.  Keener 

Secretary/Treasurer 

Donald  W.  Reichert 
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Region  1 

G.  Robert  Jensen 
Avenll  Park,  NY 

Region  2 

Robert  E.  Estep 

Chambersburg,  PA 

Region  3 

Clark  D.  King 
Memphis,  TN 

Region  4 

T.Ray 
Bossier  City,  LA 

Region  S 

William  P.  Davis 
Parker.  AZ 

Region  6 

John  Preston 
Fairfax,  C A 

Region  7 

Philip  H.  Ruff 

Kellogg,  ID 

Region  8 

Janeite  Lamt  -rt 
Kansas  City,  MO 

Region  9 

Sonya  Constanline 
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National  Federation  of  Federal  Employees 

1016 16th  Street,  NW,  Washington,  D.C.  20036 

(202)  862-4400;  FAX  (202)  862-4432 


May  6,  1993 


Honorable  Don  Edwards 

Judiciary  Subcommittee  on  Civil  and 

Constitutional  Rights 

Room  806 

House  Annex  Number  One 

New  Jersey  Avenue  and  C  Street,  S.E. 

Washington,  D.C.   20515 

Dear  Chairman  Edwards: 

The  National  Federation  Federal  Employees  respectfully  submits  copies  of 
the  Department  of  Defense  (DOD)  and  Office  of  Personnel  Management 
(OPM)  forms  referred  to  in  our  testimony  before  the  Committee  on  May  5. 
1993.    DOD  form  398-2,  entitled  National  Agency  Questionnaire,  and  DOD 
form  398,  entitled  Personnel  Security  Questionnaire,  are  used  to  gather 
information  from  Defense  Department  employees  who  hold  secret  and  top 
secret  clearances. 

The  forms  contain  identical  questions  requiring  employees  to  discuss  for 
their  entire  life: 

1)  Criminal  History 

2)  Financial  History 

3)  Alcohol  or  Drug  Use 

4)  Mental  Health 

The  DOD  forms  include  instructions  to  employees  on  the  broad  scope  of 
disclosure  required  for  each  question. 

The  Office  of  Personnel  Management  form  86  is  slightly  different  in  its 
approach  to  gaining  access  to  information  on  federal  workers.    Question  29 
requires  disclosure  concerning  specific  drugs  used  during  the  last  five  years. 
However,  the  question  goes  on  to  require  disclosure  of  "problems 
(disciplinary  actions,  evictions,  formal  complaints,  etc.)  on  or  off 
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the  job"  for  employee's  entire  life.   The  form  does  not  define  the  terms 
"problems",  or  "formal  complaints",  nor  does  it  explain  the  scope  of 
information  intended  by  the  use  of  "etc."   Question  27  concerning  finances 
limits  disclosure  to  the  last  five  years,  but  the  form  contains  a  release  that 
grants  access  to  financial  records  for  an  employee's  entire  life. 

The  National  Federation  of  Federal  Employees  sincerely  appreciates  the 
opportunity  to  discuss  these  important  issues  with  the  Committee. 


Very  truly  yours, 


(&>$    Q^\^<^- 


Joshua  F.  Bowers 
Staff  Attorney 
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DEPARTMENT  OF  DEFENSE 


NATIONAL  AGENCY  QUESTIONNAIRE  (NAQ) 

DD  FORM  398-2 


CONTENTS 


THE  NAQ  PACKAGE  CONSISTS  OF   THE  FPU  OWING: 


1      Privacy  Act  Statement 

2.     Authority  for  Release  of  Information  and 
Records 


4  General  Instructions 
5.  Detailed  Instructions 
6      Listing  of  Reportable  Drugs 


3.     DD  Form  398-2.  "Department  of  Defense 
National  Agency  Questionnaire" 

PLEASE  BE  SURE  YOU  HAVE  ALL  PARTS  OF  THE  PACKAGE 


PRIVACY  ACT  STATEMENT 


AUTHORITY: 


PRINCIPAL  PURPOSES: 


ROUTINE  USES: 


DISCLOSURE: 


SO  USC  Sections  781-887,  Internal  Security  Act  of  1950;  5USC  Section  9101,  Criminal 
history  record  information  for  national  security  Purposes;  Executive  Order  9397, 
November  1943  (SSN).  Numbering  System  for  Federal  Register  Accounts  Relating  to 
Individual  Persons.  Executive  Order  10450,  Security  Requirements  for  Government 
Employment;  Executive  Order  10865.  Safeguarding  Classified  Information  Within  Industry. 
Executive  Order  11935.  Citizenship  Requirements  for  Federal  Employment.  Executive 
Order  12333.  United  States  Intelligence  Activities.  Executive  Order  12356,  National 
Security  Information,  and  5  U  S  C  Section  301.  Department  Regulations 

To  obtain  background  information  for  personnel  security  investigative  and  evaluative 
purposes  to  make  reliability  and  security  determinations,  to  allow  access  to  classified 
information,  sensitive  areas,  or  equipment,  tq  ensure  that  enlistment  and  retention  m  the 
Armed  Forces  is  clearly  consistent  with  national  security;  or  to  permit  assignment  to 
sensitive  national  security  positions  The  data  may  later  be  used  as  part  of  a  review  process 
to  evaluate  continued  eligibility  for  access  to  classified  information  The  Social  Security 
Number  will  be  used  to  verify  identity  and  locate  existing  records 

To  federal,  state,  local,  or  foreign  law  enforcement  authorities  if  the  record  indicates,  on 
its  face  or  in  con|unction  with  other  records,  a  violation  of  law,  to  feoeral,  state,  or  local 
government  agencies  if  necessary  to  obtain  information  for  a  rehability  or  personnel 
security  determination,  to  a  requesting  federal  agency  concerning  its  retaining,  issuing  a 
security  clearance,  or  making  a  reliability  or  personnel  security  determination  concerning 
assignment  to  or  retention  in  a  sensitive  position,  or  letting  a  contract,  to  a  congressional 
office  m  response  to  an  inquiry  made  at  the  request  of  the  individual,  to  foreign  law 
enforcement,  security,  investigatory,  or  administrative  authorities  to  comply  with 
international  agreements,  to  the  Office  of  Personnel  Management  when  necessary  to 
carry  out  its  personnel  security  functions,  to  the  Department  of  Justice  in  pending  or 
potential  litigation  to  which  the  record  >s  pertinent,  to  the  General  Services 
Administration  and  National  Archives  and  Records  Administration  for  records 
management  purposes,  to  the  Merit  Systems  Protection  Board  for  use  m  administrative 
proceedings  and  investigations  of  possible  prohibited  personnel  practices;  to  individuals 
and  entities  outside  the  Department  of  Defense  and  U  S  Government  for 
counterintelligence  activities  authorized  by  federal  law  or  executive  order. 

Voluntary;  however,  failure  to  furnish  the  requested  information  may  result  m  our  being 
unable  to  complete  your  investigation,  which  could  result  in  your  not  being  considered  for 
clearance,  access,  entry  into  a  uniformed  service,  or  assignment  to  sensitive  duties  For 
contractor  personnel,  failure  to  furnish  information  may  result  m  administrative 
termination  of  any  existing  industrial  Security  Clearance  to  include  a  contractor-granteo 
clearance 
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AUTHORITY  FOR  RELEASE  OF  INFORMATION  AND  RECORDS 


I  have  been  provided  a  Privacy  Act  Statement  advising  me  that  certain  information  it  required  to  assist  the 
Department  of  Defense  in  making  a  security  determination  concerning  me  and  that  execution  of  this  form  is 
voluntary.  The  information  will  be  used  for  the  purpose  of  determining  my  qualification  for  employment  with 
the  Federal  Government,  service  in  the  Armed  Forces,  or  access  to  classified  information 

I  therefore  authorize  any  duly  accredited  representative  of  the  Department  of  Defense,  including  those  from 
the  Defense  Investigative  Service,  to  obtain  any  information  relating  to  my  activities  from  individuals,  schools, 
residential  management  agents,  employers,  criminal  justice  agencies,  financial  or  lending  institutions,  credit 
bureaus,  consumer  reporting  agencies,  retail  business  establishments,  medical  institutions,  hospitals  or  other 
repositories  of  medical  records.  This  information  may  include,  but  is  not  limited  to,  my  academic,  residential, 
achievement,  performance,  attendance,  personal  history,  disciplinary,  criminal  history  record,  arrest, 
conviction,  medical,  psychiatric/psychological,  and  financial  and  credit  information. 

I  further  authorize  the  Defense  Investigative  Service  and  any  other  authorized  Department  of  Defense  agency. 
to  request  criminal  history  record  information  about  me  from  criminal  justice  agencies  for  the  purpose  of 
determining  my  eligibility  for  access  to  classified  information,  or  assignment  to,  or  retention  ,n,  sensitive 
national  security  duties,  in  accordance  with  5  U.S.C.  9101  I  understand  that  I  may  request  a  copy  of  such 
records  as  may  be  available  to  me  under  the  law. 

I  direct  you  to  release  such  information  upon  request  of  the  duly  accredited  representative  of  any  authorized 
Department  of  Defense  agency  regardless  of  any  agreement  I  may  have  made  with  you  previously  to  tne 
contrary. 

I  have  been  advised  that  the  original  of  this  authorization  will  be  placed  on  file  with  the  Department  of 
Defense.  This  authorization  will  expire  in  five  (S)  years  or  upon  the  termination  of  my  affiliation  with  the 
Department  of  Defense,  whichever  is  sooner 


*     TrPED  NAME  (LAST,  fint,  Midtlft  Imtidl) 


c     DATE  OF  BIRTH  (YYMMDD) 


6     SOCIAL  SECURITY  NUMBER 


I      HOME  TELEPHONE  NUMBER  (include  Arn  Code} 


g     SIGNATURE 


b    OTHER  NAMES  USED 


c     CURRENT  HOME  AOORESS  (Street.  Ory,  Stile  4rtd  /.p  Cooel 


h     DATE    StjMD  irrMMOOl 
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DEPARTMENT  OF  DEFENSE 

NATIONAL  AGENCY  QUESTIONNAIRE 

Before  (omo^ling  form,  retd  inserted Privacy  Act  Statement.  Genera/,  snd Detailed initrucfions 
items  outlined  by  heavy  black  line  are  for  Requesting  Agency's  use  only. 


form  Approved 
OMB  No    0704029a 
tMCxres  lul  31.   1992 


q»l*^..^t  j«d  wt'"H-w~]  I.V  .1.,.  —  i    J.  ij    ^[flitfin^ 
IJt)4    •  (Invito*    VI    /J/0r4l0r    iHd'OllvO'l«»fllM*n*J 


l.m.'**}   1o   4,vaC}*    I   /    Kou^  BT*   »*VJO**V*     -.V.  Ivfj<.«q   t*w   liww    >Of   '•v-VWKq   ■  ** 
•  '•V'**.»»a  ftw?  cO"**l>OA  Ol  mfiniwalKy*     S.  IV)  CO«wili»im  iMJtrtfinq  I*"*  OvO**!  *W 

1  *M*M~llor>  h<WOu t  s*rvt#«   rui^torat*  »0»  i«lo.m..,.o*  OCJIAm  .~d  «• 

w«i  ..v.  ■u«0»i    l4o*'<.~k  larturt.iv>  »-«twl  10'M  flMtl  W*ihIW]|o"    DC    IOSO) 


rvturvn  v*trM<rvj  (..ilinq  o.,.  tew.<*» 
iff.*.*  or  .t,  ni^»-  .%or~>  01  <»•»  (V'Ki^ 
OC'tl      ll'l  !«**■'  VJW  0*14Hiqhwrr      ,w.1 


A    REQUEST  OATE  irraiarooi 


8.  TYRE  REQUEST 


(3)  DNAO 


E    GOVERNMENT  EMPLOYMENT  i 


(2)  No 


|  U)  Other 

Ho~.v 


C.    LOCAL  FILES  CHECKED 
WITH  FAVORABLE 
RESULTS   i>  m 


F     CITIZENSHIP  VERIFIEO  ,»o~l 


|  (' )   >"»s    |  '  |  (2)  No 


<t) 


(2)  No 


FOR  OIS  USE  ONLY 


Ci.  FORWARO  THIS  REQUEST  TO  iiwiudr  z.p  Cooyi 


H.  RETURN  RESULTS  TO  iinriuo.  Co  Coo» 


I    REASON  FOR  REQUEST 


a     LAST.  First.  Middle  (Last  *im*-n  *ji  .»o"*i  ■rrrrnl 


b   Maiden  Name  in  *«y> 


CONFIDENTIAL 


COMMISSION 


ENLISTMENT 


NATIONAL  GUARD 


2.    OTHER  NAMES  USED  (LAST  first  Utddltl  flodudr  #ri  or<w>.  n,»wn  vsro  ..no- 
vates efujej 


3.  SOCIAL  SECURITY  NUMBER 


O'flCER  CANDIDATE 


SERVICE  ACADEMY 


4.    OATE  OF  BIRTH 

H'VUOOl 


S.  PLACE  OF  BIRTH 


a   City 


b    County 


c   State         d   Country 


PERS    RELIABILITY  UROGRAM 


RED  CROSS  <USO 


6     PHYSICAL  CHARACTERISTICS  ico-iv...  «i *->, . 


I    eyeCoic 


SUMMER  MIRE 


c   Heiqnt 


d   weight  e   Hair  Color 


EDUCATION  'ORIENTATION 


NON-CITIZEN  OVERSEAS 


OOO  BUILDING  PASS 


J     Consultant 


b    Contractor 
Employee 


d   U  S  Government  Employee 

>r*lll«H<ii;i) 


e      Military   ir~— rv-'. 


UNESCORTED  ENTRY 


AREA   ACCESS 


OTMFR, <„....,. 


REINSTATEMENT 


B      CITIZENSHIP..., 


it)     iirifv-  '•  41  •tnO'VA-M*! 


a.  United  State*  • 


(1,  Born.nljS 


(2)   Born  ahroad  o' U  S    OareMs 


REVALIDATION 


C0NVF»S'ON 


CONCUrtPFNT 


SPfcCifv 

CLEARANCE 

LEVEL 


(H  Nafur*ii*ed  tc_ow,t<*»ft*>f*™wt*f» 


(4)  Derived  ''cm  n*tu'*i''ied  parent  <co.rt.v- 


tb)   0*l-l"MMOCI  (c)   P\4M9 


(•>)    *i-f*«C5itirai-:""iu. 


(S.-Dua'C'ti.»ensh.D  / 


■  WUiiff)  f*v^r»ur  frowst 


b   United  State*  Nation*!  ...- 


<.      Alien   'CoewoAfrtY 

'If-W^t.,..,! 


(1)  Current  Citizenship 


(2)  Registration  Numb 


(11  '"TefMi  to  h*»rom«>  a  lj  S   citizen*  n- 


(d)  P»»rmjnent  Bp^idpnt  Status7 


9     MILITARY    SERVICE 


on*  r».-.r-wY     iFWl>art>  'mhvp  '  *n-vm  <■"..,#* 


j     f-nm   i.yMwnni     b    tO  (»»mmooi  C     Bra^C*  ot  Service       d    Rank 


e    Service  Number(s) 


'     Type  0' O'SChjrge         g     CO-j^rry 


10    RESIDENCES  - 


a    Cu"ent  Home  Te'eonone  <•■».».#**  *~#r.»rf»i 


'*  dJ'n  for  **<*  (X-"ocf  Of  T")f*'     i 
/»■  a-XJItmg  ri*Wf  r-R  m*#-Vf      f>)  *w>(   h. 


u  ert»  a  "u   ji  »'-HJr»  otfOrrRI    iv*^-tf»'  ■*•.*  nj.  frv^av,  -s,-  -v.,,-. 

m(  O'r^s.  »w  as-jfjr-y-ii'M    s**  O*  r*i(f  o  nvs r»iX'»'0*-,S  > 


b    Dates  cwmi 


I (-•**> I   .r-~j  IftJ"*'-1  Ngwtin 
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11    CMPlOYMENT/DUTY  ORGANIZATION  UrtCn 


Litl  mhHai**  Min  lot  m^i  o 


tftTOnotooKji  oror,    o^9«»vi«*9  „ 


r  •!»»«  or  hwinmi«j  GuM«  u»<< 


a    Have  you  ever  Oeen  m  Federal  Civil  Service*  i»/- 


KO*0*"ir«i»U»liHIU    'lif^uiJ.OMi 


c    Name  of  Employer 


d    Job  Site.  Duty  Station  or  Home  Port 
(Ifrvef  Cry  int*  **t  /ipCoarj 


e     immediate  Superviso* 


12     FAMILY  /  ASSOCIATES  (Ufrt4w»ut«i<MWfor  •  f»ti*,  Morrx,  ioo»n#  Coft*o.i*m  ^c-i,«,M 

•  ail  rtimMH  or  f ^ntf.  ro  »/«-.  row  row  ,pov»a  or  <oTwo.r«/.r  „,  www  t>y  „»« .,o»  <*  »«,««,«»*, ,/  wr»  o,nor*  */r  .  r i^.« 


IWl   A'ttCae*' 


•   ah  D/offt*n  «nt 


•y  o>  oio»,«,,,»  *,„,  j 


Relationship  and  Name 


(2)  Mother  f 


(3)  Spouse 


m 


(S) 


(6) 


b   Present  Address 

ISlfW»    Cr>     ,14'*  *nd  f,D  Coon 


c  Date  Of  B-rtn 

(rrMMOui 


13   FOREIGN  TRAVEt/ CONNECTIONS 

(M  -frt'of  'ho ' lot #«cft auntiOA     ""i'«"-fi  *nrtr  b*  ».£.**«)  m  «c<ora«Ac»  —(ft  Of  r*«f  o  <M  '»u0'0*j  ) 


d    Place  o*  Birth 
(Cry  %<*<t  Cowmiv 


e    Citiiensn.p 


a     Do  you  have  any  Ipreign  property,  business  connections,  or  financial  interests1 


b     Are  you  now  or  have  you  ever  been  em  pioyeo  by  or  acted  as  a  consultant  f0f  *  foreign  government   t,r m.  or  aqency  > 
c     Have  you  ever  traveled  oms.de  the  united  States  on  other  than  official  u  s  Government  orders'  i«M«*mi.iwiW«i 


d    Have  you  ever  had  any  contact  with  a  foreign  government,  its  establishments  (e  g  emoawej.  comu/ares,.  or  us  representatives 
whether  inside  or  outside  the  U  S  .  other  than  on  official  U  S  Government  business  > 


14.  REMARKS  cow**/  pro»o*  »nf  mhh 


■I  wtfWfWIiort  «*rw<n  ,uu  '*»'  "toy  ft«vt  •  0#*»no  0 


"  4hr\-/»*ii7  •  n  .u  r<u  ^_i  i  r-.| 


1S    CERTIFICATION   BY    PERSON  COMPLETING   FORM.    I  certify  that  tha  *nt,„,  mad*  by  m.  *,*  .,.,,»    ,nmpl»..    InTaCCwTetoTseTirTTXiiT 

knowledge  and  belief  and  are  made  in  good  faith.  I  understand  that  a  knowing  and  willful  false  statement  on  this  form  can  be  punished  by  fine 
or  imprisonment  or  both.  fSee  US  CooV   frr/e  18  SXrron  IQ01  ) 


a    */peo  Name  tuksr.fnu. 


b   Social  Security  No 


c   Signature 


d   Dale  i.gneo  ■ 


16    RESULTS  OF  LOCAL  FILES  CHECK 


17.  CERTIFICATION,  t  certify  that  the  above  named  individual  is 
employed  by  this  company  and  has  the  need  for  the  clearance 
indicated  to  perform  on  classified  contract!. 


FOR   INDUSTRIAL   BEQUfSTER   ONLY 


a    Contract  Numoer 


Teiepnone  Number  ot  FSG  ■  Oes-gn** 


',ijro  Name  of  F SO/  Designee  hah  fmt 


d    Signature 


e   3jtv  vy" 
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Answers  to  questions  in  Items  18  through  22  are  NOT  limited  to  the  last  5.  10,  or  15  years, 
but  pertain  to  your  entire  life.  f5ee  detailed  instructions) 


IS.   ARRESTS       •    "OummttttMl  »WI  ^'tjm.lW  -H«/ili«.  ^'  -f-.'-  rou  -*.,  p,,,.^^  i^,M  w  ,),«»,«„  ,M  ,n,^„ruv,  „  „tar^,  F^  ^^    »  l0^  ,  w  N,  (,.,    "  !♦##>*  ' 
•   rv*^f«W«iin*^'<yfM**foryKfw<tv«)f''*.'«t^ifo«i-n/iM\l*iP«wfi  *cf  f/»UlC  M«o'  Ifll/SC   i«TO*  l*0H  (U^Of  1*1(0  W«F»UCTKVW  J 


vei 


No 


J  Cw   »m(jr"l»l 


a    Have  you  ever  been  arres'""i.  charged,  cited,  held,  or  detained  by  Federal.  State  or  other  law  enforcement  or  juvenile  authorities 
regardless  o*  whether  the  charge  was  droDoed  or  dimmed  or  you  were  found  not  gui'ty7 


b     list  detail  of  '  Yes"  answers 


frvMMPO) 


»gw,  tC.ry  *«vf  Si#»»; 


rsi  pmmiw  "-w 


19    CREDIT  HISTORY 


n  *v/i.-  b»  *>0iM*#d  "•  ftont*'** 


snrrAitro  '«sr#i»erio*s  j 


a    M*y  you  ever  filed  a  petition  under  any  chapter  of  the  bankruptcy  code  fro  mc/ude  Chaprer  ;jj> 


b    Have  you  ever  had  your  wages  gam. shed  c  anything  reoosvessed* 


c     Have  you  eve'  had  a  lien  placed  upon  your  property  for  failing  to  pay  taies1 


d     Do  you  have  any  judgments  agamst  you  which  you  have  not  paid ' 


e    are  you  now  or  have  you  h»»n  sign* '.canity  doimnuf  nt  on  dents'  fPa*dmore  thsn  t}QdAy%  from  tcnedufedpaymenrduedare) 
20    QRUG/AICOHQL  USE  AND  MENTAL  HEALTH     rw  *~~«muir  b*  -.p,*.-**  .»  ««»*««.  .,,*  p*  ran  f0  iM  m*  r,nivi  . 


Have  you  ever  tried  or  used  or  possessed  any  narcotic  fto  include  heroin  or  cocaine),  depressant  fro  include  guaa/udes)  stimulant 
hallucinogen  (to  include  tSOorPCP).  or  cannabis  (romr/ude  mar^uana  or  hash'Sh).  or  any  mmda'termg  substance  ffo  »nc/ude  g'ue 
or*  paint),  even  one-time  or  on  *n  experimental  basis.  e»cept  as  prescribed  by  a  licensed  physician ' 


b    nave  you  ever  been  mvolvedm  the  'Mega!  purchase,  manufacture,  trafficking,  production,  or  sale  o'  any  narcotic,  depressant 
stimulant,  hal'ucmoqen.or  cannabis' 


c     Have  you  ever  moused  or  abused  any  drug  prescribed  by  a  licensed  phyvcan  'or  you'se't  or  tor  someone  e*ie  ' 


d    Has  your  use  of  alcoholic  beverages  fsurh  as  liquor,  beer,  wine)  ever  resulted  m  the  loss  of  a  job.  disciplinary  action,  arrest  oy  po<ice 
or  any  alcohol-related  treatment  or  counseling  (such  as  for  tlcohol  abuse  or  a/coho'rsm)1 


e    Have  you  ever  been  treated  *or  a  mental  emotional.  psychological  or  personality  d'SO'der'cond'tionyprob'em  > 


f       Have  you  ever  consulted  or  heen  counseled  hy  any  mental  health  professional ' 


21     ORGANIZATIONS 


es      No     ■"vrs~<m»*m  *m/i*  ^»»e<4«*»>rf'*4<fo^#wT* 


nor f**iio  '*sr*uc"oivs  i 


a      Are  you  "Ow  Or  have  you  ev*f  b4>»n  &  rwemp^f  ryl  the  Communist  Party  Qr  any  (pmrnunut  organ,  f  atipn  T 


b    Are  you  now  or  have  you  :ver  been  affiliated  with  any  organization,  association,  movement,  group,  or  combination  o'  persons  wn.cn 


44W «l«1<V   W? 


'  .ni.mj]jlin«   "1  ■)■"»   O"* 


"■lHHuM"  !•>•<  "•»! 


14)      »«>»«' *l"l  »w  «s^»<}^.< 


c     List  an  organizations  m  which  you  hold  or  have  held  membership  since  age  '6   trov  *»#*  o**<r  uric  «*«-i  ixv.f.«*i  wt^i  rn-rom 


0'9#«'/i'-->"l      4"^    "»M» 


rrv*  «of  ^fjs-., 


(J)   A*J'-«    lr*,i-»«'  *«4  Ur 


22    SECURITY  CLEARANCE 


Yes        No     a    Have  you  ever  held  a  security  clearance  to  include  a  contractor-pr^ored  Coni-dentijiT  , 


•  .!»■#. M  b*<na* 


Ul    OJtf^»<«iMi"MMWJi 


ii)  c.f4«i««t» 


h*d  fl  security  r'M'An(p  d«ni*r1 


sn^nrlPrt  (if  *»vOk  prl  * 


23.  CERTifiCATlQN  8Y  PERSON  COMPLETING  PORM  I  certify  that  the  entries  made  by  me  are  true,  complete,  and  accurate  to  the  best  of  my 
knowledge  and  belief  and  are  made  m  good  faith.  I  understand  that  a  knowing  and  willful  false  statement  on  this  form  can  be  punished  by 
fine  or  imprisonment  or  both.  'See  U  S  Code  Title  '*\  Secrion  1001  ) 


a    Typed  Name  n*\'  r.nt 


0    Social  Security  No 


c    Signature 


d  Date  Sg^ea  i"mwoo 
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GENERAL  INSTRUCTIONS 


«3 


AUTHORITY  FOR  RELEASE  OF  INFORMATION  AND 
RECORDS 

You  should  read  the  Privacy  Act  Statement  and  the 
"Authority  for  Release  of  Information  and  Records  " 
Sign  and  date  the  authorization    Completion  of  the 
authorization  is  voluntary,  however,  failure  to 
authorize  the  release  of  records  may  result  in  our  being 
unable  to  complete  your  investigation. 

Completing  the  National  Agency  Questionnaire  (NAQ). 

The  NAQ  is  an  important  document  and  must  be 
completed  without  misstatement  or  omission  of 
important  facts    Failure  to  provide  all  requested 
information  will  significantly  delay  your  investigation 
All  entries  art  subiect  to  verification  by  investigation 
All  items  on  the  form  must  be  completed.  A  knowing 
and  willful  false  statement  on  this  form  can  be 
punished  by  a  fine  or  imprisonment  or  both 

•  Before  entering  any  information  on  the  form, 
carefully  read  the  Detailed  Instructions  provided 
with  the  form 

•  For  items  10  and  1 1,  provide  information  in  these 
items  for  the  last  5  years,  however,  if  you  are  under 
the  age  of  21,  the  time  period  is  the  last  3  years  or 
the  period  since  your  16th  birthday,  whichever  is 
shorter 

•  For  all  other  items,  complete  without  regard  to 
time 

•  All  questions  must  be  answered.  Omissions,  gaps, 
errors,  or  incomplete  items  may  result  in  long 
investigative  or  processing  delays. 

Do  not  indicate  on  the  form  that  certain 
information  can  be  obtained  from  another 
source    Take  the  time  to  obtain  information 
not  readily  available    If  requested  information 
cannot  be  provided,  state  the  reason 

If  an  item  does  not  apply,  enter  "None"  or 
"Not  Applicable."  as  appropriate. 

If  you  do  not  know  dates  of  employment  or 
residence  precisely,  provide  the  dates  to  the 
best  of  your  memory  and  follow  with  "est  "  for 
"estimated"  or  "app  "  for  "approximately  " 
Do  not  use  the  term  "unknown  " 

If  an  entry  refers  to  a  divided  country  (e  g 
Germany.  Korea),  specify  whether  East  or  West. 
North  or  South 


-  If  additional  space  is  required  for  any  item,  use 
item  14  and.  if  needed,  additional  sheets  of  paper 
(See  Detailed  Instructions  for  Item  14.) 

-  If  you  have  a  question  about  the  NAQ  that  is  not 
answered  by  the  Detailed  Instructions,  contact  the 
person  or  office  that  gave  you  the  NAQ 

-  Before  signing  the  NAQ.  ensure  that  each  item  ,s 
checked  against  the  Detailed  Instructions  for  that 
item  and  that  the  completed  NAQ  is  carefully 
read 

•  Unless  otherwise  specified: 

-  List  all  dates  using  the  last  two  digits  of  the  year 
and  the  two-digit  number  representing  the 
month  (eg  January  1988  would  be  entered  as 
8801  ) 

-  Names  of  persons  will  be  entered  in  the  following 
order    Last  name,  first  name,  and  middle  initial 
The  last  name  will  appear  in  all  CAPITAL  LETTERS 

-  Addresses  must  include  the  number  and  street, 
city,  state,  and  zip  code,  or  country,  as 
appropriate   Attach  a  sketch  map  or  detailed 
directions  for  rural  or  difficult  to  locate  addresses 
m  the  United  States. 

-  All  items  on  the  form  must  be  completed  in 
chronological  order  beginning  with  the  present  or 
most  recent  and  working  backwards 

-  Telephone  numbers  must  include  the  area  code 

•  The  NAQ  should  be  typed  using  a  black  ribbon 

•  You  must  sign  the  NAQ. 

-  The  original  NAQ  and  four  copies  should  be  given 
to  the  person  or  office  that  gave  you  the  form 
The  copies  may  be  made  using  black  carbon  paper 
or  they  may  be  photocopies  of  the  original  NAQ 
All  copies  must  be  complete  reproductions  that 
include  signatures    We  recommend  that  an  extra 
copy  be  prepared  and  retained  for  your  personal 
records    (For  contractor  conversions, 
revalidations,  reinstatements,  or  concurrent 
clearances,  only  an  original  form  must  be 
submitted  to  DISCO  ) 
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ITEMS  A  THROUGH  I  AND  ITEM  16  (If 
Military  or  OoD  Civilian  Requester)  OR  ITEM 
17  (If  Contractor  Request)  MUST  BE 
COMPLETED   BY   REQUESTING  AGENCY. 


ITEM   A. 

Enter  the  date  of  the  request  in  year,  month,  day 
order    December  31.  1988.  should  be  shown  as  881231 

ITEM  B. 

Marn  the  appropriate  block  for  the  type  of  request 
Not  applicable  to  contractor  requests. 

ITEM  C. 

Mar*,  the  appropriate  block    In  the  event  there  is 
derogatory  information  on  file,  list  this  information  in 
item  16    Local  files  include  personnel,  security, 
Dase/military  police  and  medical  files,  as  appropriate 

ITEM  D. 

Enter  the  Unit  Identification  Code  (UIC)  or  Personnel 
Accounting  System  (PAS)  code    Contractors  should 
e"ter  the  Commercial  and  Government  Entity  (CAGE) 
coae 

ITEM  E. 

Government  employment    Mark  "Yes"  or  "No 

ITEM  F. 

Citizenship  verified    Mark  "Yes"  or  "No  " 

ITEM  G. 

For  DoD  Military  and  DoD  Civilian  enter: 

Defense  investigative  Service 
Personnel  Investigations  Center 
P  O  Bo«  1083 
Baltimore,  Maryland  21203-1083 

For  contractors  enter 

Defense  Industrial  Security  Clearance  Office 

P  0  Box  2499 

Columbus,  Ohio  43216-5006 

ITEM  H. 


Enter  the  name  of  the  organization  and  mailing 
address  that  the  investigation  should  be  sent  to  upon 
completion    All  contractor  investigations  will  be 
returned  10  the  Defense  Industrial  Security  Clearance 
Office  (DISCO). 

ITEM  I. 

Mark  the  appropriate  block  indicating  reason  for 
request    If  form  is  used  for  contractor  conversions, 
revalidations,  reinstatements  or  concurrent  clearances, 
indicate  in  the  shaded  area  the  security  classification 
of  the  material  or  information  to  which  the  employee 
will  have  access.  (Specify  DOE  or  NRC  "Q"  or    L" 
conversions  as  TS/S/CONF  in  shaded  area  ) 


ITEMS   1    THROUGH    15   AND    18   THROUGH   23 
SHALL   BE   COMPLETED  BY   THE  APPLICANT. 


ITEM  1  ■  NAME. 

a.     LAST,  First,  Middle.  List  your  name  in  the 
following  order     LAST  NAME,  first  name,  and  middle 
name.  LAST  NAME  IN  ALL  CAPITAL  LETTERS    Names 
should  agree  with  military  and/or  civilian  employment 
'jcords,  if  not.  explain  .n  item  14 

•  if  you  have  no  middle  name,  enter  "NMN  " 

•  include  additional  designations,  Such  as  Jr  , 
Sr  ,  II  (2nd),  in  (3rd),  when  appncaoie 

•  If  your  name  consists  of  mitial(s)  only,  enter 
the  appropriate  mitial(s)  followed  Oy  "(IO)  " 

•  Make  sure  your  name  appears  the  same  m  all 
name  blocks  on  the  NAQ  and  ail  otner 
documents,  attachments,  etc  .  you  submit 
witn  the  NAQ 

b.     Maiden  Name.  Enter  if  applicable 


ITEM  2 -OTHER  NAMES  USED. 

List  any  other  name  by  which  you  are  or  have  been 
known    Include  former  names,  changes  in  names, 
nicknames,  or  variant  spellings  used    if  the  name  has 
Changed,  explain,  m  Item  14,  why,  when,  and  where 
such  change  took  place     List  the  mclus.ve  dates  ail 
other  names  were  used 


ITEM  3  ■SOCIAL  SECURITY   NUMBER. 

Copy  exactly  as  on  your  Social  Security  card    List  ALL 
Social  Security  Numbers  you  have  ever  used 


ITEM  4 -DATE   OF   BIRTH. 

Give  the  year,  month,  and  day  of  your  birth  using  tne 
last  two  digits  of  the  year,  the  two-digit  number  tor  tne 
month,  and  the  two-digit  numoer  for  tne  day  (e  g  . 
August  31,  1944.  would  be  entered  as  44083'  I 

ITEM  5 -PLACE  OF  BIRTH. 

List  your  place  of  birth  in  the  following  order 

a.  City.  Do  not  abbreviate 

b.  County.  Do  not  abbreviate 

c.  State.  Use  the  two-letter  abbreviation 

d.  Country.  If  other  than  the  U  S  (do  not 
abbreviate) 
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ITEM    6 -PHYSICAL  CHARACTERISTICS. 

a.  Sex.  Enter  "Male"  or  "Female  " 

b.  Race.  Enter  one  of  the  following,  as 
appropriate 

•  Red  (American  Indian) 

•  Yellow  (Asian/Mongoloid) 

•  Black  (Negroid  or  African) 

•  White  (Caucasoid) 

•  Unknown 

•  Other  (Specify) 

c.  Height    Enter  height  in  feet  and  inches 

d.  Weight.  Enter  weight  m  pounds 

e.  Hair  Color.  Self-explanatory 

f.  Eye  Color    Self-explanatory 

ITEM  7 -STATUS. 

Mark  one  of  the  following: 

a.  Consultant. 

b.  Contractor  Employee. 

c.  OOOEP  (cleared  m  connection  with  the  facility 
clearance). 

d.  U.S  Government  Employee.  List  grade  or  wage 
scale  If  you  are  an  applicant  for  a  Federal  Civil  Service 
position,  mark  block  (2). 

e.  Military.  List  rank  and  branch  of  service    If  you 
are  a  Reserve  or  National  Guard  member  and  if  your 
unit  is  requesting  this  investigation,  mark  this  block 
only    if  you  are  an  applicant  for  entry  into  the  U.S. 
military,  mark  block  (3) 

ITEM  8 -CITIZENSHIP. 

a.     United  States  Citizen.  Mark  either  block  (1),  (2), 
(3).  (4).  or  (5)    If  block  (2)  is  marked,  provide  place  of 
initial  entry  into  the  U  S  and  indicate  location  of  birth 
registration  with  the  U  S  authorities   If  you  received  a 
Certificate  of  Citizenship,  list  the  certificate  number 
and  date  of  issuance  by  the  Immigration  and 
Naturalization  Service    if  either  block  (3)  or  (4)  is 
marked,  (a)  through  (e)  must  be  completed 

(a)  Certificate  Number(s)    If  naturalized  or 
derived,  provide  naturalization  certificate  number 

(b)  Date    List  date  naturalization  or  derived 
citizenship  certificate  was  issued 

(c)  Place    List  city  and  state  where  natural- 
ization or  derived  citizenship  certificate  is  recorded. 

(d)  Court    List  the  name  of  the  court  where 
naturalization  or  derived  certificate  is  recorded 

(e)  Alien  Registration  Number   Self- 
explanatory 

If  block  (5)  is  marked,  indicate  in  Item  14  the  name  of 
the  other  country  in  which  you  hold  citizenship.  Also, 
explain  the  circumstances  of  how  you  hold  dual 
citizenship 


ITEM  8 -CITIZENSHIP.  (Continued) 

b     United  States  National,  includes  persons  bom  in 
Puerto  Rico,  Guam,  American  Samoa,  Northern  Mariana 
islands,  U  S  Virgin  Islands,  Panama  Canal  Zone, 
Federated  States  of  Micronesia,  or  the  Republic  of  the 
Marshall  Islands 

c.     Alien.  Complete  blocks  (1)  through  (4) 

(1)  Current  Citizenship    List  the  country  of  which 
you  are  currently  a  citizen. 

(2)  Registration  Number    If  you  have  not  been 
granted  permanent  resident  status,  provide  your  type  of 
visa  in  this  block 

(3)  Intend  to  become  a  US  citizen'  Mark  the 
appropriate  block     If  "Yes,"  and  you  have  made 
application  for  citizenship,  list  date  and  place  of 
application    If  "No,"  explain  in  Item  14  the  reason  why 
you  do  not  intend  to  become  a  U  S  citizen 

(4)  Permanent  Residence  Status'  Mark  the 
appropriate  block 

ITEM  9 -MILITARY  SERVICE. 

If  form  is  used  for  contractor  conversions, 
revalidations,  reinstatements  or  concurrent  clearances, 
indicate  "Not  Applicable."  Otherwise,  complete  blocks 
a  through  g    Indicate  date  of  first  enlistment  and  date 
of  final  discharge  for  each  branch  of  service  if  you  had 
continuous  duty    If  you  had  break(s)  in  duty,  each 
separate  period  should  be  listed.  Officers  who  have 
prior  enlisted,  warrant,  or  reserve  service  should  list  each 
of  these  periods  separately    Reserve  or  National  Guard 
service  will  be  shown  in  this  item    If  more  room  is 
needed,  provide  the  information  in  Item  14    The  most 
recent  period  should  be  listed  first. 

a.  From.  Enter  date  service  began 

b.  To.  Enter  date  service  ended    (If  currently  on 
active  duty  enter  "present"  for  the  latest  entry  and 
appropriate  ending  dates  for  all  other  periods  of 
service  ) 

c.  Branch  of  Service.  List  the  appropriate  branch  of 
service 

d.  Rank.  List  vour  rank  on  the  date  of  discharge 
from  each  period  of  service. 

e.  Service  Numbers).  If  you  entered  the  US  Armed 
Forces  after  January  1970.  your  service  number  is  the 
same  as  your  Social  Security  Number    If  you  entered  the 
U  S  Armed  Forces  before  January  1970.  enter  both  your 
Social  Security  Number  and  your  original  service 
number 

f.  Typeof  Discharge.  List  type  of  discharge    if  you 
received  anything  other  than  an  Honorable  Discharge 
(even  if  it  has  now  been  changed),  provide  a  full 
statement  regarding  the  circumstances  surrounding  the 
discharge    If  your  discharge  has  been  updated,  provide 
information  regarding  the  change,  including  the  date  it 
occurred,  in  Item  14 

g.  Country.  If  service  was  with  other  than  the  U  S 
Armed  Forces,  list  appropriate  country  (explain  m  item 

I     14) 
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ITEM  10 -RESIDENCES. 

•  List  residences  for  last  S  years    (List  current 
residence  only  for  contractor  conversions, 
revalidations,  reinstatements,  or  concurrent 
clearances  ) 

•  Do  not  furnish  information  prior  to  your  1  6th 
birthday 

•  IF  ANY  PERIOD  OF  RESIDENCE  WAS  OVERSEAS, 
provide  the  names  and  addresses  of  two 
individuals  (preferably  currently  living  m  the 
US),  who  can  ven  f  y  the  period  of  overseas 
residence  through  personal  knowledge    This 
information  should  be  listed  in  item  14 

a.  Current  Home  Telephone.  Self-explanatory 

b.  Dates    Give  the  inclusive  dates  for  each  period 
of  residence 

c.  Address. 

(1)  Number,  Street  and  Apartment  Number    Do 
not  list  a  permanent  mailing  address  or  family 
residence  m  this  item  unless  you  actually  resided  at  that 
address  during  the  period  listed    Furnish  residence 
address  m  local  community  or  on  base/  installation 
wnile  in  military  service 

•  if  you  have  been  assigned  to  any  temporary 
duty  location  for  90  days  or  longer  within 
the  investigative  period,  you  must  list  your 
residence(s)  during  that  temporary  duty 

•  If  the  residence  was  on  a  military 
installation,  include  barracks  or  house 
number 

•  List  the  actual  place  of  residence  while 
attending  school    Do  not  list  merely  the 
name  of  the  school  or  "On  Campus"  as  a 
place  of  residence. 

•  If  you  received  mail  at  a  Post  Office  Box 
address,  do  not  list  the  Post  Office  Box,  list 
your  actual  residence  address. 

•  if  you  give  a  metropolitan  address  (e  g  New 
Yorx.  Los  Angeles),  list  the  borough  or 
suburb 

•  A  sketch  map  or  detailed  instructions  must 
be  appended  for  rural  or  difficult  to  locate 
addresses 

•  If  you  resided  m  an  apartment  complex  in 
the  last  S  years,  list  the  name  of  the  complex 
m  item  14 

(2)  City     Do  not  abbreviate. 

(3)  State    Use  the  two-letter  abbreviation 

(4)  Zip  Code   Self-explanatory 

(5)  Country     Do  not  abbreviate 


ITEM  11  ■  EMPLOYMENT/ DUTY  ORGANIZATION. 

List,  beginning  with  the  present,  each  period  of 
employment  (to  include  part-time  employment,  self- 
employment  and  unemployment)  for  Lne  required 
numDer  of  years    Also  list  current  Reserve  or  National 
Guard  unit 

•  List  employment  information  for  the  last  S  years 
(List  current  employment  only  (or  contractor 
conversions,  revalidations,  reinstatements,  or 
concurrent  clearances  ) 

•  Do  not  furnish  information  prior  to  your  16th 
birthday 

•  if  unemployed  and  not  attending  school  full 
time  during  any  period,  list,  m  item  14,  the  name 
and  current  address  of  an  individual  who  can 
verify  your  activities  during  the  unemployment/ 
sell-emoioyment  period    IF  ANY  PERIOD  OF 
EMPLOYMENT  WAS  OVERSEAS,  list,  in  Item  14, 
the  names  and  addresses  of  two  individuals 
(preferably  currently  living  m  the  U  S  )  who  can 
verify  the  period  of  overseas  employment 
through  personal  Knowledge 

a.  Federal  Service,  if  "Yes,"  list  in  Item  14  the 
inclusive  dates  of  service  and  name  and  address  of  last 
organization    II  listed  mile,  so  indicate 

b.  Dates.  Provide  the  inclusive  dates  for  each 
period  of  employment,  part-lime  employment,  self- 
employment,  unemployment,  and  current  Reserve  or 
National  Guard  service    All  time  periods  must  be 
covered    if  you  worked  for  two  different  employers  at 
the  same  time,  list  both 

c.  Name  of  Employer.  Military  personnel  should 
identify  each  unit,  organization,  or  station  to  which 
assigned    If  self-employed  during  any  period,  list  the 
name  and  address  of  the  business    If  any  period  of 
employment  was  for  a  temporary  help  supplier,  list 
only  the  temporary  help  supplier  as  the  employer,  even 
though  work  may  have  been  performed  at  different 
locations  with  client  companies    If  employed  through  a 
union  ninng  hall,  list  firms  by  which  employed    Do  not 
list  the  union  as  an  employer  unless  your  salary  was.  in 
tact,  paid  by  the  union 

d.  Job  Site.  Duty  Station  or  Home  Port.  Provide  the 
address  tor  each  employment  listed    If  any  period  of 
employment  was  in  a  large  metropolitan  area  (eg 
New  York,  Chicago,  Los  Angeles),  include  the  borough 
or  suburb    If  employed  by  a  large  manufacturing 
concern  d  e  Chrysler  or  General  Motors  Corporation  m 
Detroit,  Michigan),  give  the  specific  name  and  aoaress 
of  the  plant  where  you  worked    List,  in  Item  14.  the 
complete  address  of  the  location  of  your  employment 
records  if  it  is  different  from  the  address  of  the  joo  Site 
or  duty  station    List  any  temporary  duty  locations 
totalling  90  days  or  longer  within  the  required  oerod 
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ITEM  11  ■  EMPLOYMENT/DUTY  ORGANIZATION. 
(Continued) 

e.     Immediate  Supervisor. 

(1)  Name    List  LAST  NAME,  first  name,  and 
middle  initial 

(2)  Telephone  Number    List  the  area  code  and 
work  telephone  number  of  the  supervisor 

ITEM  1  2  -  FAMILY  /  ASSOCIATES. 

If  form  is  used  for  contractor  conversions, 
revalidations,  reinstatements  or  concurrent  clearances, 
indicate  "Not  Applicable  "  Otherwise,  provide  the 
information  listed  below  for. 

•  Your  father,  mother,  spouse,  cohabitant  and 
children 

•  All  brothers  and  sisters  NOT  born  in  the  United 
States 

•  All  relatives  or  friends  to  whom  you.  your 
spouse,  or  cohabitant  are  bound  by  affection  or 
obligations  IF  such  persons  are  residing  in.  are 
citizens  of.  or  are  employed  by  or  otherwise 
acting  as  representatives  of  any  foreign  country 

a      Relationship  and  Name.  Provide  the 
individual's  relationship  to  you  (if  not  already  provided 
on  the  form),  and  name    Include  maiden  name  of 
mother  and  spouse 

b.  Present  Address.  Provide  the  current  address  of 
each  person  listed    If  person  listed  is  dead,  enter 
"Deceased  " 

c.  Oate  of  Birth.  Provide  date  of  birth  for  all 
persons  listed  m  terms  of  year,  month,  and  day  using 
the  last  two  digits  of  the  year,  the  two  digit  number  for 
the  month  and  the  two  digit  number  for  the  day  (e  g.. 
August  31,  1944,  would  be  entered  as  440831) 

d.  Place  of  Birth.  List  city  and  state  or  country  (if 
other  than  the  U.S.). 

e.  Citizenship.  Enter  citizenship  of  each  person 
listed    Additionally,  provide,  in  Item  14,  naturalization 
information  as  m  Item  8  a  or  alien  registration 
information  as  m  item  8  c  for  all  listed  foreign-born 
relatives    Alien  registration  information  must  include 
the  alien  registration  number  and  the  date  the  card 
was  issued 

ITEM  13 -FOREIGN  TRAVEL  /CONNECTIONS. 

a.     Foreign  Connections.  Mark  the  appropriate 
block    If  "Yes."  explain  in  Item  14  the  nature  and 
extent  of  foreign  business  connections  and  property 
interests,  to  include  nature  of  business  for  each  foreign 
firm  and  details  of  ownership  for  each  foreign  entity 


ITEM   13-FOREIGN  TRAVEL  /CONNECTIONS. 
(Continued) 

b.  Foreign  Employment.  Mark  the  appropriate 
block    If  employed  by  or  acted  as  a  consultant,  identify 
the  foreign  government,  firm,  or  agency  and  describe 
the  nature  of  employment  or  relationship    Provide,  in 
Item  14,  inclusive  dates  of  all  such  employment(s)  or 
relationship(s)    In  addition,  if  such  employment  or 
relationship  is  current,  provide: 

•  Details  of  ownership  for  each  foreign  entity 

•  The  percentage  of  time  devoted  to  each 
foreign  entity 

•  For  the  position  requiring  this  security 
clearance  or  investigation,  provide  a 
summary  of  your  duties  with  the  U  S  firm 
Submitting  your  NAQ 

•  Product  or  service  of  that  US  firm 

c.  Foreign  Travel.  Mark  the  appropriate  block 
List,  in  Item  14,  inclusive  dates  of  travel  for  each 
country  visited  and  the  purpose  of  the  travel    Travel  on 
official  U  S  Government  orders  may  be  omitted 
However,  you  must  list  all  travel  outside  the  sphere  of 
your  official  duty  location  to  include  all  travel  while  m 
leave  status 

(NOTE:  Foreign  travel  as  a  military  dependent  is  not 
considered  as  "under  official  orders  ")  For  travel  in 
cities  or  countries  divided  into  free  world  and 
Communist-oriented  parts,  indicate  in  which  part  the 
travel  was  performed 

If  during  any  of  your  travels  you  established  a 
residence  m  a  foreign  country,  provide  the  eiact 
address,  unless  previously  listed  under  Item  1 0    Travel 
to  Canada  and/or  Mexico  must  be  listed 

If  you  have  lived  near  the  border  with  another  non- 
designated  country  and  you  have  made  short  (one  day 
or  less)  trips  to  that  neighboring  country,  you  do  not 
need  to  list  each  trip.  Instead,  list: 

•  The  time  period  over  which  the  trips  were 
made. 

•  The  fact  that  numerous  trips  were  made 

•  To  what  country  the  trips  were  made 

•  The  purpose(s)  of  the  trips,  such  as 
sightseeing,  shopping,  etc 
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ITEM   13-  FOREIGN  TRAVEL  /  CONNECTIONS 
(Continued) 

d.     Foreign  Contact.  Mark  the  appropriate  block 
If  "Yes."  provide  the  following  information 

•  Date(s)  of  contact 

•  identity  of  government,  establishment,  or 
representative  contacted 

•  Location  of  contact 

•  Pirpose  of  contact 

•  Means  of  contact  (e  g  m  person,  by 
telephone,  written  correspondence) 

ITEM   14-  REMARKS. 

Use  this  space  for  the  continuation  of  those  items 
where  insufficient  space  was  provided  or  to  provide 
additional  pertinent  information    If  necessary,  attach 
additional  sheets  and  indicate  "See  Attached  Sheet(s)" 
at  the  end  of  the  "  Remarks"  section    When  using  the 
"Remarks"  section  or  attaching  additional  sheets, 
always  identify  the  item  number  oemg  continued  and 
follow  the  format  for  entering  information  as  pre- 
scribed on  the  NAQ  and  in  the  instructions    If  addition- 
al space  is  required,  continue  on  a  plain  sneet  of  8-j"  by 
1 1 "  paper,  m  the  top  left  hand  corner  of  tne  paper, 
enter  your  full  name  and  Social  Security  Numoer.  and 
the  phrase  "Continuation  Sheet  -  00  Form  398-2  " 

ITEM  IS- 


CERTIFICATION  BY  PERSON  COMPLETING 
FORM. 

You  should  carefully  review  the  portion  of  the  form 
you  have  completed  to  ensure  that  you  have  answered 
all  items  and  that  it  is  accurate  in  all  details    If  you  have 
not  yet  signed  the  authorization  for  release  of 
nformation  and  records,  do  that  now    You  should 
fully  understand  the  implication  of  certifying  to  a  false 
statement    When  you  are  satisfied  that  it  is  complete, 
sign  the  certification  along  with  any  attachments   (For 
contractor  conversions,  attach  DO  Form  214  or  SF  50.  as 
appropriate  ) 

ITEM  16-  RESULTS  OF  LOCAL  FILES  CHECK. 

To  be  completed  by  Military  and  DoO  Civilian  re- 
questers only    (Not  applicable  to  contractor  requests  ) 

ITEM   17-  CERTIFICATION  BY  CONTRACTOR. 

The  Facility  Security  Officer  (FSO)  or  a  designee  must 
complete  this  block.  (Top  Secret  request  must  be 
signed  by  FSO  or  another  cleared  OODEP  ) 

a.  Contract  Number.  Enter  the  number  of  the 
contract  for  which  the  clearance  is  being  requested. 

b.  Telephone  Number  of  FSO /Designee.  Self- 
explanatory. 

c.  Typed  Name  of  FSO /Designee.  Self- 
explanatory 

d.  and  e.  Signature  of  FSO  /  Designee  and  Date 
Signed.  Sign  that  the  security  clearance  is  required, 
and  date 


ANSWERS  TO  ITEMS  18  THROUGH  22 
ARE  NOT  LIMITED  TO  THE  LAST  5 
YEARS,  BUT  PERTAIN  TO  YOUR 
ENTIRE  LIFE. 


FOR  CONTRACTOR  PERSONNEL  ONLY: 

•  If  you  prefer,  poge  5  may  be  detached, 
completed  m  private,  placed  in  a  sealed 
envelope,  ana  given  to  security  personnel  with 
the  other  pages  of  your  form 

•  if  you  choose  this  option,  processing  of  your 
form  will  be  slowed  since  electronic  transmission 
will  not  be  possible 

•  If  you  choose  this  option,  it  is  important  that  you 
carefully  read  the  Oetailed  Instructions  for  items 
.0  through  23  and  follow  them  completely  since 
these  questions  will  not  be  reviewed  by  your 
security  personnel 

•  Failure  to  provide  a_H  required  information  will 
result  in  further  processing  delays. 

•  if  you  choose  the  option  of  completing  these 
items  m  private  and  additional  space  is  required 
to  answer  them,  do  not  use  the  "  Remarks' 
section  (Item  14)    Instead,  continue  your  answer 
on  a  plain  sheet  of  8-j'  x  1 1 "  paper,  in  the  top 
left  corner  of  the  paper,  enter  your  full  name 
and  Social  Security  Number  and  the  phrase 
"Continuation  Sheet  -  OD  Form  398-2  " 

ITEM   18-  ARRESTS. 

Regardless  of  the  outcome  of  the  incident  or  when  it 
occurred,  if  the  answer  to  Item  18  is  "Yes,"  it  must  be 
explained  completely     If  you  weread|udicated  a 
youthful  offender  or  |uvenile  delinquent  and  the 
record  has  been  "sealed."  expunged,  or  stricken  from 
the  court  record,  you  must  still  answer  Item  18  and 
provide  the  required  information  with  the  following 
exception: 

If  you  have  been  found  guilty  of  a  federal 
offense  under  Section  404  of  the  Controlled 
Substances  Act  (21  U  S  C  844)  and.  subsequent 
to  such  a  finding,  the  court  issued  an 
expungement  order  under  the  authority  of 
either  21  U.S.C.  Section  844  or  18  U  S  C.  Section 
3607,  then  you  need  not  report  the  arrest  or 
disposition  information  on  your  NAQ    This, 
however,  is  the  only  exception  to  this  reporting 
requirement 

NOTE:  FOR  MILITARY  ENLISTMENT 
APPLICANTS  ONLY     You  must  list,  in  Item  14,  aN 
traffic  violations  regardless  of  what  type  of 
violation  or  amount  of  fine 
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ITEM  18-  ARRESTS    (Continued) 

WHEN  IN  DOUBT  AS  TO  THE  NECESSITY   FOR 
LISTING  INFORMATION  IN  THIS  ITEM,  IT  IS  RECOM- 
MENDED THAT  INCIDENTS  BE  LISTED  TO  PRECLUOE 
FUTURE  QUESTIONS  REGARDING  OMISSIONS  FROM 
THE  FORM    IF  AN  INCIDENT  WAS  LISTED  ON  A 
PREVIOUSLY  SU8MITTEO  NAQ.  IT  IS  STILL  REQUIRED 
TO  BE  LISTED  ON  THE  CURRENT  NAQ 

a.  Mark  either  "N'es"  o'  'No  "  If  "Yes."  provide  the 
following  clarifying  information  in  item  18  b: 

b.  Details. 

(1)  Date    Provide  date(s)  of  arrest(s)  or 
charge(s) 

(2)  Nature  of  Offense  or  Violation     ^y  action 
that  resulted  m  the  placement  of  your  name  on  a  police 
or  court  record  must  be  listed,  including  any  act 
committed  while  still  a  luvenite  or  if  you  were 
considered  a  "Juvenile  Offender  "  Give  a  docket 
numoer  or  ind'Ctmpnt  number  in  addition  to  charge,  if 
known    List  all  Article  15.  UCMJ.  or  Captains'  Mast  if 
they  resulted  m  fines,  restrictions,  demotions,  etc    DO 
NOT  LIST  PENAL  CODES    THE  ACTUAL  OFFENSE  OR 
VIOLATION  MUST  BE  STATED 

(3)  Name  and  Location  of  Law  Enforcement 
Agency    Enter  the  name  of  the  law  enforcement 
agency  and  its  location  (city  or  county  and  state,  or 
country  i  f  not  in  the  U  S  ) 

(4)  Name  and  Location  of  Court    Enter  the 
name  o'  the  court  and  its  location  (city  or  county  and 
state,  or  country  if  not  m  the  US)    if  the  case  did  not 
go  to  court,  mark  "None  " 

(5)  Penalty  imposed  or  Other  Disposition  m  Each 
Case    Provide  details  as  to  the  outcome  of  the  action 
against  you    if  any  penalty  was  imposed,  give  details 

if  you  spent  any  time  in  jail,  prison,  reform  or  industrial 
school  or  any  juvenile  facility  or  institution,  list  in  Item 
■l  the  location  and  duration  of  your  confinement     If 
you  are  currently  under  a  suspended  sentence,  parole, 
probation,  or  are  awaiting  any  action  on  charges 
against  you,  that  information  should  be  indicated 

ITEM  19-  CREDIT  HISTORY. 

If  any  "Yes"  block  is  marked  m  Items  a  through  9,  list 
m  Item  14  the  information  indicated  below 

a.     Bankruptcy. 

•  Name  and  location  of  court  where 
bankruptcy  petition  was  filed 

•  Date  of  filing. 

•  if  bankruptcy  >s  pending,  the  date  the 
petition  will  be  heard 


ITEM  19-  CREDIT  HISTORY.  (Continued) 

b.  Wages  Garnished/Repossessions. 

•  Date(s)  of  garmshment(s)  and/or 
repossession(s). 

•  Name  and  location  of  individual(s)  or 
organization(s)  involved 

c.  Tax  Liens. 

•  Date(s)of  lien(s) 

•  Name  and  location  of  court  where  lien  was 
filed  against  you 

•  Identity  of  taxing  authority  which  filed  the 
lien 


d.     Unpaid  Judgments. 

•      Date(s)  of  |udgment(s) 


•  Name  and  location  of  court  where  judgment 
was  filed  against  you 

•  Identity  of  person(s)  or  business(es)  filing 
judgment. 

Delinquent  Debts. 

•  Name  and  address  of  creditor(s)  involved 

•  Dollar  amount(s)  past  due 

•  Length(s)  of  time  past  due 

•  Date(s)  of  delinquency 


ITEM  20  -  DRUG /ALCOHOL  USE  AND  MENTAL 
HEALTH. 

If  "Yes"  is  answered  to  any  of  the  questions  in  this 
item,  describe  the  circumstances  in  Item  14.  m  accord- 
ance with  the  following  explanations    If  necessary, 
attach  additional  sheets  for  a  full  detailed  statement 

a.     Drug  Use  /  Possession.  A  listing  of  those  drugs 
which  have  been  designated  as  controlled  substances  is 
located  on  the  last  page  of  these  instructions    if  you 
used  any  of  these  drugs,  or  any  other  mind-altermg 
substances,  mark  "Yes"  and  provide,  in  Item  14,  the 
following  details: 

•  Drug(s)  used/possessed 

•  Date(s)  of  use/possession,  specifying  last  date 
used/possessed 

•  Frequency  of  use/possession 

•  Intentions  regarding  future  use/possession 

•  City  and  state  (or  country  if  not  in  U  S  ) 
where  used/possessed. 

•  Circumstances  surrounding  use/possession 
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ITEM  20  ■  DRUG/ALCOHOL  USE  AND  MENTAL 
HEALTH.    (Continued) 

IF   MORE  THAN  ONE  DRUG  HAS  BEEN  USED/ 
POSSESSED.  PROVIDE  THE  INFORMATION  ABOVE 
FOR   EACH   DRUG  SEPARATELY. 

0      Drug  Activity.  The  drugs  referred  to  are  again 
tnose  :  >teu  on  [he  attacnment.  or  any  other  m.nd- 
j  te'  r-g  substances    if  "Yes."  you  must  indicate  on  the 
\AQ  tne  activity  (or  activities)  m  whicn  you  were 
nvoved  by  Circling  "purchase."  "mar.utacture." 
'trafficking, ""production,"  or  "sale."  and  provide,  in 
item  M.  the  following  details 

•  Orug(s)  involved 

•  Date(s)  of  Activity 

•  N_moer  of  times  you  participated  m  activity 

•  Current  activity 

•  intentions  regarding  future  activity 

•  City  and  state  (or  country  if  not  in  u  S  )  where 
act  v.ty  took,  place 

•  C.rcumstances  surrounding  activity 

AGAIN.  IF   MORE  THAN  ONE   DRUG   HAS  BEEN   USED/ 
POSSESSED.  PROVIDE  THE  INFORMATION  ABOVE 
FOR   EACH   DRUG  SEPARATELY. 

c.      Abuse  of  Prescribed  Drugs.  The  drugs  referred  to 
are  any  meaication  orescribed  either  for  you  or  for 
someone  else  oy  a  licensed  physician,  which  you  abused 
oy  ta«  rg  other  than  as  prescribed    If  "Yes."  please 

provide,   n  tern  14,  tne  toll  owing  details 

•  Drug(s)  involved 

•  Oate(s)  of  use.  specifying  last  date  used 

•  Frequency  of  use 

•  intent  ons  regarding  future  use. 

•  City  and  state  (or  country  if  not  mU.S) 

•  Circumstances  surrounding  use  and/or  any 
other  involvement  such  as  illegal  sale  or 
distrioution 

AGAIN.  IF  MORE  THAN  ONE  DRUG  IS  INVOLVED. 
PROVIDE  SPECIFIC  INFORMATION  FOR  EACH  ORUG 
SEPARATELY. 

d.     Alcohol  Abuse.  If  "Yes,"  you  must  indicate  on 
the  NAQ  tne  activity  (or  activities)  in  which  you  were 
nvoived  by  circling  "loss  of  a  |0b."  "disciplinary  action," 
"arrest  oy  police."  or  "any  alconol-related  treatment  or 
counseling  "   Explain,  m  Item  14,  the  circumstances  of 
eacn  incident  as  follows 

•  if  loss  of  a  |Ob.  provide  name  and  address  of 
employer,  and  dates  of  employment 


ITEM  20-    DRUG    ALCOHOL  USE  AND  MENTAL 
HEALTH.  iConl,nueu7 

•  i 'disc i pi i nary  action,  provide  dates,  locations 
ana  Imal  Disposition  of  eacn  incident 

•  if  arrested  by  police,  provide  information  as  m 
item  18  b    if  aireaay  enplamed,  state.  "Refer 
to  item  '8  b" 

•  if  you  received  treatment  or  counseling  for 
aiconolism  or  aiconoi  aDuse,  provide  name  and 
address  of  treatment/counseling  facility,  dales 
of  treatmer-iLcounseung,  name  and  office 
address  of  pnys.c. an/  counselor/or  other 

■  noividual  who  oroviaea  treatment/counseling 

e  and  f    Mental  Health,  if  "Yes "  is  answered  to  etner 
e  or  I,  provicio-.  hi  Hem  14.  tne  'onowing  information 

•  Exact  problem  (  ncl^d.ng  name  of  disorder,  if 
known) 

•  Name  and  address  of  orimary  physician, 
therapist,  counselor,  or  other  mental  health 
professional  wno  treated  you  or  from  whom 
you  received  counseling 

•  Date(s)  of  treatment/counseling 

•  if  treatment/counse'ing  is  still  continuing,  so 
indicate  ano  proviae  trequency  of  visas 

•  Name  and  address  of  any  hospital,  clinic,  and/ 
or  agency  where  treated/counseled  as  an  in- 
patient 

•  Date(s)  of  hospitalization  and/or  m-pat.ent 
treatmenL/counse^ng 

ITEM  21  ■  ORGANIZATIONS 

a  and  b.  if  "Yes"  is  answered,  provide  the  full  name  of 
the  organization  and  the  circumstances  of  your  member- 
ship or  affiliation    Include  m  your  statement  the  dates, 
places,  offices,  positions,  or  credentials  now  or  formerly 
held.  If  associations  have  oeen  with  individuals  who  are 
members  of  the  described  organizations,  then  list  the 
individuals  and  the  organization  with  which  they  were  or 
are  affiliated 

c.     List  all  organizations  in  which  you  hold  or  have  held 
membersn.p  since  age  16    You  may  omit  labor  unions, 
political  parties,  religious  organizations,  and  those 
referred  to  in  a  and  o  above    Provide  the  following 
information 

(1)  Name    Provide  tne  full  name(s)  of  the 
organization(s)  (do  not  use  initials  or  abbreviations) 

(2)  Address    List  number  and  street,  city,  and  state 
(or  country  if  other  than  the  US) 

(3)  Type    identify  the  type  of  organization  (e  g 
social,  fraternal,  etc  ) 

(4)  and  (5)  From  -  To    Provide  the  inclusive  dates  for 
membership  in  terms  of  year  and  month  using  tne  .ast  two 
digits  for  the  month  (e  g  October  1979  would  be  entered 
as  7910) 
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ITEM  22 -SECURITY  CLEARANCE. 

a.     Have  you  ever  held  a  security  clearance?  Mark 
appropriate  block    If  you  have  held  a  contractor-granted 
CONFIDENTIAL  security  clearance,  mark  "Yes  " 

(1)  Level    List  TOP  SECRET,  SECRET,  or 
CONFIDENTIAL 

(2)  Date  Granted    Enter  the  date  the  security 
clearance  was  granted 

(3)  Granted  By    Enter  the  name  of  the  organiza- 
tion or  activity  that  granted  the  security  clearance 

(4)  Name  of  Employer    Enter  the  name  of  the 
organization  or  contractor  who  was  your  employer  at 

that  time 


ITEM  22 -SECURITY  CLEARANCE.  (Continued) 

b.     Have  you  ever  had  a  security  clearance  denied, 
suspended,  or  revoked?  Mark  appropriate  block.  If 
"Yes."  provide  full  details  of  the  suspension,  denial,  or 
revocation  in  Item  14,  to  include  level  of  security 
clearance,  date  of  suspension,  denial  or  revocation,  as 
well  as  the  name  and  address  of  the  organization/ 
employer  who  took  the  action    NOTE    An  administrative 
downgrade  or  termination  of  a  security  clearance  is  not  a 
revocation 

ITEM  23-  CERTIFICATION  BY  PERSON  COMPLETING 
FORM. 

You  should  carefully  review  the  form  to  ensure  that 
you  have  answered  all  items  and  that  the  form  is  accurate 
m  all  details    You  should  fully  understand  the  implication 
of  certifying  to  a  false  statement   When  you  are  satisfied 
that  the  form  is  complete,  sign  the  original  NAQ  along 
with  any  attachments    Return  the  completed  and  signed 
form  to  the  office  that  gave  it  to  you 


J_ 


DRUGS  TO  BE  REPORTED  WHEN  COMPLETING  DO  FORM  398-2 


NARCOTICS 
DRUG  NAME  OFTEN  PRESCRIBED  BRAND  NAMES 

Opium  Dover's  Powder,  Paregoric 

Morphine  Morphine 

Codeine  Codeine 

Heroin  None 

Meperidine 
(Pethidine)  Demerol,  Pethadol 

Methadone  Dolophme,  Methadone.  Methadose 

Other  Narcotics        Dilaudid,  Lentme.  Numorphan, 
Percodan 


DRUG  NAME 
Chloral  Hydrate 
Barbiturates 

Glutethimide 
Methaqualone 

Tranquilizers 

Other 
Depressants 


DEPRESSANTS 

OFTEN  PRESCRIBED  BRAND  NAMES 

Noctec,  Somnos 

Amytal,  Butisol.  Nembutal. 
Phenobarbital,  Seconal.  Tuinal 

Donden 

Optimil.  Parest.  Quaalude, 
Somnafac.  Sopor 

Equanil,  Librium,  Miltown,  Serax, 
Tranxene.  Valium 

Clonopm.  Dalmane,  Dormate. 
Noludar,  Placydil.  Valmid 


STIMULANTS 

DRUG  NAME  OFTEN  PRESCRIBED  BRAND  NAMES 

Cocaine  Cocaine 

Amphetamines        Benzedrine.  Biphetamme.  Desoxyn. 
Dexednne 

Phenmetrazine        Preludin 

Methylphenidate     Ritalin 

Other  Stimulants 


Bacarate.  Cylert.  Didrex.  lonamin. 
Plegine.  Pondimin,  Pre-State. 
Sanorex.  Voranil 


DRUG  NAME 

LSD 

Mescaline 

Psilocybm-Psilocyn 

MDA 

PCP 

Other 

Hallucinogens 


HALLUCINOGENS 

OFTEN  PRESCRIBED  BRAND  NAMES 
None 
None 
None 
None 
Sernylan 


None 


CANNABIS 
DRUG  NAME  OFTEN  PRESCRIBED  BRAND  NAMES 

Marijuana  None 

Hashish  None 

Hashish  Oil  None 
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ISS^iMS^ 


DEPARTMENT  OF  DEFENSE 

PERSONNEL  SECURITY  QUESTIONNAIRE  (PSQ) 

DD  FORM  398 


CONTENTS 


THE  PSQ  PACKAGE  CONSISTS  OF  THE  FOLLOWING: 


1  Privacy  Act  Statement 

2  Authority  for  Release  of  information  and 
Records 

3  OD  Form  398.  "Department  of  Defense 
Personnel  Security  Questionnaire" 


4  General  Instructions 

5  Detailed  Instructions 

6.  Appendix  E  to  Department  of  Defense 
Regulation  5200.2   (DoD  5200. 2-R) 

7.  Listing  of  Reportable  Drugs 


PLEASE  BE  SURE  YOU  HAVE  ALL  PARTS  OF  THE  PACKAGE. 


X.  IT. 


-■>:  ?  i 


PRIVACY  ACT  STATEMENT 


^-^H^.sT- 


AUTHORITY: 


PRINCIPAL  PURPOSES: 


ROUTINE  USES: 


DISCLOSURE: 


50  U  S  C  Sections  781-887,  Internal  Security  Act  of  1950.  5  U.S.C  Section  9101.  Criminal 
history  record  information  for  national  security  purposes.  Executive  Order  9397, 
November  1943  (SSN).  Numbering  System  for  Federal  Register  Accounts  Relating  to 
Individual  Persons;  Executive  Order  10450,  Security  Requirements  for  Government 
Employment;  Executive  Order  10865.  Safeguarding  Classified  Information  Within  Industry; 
Executive  Order  11935,  Citizenship  Requirements  for  Federal  Employment;  Executive 
Order  12333.  United  States  Intelligence  Activities;  Executive  Order  12356.  National 
Security  information,  and  5  U.S.C.  Section  301.  Department  Regulations 

To  obtain  background  information  for  personnel  security  investigative  and  evaluative 
purposes  to  make  security  determinations  to  grant  a  security  clearance;  to  allow  access  to 
classified  information,  sensitive  areas,  or  equipment;  or  to  permit  assignment  to  sensitive 
national  security  positions.  The  data  may  later  be  used  as  part  of  a  review  process  to 
evaluate  continued  eligibility  for  access  to  classified  information.  The  Social  Security 
Number  will  be  used  to  verify  identity  and  locate  existing  records. 

To  federal,  state,  local,  or  foreign  law  enforcement  authorities  If  the  record  indicates,  on 
its  face  or  in  coniunction  with  other  records,  a  violation  of  law;  to  federal,  state,  or  local 
government  agencies  if  necessary  to  obtain  information  for  a  personnel  security 
determination,  to  a  requesting  federal  agency  concerning  its  retaining,  issuing  a  security 
clearance,  or  making  a  personnel  security  determination  concerning  assignment  to  or 
retention  m  a  sensitive  position,  or  letting  a  contract;  to  a  congressional  office  in  response 
to  an  inquiry  made  at  the  request  of  the  individual;  to  foreign  law  enforcement,  security, 
investigatory,  oi  administrative  authorities  to  comply  with  international  agreements;  to 
the  Office  of  Personnel  Management  when  necessary  to  carry  out  its  personnel  security 
functions,  to  the  Department  of  Justice  in  pending  or  potential  litigation  to  which  the 
record  is  pertinent;  to  the  General  Services  Administration  and  National  Archives  and 
Records  Administration  for  records  management  purposes;  to  the  Merit  Systems 
Protection  Board  for  use  m  administrative  proceedings  and  investigations  of  possible 
prohibited  personnel  practices,  to  individuals  and  entities  outside  the  Department  of 
Defense  and  US  Government  for  counterintelligence  activities  authorized  by  federal  law 
or  executive  order 

Voluntary,  however,  failure  to  furnish  the  requested  information  may  result  in  our  being 
unable  to  complete  your  investigation,  which  could  result  in  your  not  being  considered  for 
clearance,  access,  or  assignment  to  sensitive  duties.  For  contractor  personnel,  failure  to 
furnish  information  may  result  in  administrative  termination  of  any  existing  industrial 
Security  C  eo'a-ice  to  include  a  contractor-granted  clearance 
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AUTHORITY  FOR  RELEASE  OF  INFORMATION  AND  RECORDS 


I  have  been  provided  a  Privacy  Act  Statement  advising  me  that  certain  information  is  required  to  assist  the 
Department  of  Defense  in  making  a  security  determination  concerning  me  and  that  execution  of  this  form  is 
voluntary  The  information  will  be  used  for  the  purpose  of  determining  my  qualification  for  employment  with 
the  Federal  Government,  service  in  the  Armed  Forces,  or  access  to  classified  information 

I  therefore  authorize  any  duly  accredited  representative  of  the  Department  of  Defense,  including  those  from 
the  Defense  Investigative  Service,  to  obtain  any  information  relating  to  my  activities  from  individuals,  schools. 
residential  management  agents,  employers,  criminal  |ustice  agencies,  financial  or  lending  institutions,  credit 
bureaus,  consumer  reporting  agencies,  retail  business  establishments,  medical  institutions,  hospitals  or  otner 
repositories  of  medical  records  This  information  may  include,  but  is  not  limited  to,  my  academic,  residential, 
achievement,  performance,  attendance,  personal  history,  disciplinary,  criminal  history  record,  arrest, 
conviction,  medical,  psychiatric/psychological,  and  financial  and  credit  information 

l  further  authorize  the  Defense  Investigative  Service  and  any  other  authorized  Department  of  Defense  agency, 
to  request  criminal  history  record  information  about  me  from  criminal  justice  agencies  for  the  purpose  of 
determining  my  eligibility  for  access  to  classified  information,  or  assignment  to.  or  retention  in,  sensitive 
national  security  duties,  in  accordance  with  5  U.S.C.  9101  I  understand  that  I  may  request  a  copy  of  such 
records  as  may  be  available  to  me  under  the  law. 

I  direct  you  to  release  such  information  upon  request  of  the  duly  accredited  representative  of  any  authorized 
Department  of  Defense  agency  regardless  of  any  agreement  I  may  have  made  with  you  previously  to  the 
contrary 

I  have  been  advised  that  the  original  of  this  authorization  will  be  placed  on  file  with  the  Department  of 
Defense  This  authorization  will  expire  in  five  (S)  years  or  upon  the  termination  of  my  affiliation  with  the 
Department  of  Defense,  whichever  is  sooner 


i    tvped  name  (last.  first,  mk«i«  muti) 


c     DATE  Of  BIRTH  (YYMMOO)        d     SOCIAL  SECURITY  NUMBER 


I      HOME  TELEPHONE  NUMBER  (Irxludt  Artt  Coot) 


b    OTHER  NAMES  USED 


*     CjRRENT  HOME  ADDRESS  (Strttt,  City.  Sure  jnd  1,0  CodfJ 


9     SIGNATURE 


n    date  SIGNED  irrMMOO) 
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DEPARTMENT  OP  DEFENSE 
PERSONNEL  SECURITY  QUESTIONNAIRE 

Before  compiitinq  form    read  *ttsch*<3  Privacy  Ac*  Statement.   Genera'   wd  Oerai'ed  Inrtroaions 


form  Approved 
OMB  No    Q7Q4-Q299 
f  *d"*j  Feb  ?6\    '99i 


ii""   "Q  **fl  maintaining]  !»••  a»«#  !"»<    4»«*J  ro"*p>»t"V]  »«0 


.r.T    UH»     >^r    IM>**il^    Jflll'U'  l'0**V    *r*MI»l»a     •••*«l«*-a    0*1*     ■nul.w 

»s  ■•^*ra.«q  Th^  tM'Ot*  nitim**«  o«  «r»y  -v***  «w*rt  v  •►*<*  (A4t*ri>r>A 

/n*    A'Mntti*    ;A    J  7  JO/  *  <0  J    inj  in  ii-  nrii,,  nt  M4nn»-"i  «»1  '■-ot»i    «k>»-"'.  «^lifi-n"»'"i»nO'nt  n;«i   Wat*!**!"}*    DC   /0S01 


4      Last     *>rst.   M>dd'#   <LW  ' 


2-     OTHER  NAMES  USED  rui".if  M.<wn  ."o^ot  #n  o"»r  »*-**-!  «i*o  ««kj  a*  f 


4.    DATE   OF  BIRTH 


b    Maiden  Name  rf  <»>i 


3.  SOCIAL  SECURITY   NUMBER 


5    PLACE   OF   BIRTH 


a    City 


&    County 


c    Stat*     d    Country 


6     PHYSICAL  CHARACTERISTICS  i 


c   weight  d    vv*.ght  e    Ha.r  Color  *    EyeCoior 


FOR  OIS  USE  ONLY 


7     STATUS  (*  **d  "wpnf  «i  trY""****' 


a Contractor  Employee 


b     Consultant 


rnrr>a>nt  Employee 


S-    CITIZENSHIP    t  >  h  oi  (  *«•'  t«tt--"  41  w-jm.i 


a    United  State*  ' 


<  r;»  tn  <*\  *»*>*•!%» 


Id     Military 


(l)  Rom.oU  S 


(2)  8nrn  ab'oart  o*  U  S    parent* 


(1)  Narur*n/eo  tr*, 


M>  Derived  I'Oi"  natural'/ed  parent  rr-,*.^,,, „, 


id)  n«i*("uuoci 


|  (S>  Qua'  Owensn.p  „ 


.ri>|  ft**    !>n«;iip    '«'.  '*>M-HO**S   ' 


b    United  States  National  ■ 


C.      Alien  (Co«n©**** 


(1)  Current  C'tixenjnip 


U)  Registration  Number 


1)     r>t««n  »o  ho(OTi»  a  U  S    i-.rr/en  ' 


id)  P»rm*n»«t  Resident  Status' 


9     MILITARY    SERVICE    -  ■■' 


a    it  you  checked  item  7  d    above,  provide  Occupational  Specialty  and  Unit  Assignment  which  requires  this  investigation 


o   from  i"wuooi    c    ro  f»MMooi         d    Branch  o'  Service     e  Rank  t    Service  Number(s) 


g    Tyoeo*  Oncharge 


10    RESIOENCES 


a    Cur,ent  Mpm»  Telephone  nfhto*  *«a  fotfi 


AOCeSS  .1  'ii  •*  ■  K^««*o<r)>^T*''wrjrr  rtr^nnin?  «a*rn  <i/"»-i  j^a^i  G/v» 
■«.  >u*-v-  ff*in  !<**»•<  rtp***»rtnr  r»^o>*«r*  "  re*/  11  *  *w»*  *o^i#  #dOTii 
(vnv^i  'flirrvr '*W  i»r  >*>*p  Inr  kyutirtq  l*4f  frvtftncr  ) 


C      Roommates  ii/w  rrwi  <o*mw»i  on*»  tor  f*a**t *i 

tut*  *»»wd*«<*  («v»  «•"»*.  rwr**»(  «tfo>*o  «***  f*i*phn*»* 
lAaretf  thai  m>e>nr*     "  ro«  ikt^  warn  ,«x*-  w^»"h 


en  "*/f  for  th*  ittt  S  »'in     «rro« 
*W»w6>r  or  f*»  ori"'J'V  p#rv>«  <nl^ 


in  ioi"«w 
resent 


(J)  »«)'«»  !»•«*»<••',   Slr»ff    *pt    *umb**l 


II)     Ni»»»»  (LAJT    finf    MMd'f   'r».f.#)J 


I?)    rytypminf   Mur"0" 


'.*i  C>rv    Mair    ;>o  C« 


(J)    4oa'»»*i'*wm&»'  iir»*r.  *o'  Mvm»fr; 


.  "  1rjr%'A*  l*»  '»•»»•*<  * 


i*)  Cw.  Sm*    Z-d  Co«« 


(1)    !i)|"WMI 


(j)  A«amt  i 


•  rrr^t     *(ii     A»u*»*e*d 


I'l     N*m«  (OSr.   fffrt,    w«Jok*   fo.f^ij 


li)    loteoHO**    N«r"Di 


..ur»»    4i*«    LOdfi 


H)   .-O"!   I"M«I 


(4)   r;   r,      Mai*.    i<0    COO* 


O)     AOd'ew  (*Hw»iO*f.  Itf»«'     *©»   *rUir»o#^(  1«)   City.    Mil*     /.ip   COO* 


f   (-»./T1"f»    !•>•    I)*.»«W    '.  Ol«<   I 


l)   'airrMMl  tn 


(1)     Nam*   (LAW     tint     •J*)/}'*    Inmtl} 


(J)    1»i»OIV."*     N„—o—     iMf>^t>      1»*    kOdPl 


Ul  f'O-i  (''»*•** 


14)  C-t*.   '.i*i«    i-o  COO* 


(J)     AM'fMl^wnftff   itf**t.    *(M   "v*M'J  (A)  City.   Stat*.   £-p  too* 


(S)  f  Iw" f>   l»l  m/«*r»»  »«»•»«»••**  *»**•*> 


(H  totrrwM) 


Ut  •'«*»•  irvmm 


(J)  Aoemi  iMnwDff    Sn-**f    »ui    Nwmo*'l 


01    Nai*»*  (L*ir    f.rjr  MxW*  m.n#ij 


<4)  Oiv-  Maw.  i-o  Cod* 


l j)    id4i*tt(Nuwbfr  Siiwr.  Apr  w«"»o*fj 


NumOV    ."+K09»    •"*»   CO0*t 


(«)  City,  state.  . ■  o  Coo* 
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11     EMPLOYMENT.  DuTt 

ORGAN  (NATION  (cm  mi  -/vwoosk^j.^.  d«v>'mm*«  ■rn'mv^nfii.  » 

'•V 

NO 

"'""•""■,""    A*0  *W <-»•*« -«W*«  Of  %*«0«^  <—«!««*    M(^kMtj.in'vf«Ae,nM    lf*KlMrff«f  WlMt.iOKMiliHM  >«  U*  Ltt  lAHii*  .ff*l«u«.fiO*S  | 

0      D*(t?l   trrttttt 

c    Name  of  Employer 

d    Job  Site,  Duty  Station  or  Home  Port 

1  li/«i   Cry    Mtit  «ttf  /,p  CoOtf 

«   immcdiata  Sup*rv>ior 

til  fnrpAon*  »*o 

lino    *>**  (<J0*) 

(']      >'0» 

U)  ro 

(1)   lux 

Pr«*«nt 

*  **™"r"«  o!i^r  /tr.T'o'^rCT  wow  *  i°**a"*"'  **•  oo,"l*'  •*  *"«•**  ~  — »— « - *** o-™*.  „.  tvMMV „.  „  or,„OT  or  M  „#  ^^^  ^  „  „„*',„.„  ir.!N  „ 

J     Reiationjnip  and  Name 
<c*sr  fmt,  mkmi*  NMrvf 

b     Prcient  Address 

i»'w  Cry  m.«c  *«d/.pCoo*i 

c  Oateot  Birth 

rrrMMOUi 

d    Place  of  Birth 

iCify   tl*r«  Cnumry/ 

«  C<ti*en*n.p 

0)  ^atner 

(2)  Moine'  .<-.->♦«"« in. ^ 

(J;     iPOui*    lM*WfH  *M<W  ■*  «flpj««6»> 

(4) 

(SJ 

\ 

(6) 

(?) 

a     Current  Mania'  Status  <m  <***>  )              |  ii»  **>«>•••«       | 

|2»  Never  M«»M                          |  1,1  in.ii,^,.^                              |     Hjo^om,     [               j     rtl   .v^>««, 

Q    OateiS)  Ol  Currant  and  Prior  Marnage(S)  irruu^ 

c    Plated)  Where  Married 

d     Dated)  Or   Divorced)  irrMWOo; 

e    Courtli)  Granting  D-vorcets)  and  Locations)  (Cry  */*  sum 

*es 

NO 

1  'Tn  *  *nu— a  "H*t  to  »i|Hi»rtf  n  *uvO*vt  w.  f  *  Of  f  4ft f  0  wS  fffuCTIOtVl  | 

a    Do  you  nave  any  to'tiqn  properly,  business  connection*,  or  financial  interests* 

b     Art  you  now  or  nave  you  ever  Owen  employed  by  Or  acted  as  a  consonant  tor  a  tore.qn  government,  t.rm  or  aqency' 

c.    nave  yOw  ever  traveled  ouinde  the  umt.d  States  on  other  than  official  u  S  Government  oroers  r  H^odfrn-iNvt.^,  trtt-nmirirrmn  • 

d.    Have  you  ever  had  any  contact  w.tn  a  foreign  government.  its  establishments  fe  9  emoaswei,  comu/aies).  or  its  representative* 
whether  inside  or  outitde  the  u  S  ,  other  than  on  official  u  5  Government  business1 

15.  FUU  AND  PART   TIME    EDUCATION  u.n -*</«*»«*«*,  o/jv  rfltM>.«9(>^''w«r.*«)^f  ^/.^^iMAtwiknoai^wrtj  iw  wu«tu  .mmuihuw  i 

4     Dates  irrMMj 

b   Name  of  School 

c    Address 

(Ol>.  St«(««nd/,pCodv> 

d    Major 

e     Degree 

rarned 

III     Horn 

[i]  to 
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1*.  CHARACTER  REFERENCES     iMMfBW'o.WKW*^, 

.«-  — **■■*  *-  IIM  fom     1«    IM  I  Am  fO   BiMBtjCtmHS  I 


A        D«t«l    < 


b      Name  hmi 


C       AuOOaiiQn   (f((»Mt 


S  lDV»i*«l  ft*V*  t 


d      Address 


*  m'«  of  — ^» w-9«i>on      u«t  a<h  tr»»  «*yoxr  *M <i  "t i« 


i.  *e«  «••  .  Of*.  H—t.     \  e      rpl»phpn^    NO 


17.  CREDIT  REFERENCES  ,f*w  "-i    • 


«ij   </  row  *•*»•*  wfni 


i  inn*  e*nod    l*#  Df'AKfO  '*S  f»cC  'K>w.  i 


D     Account  Nu 


C     Numbtfi  jnrj  Street 


e  Slate     f   /'pCooe 


18.  REMARKS  i  roum+y  pfwat  **t  «Jd<ito**J  i»/o«*«iiwi  t*n«A  vuw  *r*i  msy  ***«  «  tt»*""9<¥  ifftftwt  on  row  ft 


19  CERTIFICATION  BV  PERSON  COMPLETING  FORM  l  <erti(y  that  the  entries  mjdf  by  me  jiftiu*.  complete,  and  accurate  to  the  best  or  my 
knowledge  and  belie*  and  are  made  m  good  laith  i  understand  that  a  inowmq  and  willful  falw  statement  on  tlm  form  can  be  punished  by 
».ne  or  imprisonment  or  both.  (See  US  Code   r.r/e  IH  Section  lOOl  ) 


a     Typed  Name  iwi'Mi-u 


b    Socul  Secunly  No 


c    Vqnjiure 


d  DaieSujneUi 
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Answers  to  questions  in  items  20  through  24  are  NOT  limited  to  the  last  5,  10,  or  IS  years, 

but  pertain  to  your  entire  life.  (See  octailcd  instructions.) 


20    CREDIT  HISTOHY 


'  be  r*D*»~'*4  <"  *<ro^*i 


•ntttor r*nfo  imTmjmo*n  i 


a      h<»»  vou  ever  '-'ed  a  pennon  under  »ny  Chapter  QftheOanfcruptCyCOde  ftp  incfuOVCnaprer  Up 


■*ave  vou  »v»f  *ad  you'  wages  garnished  o'  anything  repossessed7 


c      *ave  vou  ever  had  a  i>en  placed  upon  your  property  for  failing  to  pay  ta*es7 


«y  [udomenrs  «n,a-n«.t  vou  v 


i  you  have  not  Da>dJ 


•      An 


"OW  f\r  n»<*  yny  t>e« 


i  vnn.*,<-aoTlvd«"-ngupnf  ond»hn>  f  Pawl  more  th*n  t?Qc)*yi  from  icheou'ed oaymem  due  date) 


21      ARRESTS       •    'Ovmulf  bll  41  L  »»»»l»  .-.f-ym^fM..  ..-m^Ih,  o»  >»i«f  V  you  \w,  (nvwtf,,  m*«  (y  ^KnM  PM  MtorawiNVt  or  *<VrAff  «W  fW««  M  yoi^  (W  \H  6r»   ~M«* 
"(v-7*-*   O'O""'*"'  !frw*r*f.r>»(i*,TXK»~,(>rtj     >~.  — ...  ^_.— ,.^.  -m  — ,— T  —  f  — ,' n- -irr  iiirfirnl  wiifwn  m  f  ■Hull   11  UOM(  <X  Ca*f*"<  1  Metr  / 
"•«"'»  ""O'-n-*  •»•  '©r  <""•#•*  <0*HfO~i  W>4+'  rr»  *«J.f#J  Co*»e««*  V*tr*«cn  4cr  *;»  U  1  C   «Morl«t/IC  SfTIWI  J«7)   I  W  Of  '-*fO    >WS  rn/CnOWl  J 


a    nave  vou  eve'  been  arreted  charged,  cited,  held,  or  detained  by  federal.  Stat*,  or  other  taw  enforcement  or  juvenile  authont.es 
'eqa'0'ess  of  whether  the  rharqe  was  dropped  or  dismissed  or  you  were  round  not  gui'ty » 


..st  details  o' 


*es      ,jn%wers 


4-,—  -  ,  ((".*>  *»M    IlilH 


•mHoulO"  Of  CourVMaq^trci*         (M   *m«Iiv  tw«w*fl  or  Ot""#»  o^v 
rcrv«ntf  Irefe)  i»ImKm 


22     ORUG'ALCOMOL  USE    AND  MENTAL   HEALTH 


r  S**rp(*<ff«rf  in  *cntttntr  <v>fr.  r*  '*»  ID   rut*  t  »UCT>0»n  i 


-«ave  you  eve'  tr,ed  or  used  or  possessed  any  narcotic  fro  *nc/ude  h*ro»n  or  cocaine),  depressant  fro  'nc/ude  ou*a'(/o>sj.  stimulant, 
hallucinogen  (romc'uoV  LSDorPCP)    O'cannabu  (to  "K/ude  marf/uen*  or  najh,jh>  or  any  mind-altering  substance  fro  'ncfuoV  g'ue  or 
-  ier,meotai  bant  except  as  prescribed  by  a  licensed  physician » 


D*mtt   even  one-time  or  O" 


o     wave  vou  ever  oeen  .nvoived  m  me  inegai  purchase,  manufacture,  trafficking,  production,  or  iaie  of  any  narcotic,  depressant. 
stimulant,  haiiucnooen  0/  cannabis7 


-*ave  you  »ve'  misused  or  ahused  anv  drug  prescribed  by  a  licensed  physician  tor  yourself  or  for  someone  else' 


d    Has  your  use  of  aicohoin  beverages  (such  ai  hquor  beer,  w»r»e)  ever  resulted  m  the  loss  ot  a  job.  disciplinary  action,  arrest  by  police,  or 
any  aicohoi-re'ated  treatment  or  counseling  (juchai  rb'a'co/>oJabu;e  or  skohohsmP 


e    wave  vou  ever  been  treated  for  a  mental  emotional    psychological,  or  personality  disorder'condition/prob'em' 


■^ave  you  ever  consumed  or  bee"  counseled  bv  any  mental  health  orofessionai' 


23     ORGANIZATIONS 


eS  NO         '  ""r*  "  **,■■*',  «W  "*  »r©**.«*«  .*»  «>nn(Jiv»  «™lrt  Of  'All  f  O   'WS  r»OCT.O*VS  I 


a      Are  you  now  or 


on  *  m»mr>»f  of  the  Communist  Party  Or  any  Communist  Organisation7 


b    Are  you  now  or  have  you  ever  been  aUiltated  with  any  organisation,  association,  movement,  group,  or  combination  o*  percons  wh«h 


n>4atioM  to  O" *y  D»»V>'n  (K«»  riohrt  wntfaf  t^»  f  Of*tlit01M>**  0»  IN#  US* 


^  **v  •(>"•    »<0*»««» 


*  .iivfwii,rgiiiv»i  m»aAt> 


■   -n  o'  <J  ^    -n>t**r, 


n-"'—*  inrrtuq*  *OT*   »if)J^wcy  or  h 


"•t>On  o*  in*  < 


c     L-st  an  orgamiat'ons  m  which  you  hotdor  have  held  membership  since  age  16  cou  «*y  omi 

'■'•rryrj   t0   ■"    ^J  *     •**   t  I 


2«    SfCUfllTY  CLEARANCE 


No      a     '-'ave  you  ever  neid  a  secur'ty  de^r^nce  to  mgude  a  conrr  actor  -granted  Confidential7  cf  'yn/yvfjnw 


M\    l'*'»-..r«r.ir-1  (f  rMMCX)) 


»  you  ever  nad  a  *eruri*y  fle.ir 


'evoked7  fir  ~m 


25.  CERTIFICATION  BY  PERSON  COMPLETING  fqrm  i  certify  that  the  entries  made  by  me  are  true,  complete,  and  accurate  to  the  best  01  my 
knowledge  and  belter  and  are  made  m  good  latin.  1  understand  that  a  knowing  and  willful  fats*  statement  on  this  form  can  be  punished  by 
fine  or  imprisonment  or  both.  fSee  U  S  Coo>   rif/e  18  Section  1001  )  


a    Typed  Name  (u*u  tmi  m-w*-!*! 


b    Social  Security  No 


c    Signature 


d  Date  Signed  fv**MOO) 
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Siandard  Porm  M 
Ravisad  D*c*rrtm  1990 
U.S.Offica  of  P«»lonn«l  Management 
FPM  Chajxar  732 


Farm  t 

OUB   No    OT1OTI 

NSN  J^"""M-V  TT1 

H-110 


Questionnaire  for  Sensitive  Positions  <Fo,N.b«uds«wtW 

Read  this  information  carefully.    Follow  the  instruction!  fully  or  we  cannot  process  your  form. 


Why  do  we  need  the  information  you  will  give  u*  and  bow 
will  we  use  it? 

The  US  Government  has  conducted  background  investigations 
for  over  SO  years.  It  doe*  thia  to  establish  that  applicant*  for  or 
incumbent*  in  sensitive  positions,  cither  employed  bv  the  Gov- 
ernment or  working  for  the  Government  under  contract,  are 
dibble  for  a  required  security  clearance  or  for  performing 
vnsiove  duties.  We  uae  the  inform aUon  from  thia  form 
pnmanly  a*  the  bam*  for  an  investigation  that  will  be  uaed  to 
determine  your  eligibility  for  a  national  security  position. 

The  information  vou  give  us  is  for  Official  Uae  Only;  we  will 
protect  it  from  unauthorized  disclosure.  Authorized  disclosures 
include  the  Privacy  Act  Routine  Uses  shown  on  this  form.  The 
information  you  provide  in  response  tn  question  2r«i  on  uae  of 
illegal  drug^  will  not  be  provided  for  use  in  any  criminal  pro- 
ceedings against  you. 

Giving  us  the  information  we  ask  for  is  voluntary  However,  we 
may  not  be  able  tn  complete  your  investigation,  or  complete  it  in 
a  timely  manner,  if  you  don't  give  us  each  item  of  information  we 
request  This  may  aiTect  your  placement  or  clearance  proapecta. 

What  authority  Ho  we  have  to  ask  you  for  the  information 
requested  on  this  form 7 

The  US.  Government  is  authorized  to  ask  for  this  information 
under  Executive  Order  10450;  section  2165  of  title  42.  U.S.  Code. 
parts  5,  732.  and  736ofTitle  5.  Code  of  Federal  Regulations,  and 
other  statutes  authorizing  background  investigations  We  ask  for 
your  Son  a  I  Security  number  tn  keep  our  rrrords  accurate, 
hecauv  other  people  may  have  the  same  name  and  birth  date. 
Executive  Order  9397  also  asks  Federal  agencies  to  use  this 
number  to  help  identify  individuals  in  agency  records. 


What  is  the  investigative  process? 

Background  investigations  for  national  security  are  conducted  to 
develop  information  to  show  whether  or  not  a  person  is  reliable, 
trustworthy,  of  gnod  conduct  and  character,  nnd  loyal  to  the 
United  States  The  information  you  provide  on  this  form, 
including  any  specific  agency  instructions  of  Question  14c.,  and 
any  other  special  instructions,  is  confirmed  by  investigation. 
Your  current  employer  must  be  contacted,  even  if  you  indicated 
on  vour  SF  171.  or  other  form,  that  you  do  not  want  the  present 
employer  contacted.  In  addition  tn  the  question*  on  this  form, 
inquiry  also  is  made  about  a  persons  adherence  to  security 
requirement*,  mental  or  health  disorders,  dishonest  conduct. 
srxuaJ  misconduct,  vulnerability  to  blackmail  or  coercion, 
falsification,  misrepresentation  and  any  other  behavior,  activities. 
or  associations  that  tend  to  show  the  person  is  not  reliable, 
trustworthy,  or  loyal. 

An  interview  with  you  is  a  normal  part  of  the  investigative 
process.  This  Personal  Subject  Interview  is  generally  the  first 
*»tep  in  the  investigation,  and  is  conducted  under  oath,  affir- 
mation, or  unsworn  declaration.  It  provides  you  the  opportunity 
to  update,  clarify,  and  explain  more  completely  information  on 
your  form,  which  often  helps  to  complete  your  investigation  fast- 
er 


If  your  investigation  requires  a  Personal  Subject  Interview,  you 
will  be  contacted  in  advance  by  telephone  or  mail  to  arrange  a 
time  and  location  for  the  interview.  It  is  important  that  the 
interview  be  conducted  a*  soon  as  possible  after  you  are  con- 
tacted. Postponement*  will  delay  the  processing  of  your  inves- 
tigation. Declining  an  interview  may  result  in  your  investigation 
being  delayed  or  canceled. 

You  will  be  asked  to  bring  identification  with  your  picture  on  it, 
such  a*  a  valid  State  driver's  license,  to  the  interview.  There  are 
other  document*  you  may  be  asked  to  bring  to  verify  your 
identity  as  well.  These  include:  documentation  of  any  legal  name 
change;  Social  Security  card;  and/c  birth  certificate. 

Documents  that  venfy  any  significant  claims  or  activities  may 
also  be  requested,  for  example:  alien  registration;  naturalization 
certificate,  originals  or  certified  copies  of  college  transcripts  or 
degmes;  high  school  diploma;  professional  lieensets)  or 
certificated);  military  discharge  certificates)  (DD  Form  2\iY, 
mamage  certificates);  passport;  and/or  business  licensees).  You 
also  may  be  asked  to  bnng  documents  that  pertain  tn 
information  provided  in  your  answers  to  questions  on  the  form 
or  other  matters  requiring  specific  attention.  These  matters 
include:  termination  or  discharge  from  employment;  delinquent 
loans  or  taxes,  bankruptcy,  judgments,  liens,  or  other  financial 
obligations,  and  arrest*,  convictions,  probation  and/or  parole. 

Who  make*  a  final  determination? 

Final  determination  on  your  eligibility  for  a  national  security 
position  and  your  being  granted  a  clearance  is  the  responsibility 
of  the  OPM  or  the  Federal  agency  that  requested  your 
investigation.  You  may  be  provided  the  opportunity  to  personally 
explain,  refute,  or  clarify  any  information  before  a  final  decision 
is  made. 

How  is  this  form  organized? 

This  form  has  two  parts.  Part  1  ask*  for  background 
information,  including  where  you  have  lived,  gone  to  school,  and 
worked.  Part  2  asks  about  your  activities  and  such  matters  as 
finngsfrom  a  job,  criminal  history  record,  use  of  illegal  drugs  and 
alcohol  consumption.  In  answering  Part  2,  you  should  keep  in 
mind  that  your  answers  to  questions  are  considered  together 
with  the  information  obtained  in  the  investigation  to  reach  an 
appropriate  adjudication  for  a  sensitive  position. 

What  are  the  penalties  for  inaccurate  or  false  statements? 

The  U.S.  Criminal  Code  provides  that  knowingly  falsifying  or 
concealing  a  material  fact  is  a  felony  which  may  result  in  fines 
of  up  to  $10,000,  or  5  years  imprisonment,  or  both.  In  addition. 
Federal  agencies  generally  fire,  do  not  grant  clearance,  or 
disqualify  individuals  who  have  materially  and  deliberately  falsi- 
fied these  forms,  and  this  remain*  *  part  of  our  permanent 
record  for  future  placement*.  Because  the  position  for  which  you 
are  being  considered  is  a  sensitive  one,  your  trustworthiness  is 
a  very  important  consideration  in  deciding  your  eligibility  for 
security  clearance  Your  prospects  of  placement  or  clearance  an? 
better  if  you  answer  all  questions  truthfully  and  completely.  In 
the  course  of  an  tnterview  with  a  Federal  official  you  will  hove 
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adequate  opportunity  lo  explain  any  information  you  give  us  on 
the  form  and  make  your  comments  part  of  the  record. 

How  is  the  SF  171  used  with  this  form? 


For  competitive  civil  service  positions,  s  copy  of  the  Application 
for  Federal  Employment  (SF  171),  or  a  form  provided  to  you,  will 
be  attached  to  the  SF  86.  For  certain  other  and  contractor 
positions,  the  SF  171  is  not  required.  You  will  be  advised  by  the 
office  assisting  you. 

How  is  this  form  filled  out? 

1.  Follow  the  instructions  of  the  person  who  gave  you  the  form 
and  any  other  supplementary  information  furnished  by  that 
pen«on  to  assist  you  in  completion  of  the  form  Find  out  how 
many  copies  of  the  form  you  are  to  turn  in.  You  must  sign  and 
date,  in  ink,  the  original  and  each  copy  you  submit 

2.  Ynu  will  need  a  continuation  sheen's),  SF  86A,  if  in  the  last  15 
years  you  have  lived  in  more  than  6  residences,  attended  more 
than  3  achools.  or  had  more  than  7  employments/self-employ- 
men  ts/unem  ploymen  ta. 

If  additional  space  is  needed,  use  a  blank  piece  of  paper.  Each 
blank  piece  of  paper  you  u*e  must  contain  your  name  and  Social 
Security  number  at  the  top  of  the  page. 


3.  Type  or  legibly  print  your  answers.  We  cannot  accept  vour 
form  if  it  is  not  legible. 

4.  You  must  use  the  State  codes  (abbreviations)  bated  in  the  box 
below  when  you  fill  out  your  form. 

5.  The  5-cbgit  postal  Z3P  codes  are  needed  to  speed  the  proowmng 
of  your  investigation.  The  office  that  provided  you  with  the  form 
will  assist  you  in  completing  the  ZTP  codes. 

6.  Whenever  "City  (Country)"  is  shown  in  an  address  block,  also 
provide  in  that  block  the  name  of  the  country  when  the  address 
is  outside  the  United  States. 

7.  When  providing  dates,  you  may  use  numbers  1-12  to  indicate 
months  if  you  don't  believe  you  have  enough  space  to  write  the 
month;  and  for  the  same  reason,  for  year  you  may  show  the  last 
two  numbers  in  the  year.  For  example,  June  8.  1967.  muld  he 
shown  as  6/8.67.  or  January  19*4  could  be  shown  as  1/84 

If  you  have  any  questions,  call  the  office  that  gave  you  the  form 
Be  sure  to  sign  and  date  the  certification  statement  on  pnge  9 
and  complete  the  release  on  page  10.  Any  forms  that  are  not 
completed  according  to  theee  instruction!  will  be  returned.  This 
will  delay  the  processing  of  your  case. 
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Standard  Form  86 
Hevtsad  Oaomoar  1990 
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(For  National  Security) 


ohb  Mo  srxooor 

NSN  ntO-OB-iM  «0» 
M-110 


Partt 


Agmncy  Urn  On/y  (Compel*  ttarna  A  through  P  using  fnatrucMona  in  FPU  Supplement  296-331 
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State      Carnhcata  Nurnbar 

I       I       I       I       I       I       1       I       I       I       I 


MontrvOay^'ta'  issued 


Cii.ieri-.nio  Certiltcaie  i  rVh+rm  are*  *h*  cerfiAeala  ia*u*d?) 


Siaie      Cemhcaie  stumoer 

I       I       I       I       I       I       I       1       I 


MonovOay/VAar  i»u*d 


c^T 


Slate  Oepanmeni  Form  340  •  Report  ol  Btrth  Abroad  ol  a  C  It  I /en  of  the  Untied  Siaiee 


Cm*  tr^e  daie  me  iorm  wat 
oreownrt  and  0/v*  *° 
eiDtanairon  ii  needed 


MonffvOay/Year 


US   Peeaoon 


This  may  b*  «*n*r  a  oumant  or  prevtOuS  U  S    Passoon 


d   OUAL  CJTUIENSMtP     »  you  are  (or  e-ara;  a  dual  onran  oi  tne  un-ted  States  and  anomer 
aountry.  proves*  m*  name  o'  ihat  OOuntry  m  m*  spao*  to  fn*  ngM 


Passooi  Number 
I       I       I       I       1       I       I       I       1       I 

Sol 


hAonovOay'Y**  is.sl*o 


Ountry 


as   ALIEN    it  you  are  an  e>-en   o-ovyje  ma  >o'<owtng  .mormanon 


P'ace  You 
E  ntfred  th* 
United  Sl*t*v 


cTrT 


Oaie  You  fcni-ateo  u  S 

Monm  I    Oay    I    Veer   I  Aben  H*o>>trat-on  Nurnbar 

II  I  >       I       1       I       1      I       I       I       I 


Country  oi  C  ,.;e*>5*T-p 
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WHfcRfc  YOU  HAVE  LIVED  ~^^~ ^^~— 

Fii  In  your  lull  address  tor  every  place  you  have  lived  beginning  with  the  present  (f1)  and  working  backward  15  years. 

•  II  you  ananded  school  away  Irom  your  parmanant  residence,  list  ma  address  you  lived  at  while  attending  school. 

•  For  any  address  In  the  past  3  years: 

■  Ust  a  parson  who  knew  you  at  that  address,  prelerably  someone  who  stil  lives  n  that  area. 

•  II  address  listed  is  -General  Delivery.-  a  Rural  Route,  or  Star  Rome,  provide  oVectons  lor  locating  the  residence  on  an  attached 
oonnnuason  sheet,  and  show  the  block  f . 


MonffVYear  MomrVYaer 
To 


•1 

Present 

Name  o>  Parion  Who  knowl  YoJ 


Sveet  Aoorau 


•  2 


UororvVaw  WomrvYee/ 


-^i^a~orp»7wrw^Tr«^7To7r" 

Uo""vV»ar  CkmnrVaar 


Streai  Address 


Ory  (County) 


jpaai  Address 


Apt.  I 

Apt.  •  tifr  ICountryT 
XpTT 


To 


Mame  of  Par»on  Who  Knows  You 
UorwvYaw  UontrvV.„ 


Street  Address 


Street  Address 


Cry  lUauhpy) 
Apt  a  City  (Country) 


Stale 


ZIP  Coo. 
till 


Apt   • 


f4 


To 


Nairta  ol  Paion  Who  Knowi  You" 


Sireet  Address 


Si/eei  Adores* 


Ofy  iCounoy) 


Suae 

_1_ 


JlPCode 
I      I      I      I 


olopnone 


T 
( 


^iPCooe 
I      I      I      I 


State 

1 


ZIPCooa 
I      I      I      I 


Apt  a  Cry  (CouniryT 


Apt  a 


Cry-  iCounr^) 


ZIP  Code 
I      I      I      I 


Apt   •  Or*  (Country) 


Teieunoie  Numoer 
(         ) 


•••KX-O^kt 


JlPcooe 
I     I     I     I 


T 
( 


Suia 

1 


TIPCooa 
I      I      I      I 


Sireet  Sedresi 


Snaai  Address 


Api  a         I  Ciiy  (County) 


Stale 


TIPCooa 
I       I      I      I 


Teieonone  Numoer" 
(         ) 


Month/Year  MonifVYew 
To 


Name  ol  Parson  Who  knows  You 


Suvet  Aoctrau 


Apt    *  C'tY  (Country) 


ilPCooe 
I      I       I      I 


UontrvVaa/  UorMrvYaw 


To 


Slate 


ZlPcode 
I      I      I      I 


leiepnone  Nun-oe« 

(  ) 


#€ 


Nam*  ol  P*mon  W-x  Knowt  ^Ou 


Suaef  A«M<VU 


Adi  *  1  Cny  (Country) 


St/ ••I  AdOr*U 


"555" 


*W   •  Cify  |C*3unor7 


ZIP  Cod* 
I       I       I       I 


Su» 


2IPCod. 
I       I       I      1 


T«t«onon*  Numoejw 
(  ) 


1  Q      WHERE  YOU  WENT  70  SCHOOL 

Pill  in  rnlonrtaDon  about  schools  you  have  attended,  beyond  Junior  High  School,  beginning  with  the  most  rtctnt  (*1)  and  working 
backward  1  S  year*.    AJso  list  Collage  or  University  degrees  received  beyond  15  years. 

•  For  schools  you  attended  in  the  past  3  years,  list  a  person  who  knew  you  at  school  {such  as  an  instructor  or  a  student). 

•  For  correspondence  schools  and  extension  classes,  list  records  location  ad  ore  as 

-  In  the  "Code*  block,  use  one  of  these  codes:   1  •  High  School  2  -  College/University  3  -  Vocational/Trade  School 


Monih/Y**/  MontrvY**r 


Coo*     Nam*  ol  Scnaot 


Ueors>«'i>p»om*i)m»>f  rsftow  *acn 
and  Oaim  iwtwW  rf  Code  2) 


$»*•!  Addni&i  and  Ory  (Country)  ol  School 


ZIP  Coo* 
I      I      I      I 


Nam*  ol  Paion  Who  Kn*w  You 


Si/**)  Add^vu  and  Cry  (Country) 


Cod*  I  Mam*  ol  School 


ZIP  Coo* 
till 


Telephone  Nume**" 
(  ) 


UonflVY**/  MonUVY*ar 


n 


r)»9nf»>4>Deom»,'Otr»»f  i snow  #*cn  dadre* 
and  daif*  nfca*v«d  if  Code  ^ 


Sir**i  *ddr*u  and  dry  (Country)  ol  Scnoot 


ZIP  Cod* 
I       I       I      I 


Kamf  o'  Pfson  Who  Kn*w  You 


Slre*l  Addr^M  and  C-ty  (CountTy) 


Cod*  I  Mam*  ol  School 


ZIP  Cod* 
I      I      I      I 


Tthtonon*  NuftiOli 

(     ) 


»AonOVY»>*  l>*)nirVY*af 


•3 


Oeo-»*v1>Daorn»vOtTi*r  (show  each  dapr** 
and  dara  n»c*>v*d  it  Coda  2) 


MootnyYtar 


Straai  Addrau  and  dry  (Country)  ol  Schoo> 


1111 


Z'P  Cod* 
I      I      I      I 


Mam*  o<  P*r«on  Who  Knew  You 


Sifa*t  Aodrvu  and  C-ty  (Country) 


Suia 

I 


T»-»orona>  Mumo*r 

(      ) 


Enter  your  Social  Security  Number  before  going  to  the  next  page 


— 


79-687  0-94-5 
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11        YOUR  EMPLOYMENT  ACTIVITIES 

Fill  m  your  employment  activities,  beginning  with  the  present  (ft)  and  working  backward  15  yaara.    INCLUOE: 

•  all  full-Dme  work  *  all  paid  work  •  self-employment 

•  all  pan-time  work  •  active  miliary  duty  •  all  periods  ol  unemployment 

IN  THE  NUMBERED  ACTIVITY  SECTION  USE  ONE  OF  THESE  COOES  IN  THE  CODE  BLOCK: 

i  •  Active  military  duty  stations  5  -  State  Government  (Nan-  7  •  Unemployment  (Enter  name  9  •  Other 

2  •  National  Guard/Reserve  Federal)  employment  ol  person  who  can  verity) 

3  -  US  P  H  S   Commssioned  Corps    6  ■  Set-empioyment  (Enter  8  -  Fecial  Contractor  (list  Con- 

4  •  Other  Federal  employment  business  name  and/or  nama  tractor,  not  Federal  agency) 

of  person  who  can  verity) 

FOR  EACH  ACTIVITY  SECTION   provide  information  requested     For  ti  ample,  it  you  had  worked  at  XY  Plumbing  m  Denver.  CO.  tor  3 
separate  periods  of  time,  you  would  enter  dates  and  information  concerning  the  mo<:i  roceni  period  of  employment  first,  and  provde  dates. 
position  niles.  and  supervisors  tor  the  two  provou-.  pnnorts  of  employment  in  the  appropriate  blocks  below  that  information.    |F«  iocjww 

0  .'tn<.  r*e  u  S      *mom  Of  anfl  ODunrry  ) 


.            Wi/'Me*  Monirvtear 
?r**ent                     Tq 

UO<M 

L^U'Oyf  S  N.ine  M>»\Aiy  oen/iOB'UnemQioymeni  or  beii  t_moioymeni  viinei 

toui  r-oi-iion 

utie 

L  -D  OV*'  V  Vef'I'W  J  Si'eel  AOO'«H 

cVry  (Country) 

! 

JiPCooe 
III! 

Te"eonone  KumW 

(      ) 

S"*ei  Aao'eu  o'  Joo  lotaion  (it  OiHa'eni  than  E^o-oye'  s  Address  i 

Cry  (Country) 

Stat* 

I 

;iPCoot 
1    I    1    1 

leteonone  Numoe* 

(     ) 

jjOennSO'  S  Nim«  &  Street  AaO'«tt  til  0'"»r«ni  man  joo  focanoni 

C^iy  (Country) 

State 

1 

^iPCooe 
1      1      1      1 

r«i»oron#  Numo*. 

(       ) 

PREVIOUS  PER'OOS  C*  TM£  SAME  ACTIVITY  AND  LOCATION  ■  IF  CONTINUATION  SHEET  IS  USEO.  SHOW  BLOCK  1 

Vour  PoJIiOO  TiP»  &  Supervisor  S  Name 


Vour   PoSU'On  Tine  &  Suo*«Vi«y  1  Name 


MontrvYear  MontrvYear 


Monm/Yaar  Mon[rvY«a/ 


Mof'vfea'  Mon-n,  tea' 
•2 

To 

'.OO* 

t  T'O'Or*'  s  n.itv  m  >■ 

.try  i<w.ca>'U^empioymeni  or  ;>ei<  t Tipioymeni  »«nn«i 

tour   i-QVl-on 

hue 

t  —3  Oye'  i  Ventier  1  Sl'*«l  A(jo"r#Jt 

C'fy  (Country) 

Slate 
1 

ZIP  Coot 
till 

fe*eor>On»  Number 

(     ) 

5   et-i  Aea-ess  o'  Joo  Locaion  ct  tM'e'ent  man  L^o-oyp'  5  Access) 

Cry  (Coumry) 

Siate 
1 

ZIP  Code 
till 

Te'epnon*  Nurnoer 

(       ) 

SuCWV'SOr  $  Nam*  &  Sir»et  A9dr«u  ('1  **e'ent  man  joo  Locaiion) 

Ciry  (Country) 

State 

i 

tiP  Cooa 
[III 

(      ) 

"PREVIOUS  PERIODS  OF  THE  SAME  ACTlVfTY  AND  LOCATION     IF  CONTINUATION  SHEET  IS  USEO.  SHOW  BLOCK  J 


You'   Po»it>on  Tide  4  Supervisor  s  NjrnJ- 


Your  Position  Tine  a  Supervisor  s  Name 


tmont«\-y<»a<  MonirvYe*/ 


UontrvYev  KtantnyYear 


To 


MontrvYear  MontrvYear 


t-o-ov*'  vWr%  i  Sireei  Mdreu 


fcmpioyer  5  Nam»M>iiianr  aertnoevUnempioymefM  or  iei'  tmpioymeni  Venii#r 
Ciry  (Countn/) 


5i'*^i  AOO'WSI  OF  JoO  Locaton  [if  diHen»n|  man  Employer  5  Address) 


<.upe*viSOr  *  Nynt  A  S<-*ei  AOdr»*»  (.!  diHerem  man  Joo  Location) 


Your  r-ovncm  hue 


dry  (Country) 


1 


C'ry  (Country) 


"Sun 

Slate 


JlPCooe 
I      I      I      1 


riPCoo. 


'IPCooe 

till 


•"epnon*  Num(MK 


■!epr«ne  NWmo*» 


einonon*  Numocr 


PREVIOUS  PERMD03  OF  THE  SAME  ACTIVITY  AND  LOCATION  -  IF  CONTINUATION  SHEET  tS  USED.  SHOW  BLOCK  8 

Your  Position  flee  A  Supervisor  1  Name- 


MonirvYear  Monih/Year 


Your  Posn'on  Title  &  Supervisor  s  Name 


MonttvYaer  Monrn/Yea/ 


Enter  your  Social  Security  Number  before  going  to  the  next  paae 


1    I   ■    1-1    ■   1-1 


!    I    1 
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VOUH  feMMLOYMkNT  ACTIVIT.fcS  (Continued) 


•4 


k*rffv»M»  Mom'v'""' 


L^ooyt'  \  N.t 


!■!*»>    j»«flO»'Un«WO<Oy'T*ni  (X   :>•"   fc W>(»oytTl#n|   V»m«.' 


ErnpKTywr  *V«nfa*f  1  Slf#«t  A(KKHI 

'j:'Hi'*Mtu  ol  Joe  Ltx-»IW"  (»■  dift«r«ni  man  fcmprov*'  i  Ald'HM! 


3uO«fV'iO«  »"W«rn#  4  Stfmt  koGfta  (iF  d'H#r#nt  man  Job  Loc»t>on|— 


Oiy  (Country) 
Cfy  (Country) 


dry  (Country) 


pAevkxis  PCRtoos  of  the  same  activity  ano  location  .  it  c6n4tmuk1  ion  5h£ET  is  usCO.  smow  616cV  * 

ioo'  Pos-no*  T-n«  1  Suwvwy  »  Nj«tm» 


Tour  I  OVI-OTi    I  >li* 


I 


"7IPCod« 
I      I      I      I 


1  ;»pc<k» 

i   i   i   i 

ZIP  Cod* 


I    I    I 


pif-O'X)'"'*  Kiu'"©^' 


•*IKW»  N»j"-Oe» 


) 


wionfn  t  #*v  Monitv>#.v 


UonrrW««y  P^onirv>«* 


iS 


MOilA>»«  fctontlVY«»» 


tour  Position  l.O*  ft  Sooervnor  1  Nam**. 


C^O-OV*'  V  V»ril«r  J  S'r*«i  AdO'«ll 

3:'»ei  Aoo^ii  of  Joo  Locai-on  (.1  d-H»'©nt  ihan  Emrj-ov*.  )  ArJdf*w 


t_rnpioy»r  s  Nim#fc*'.iary  beonofUr^mpoymani  or  S»»<l  trnp-oyrnnni  V»nr»x 
&ty  (Counpyj 


SoO^'V'SO'  J  N*m«  ft  Sir**.  A(M'»l»  l'l  d-N#f»ni  rTian  joO  Locjuoni 


Ofy  (Counrry) 


Ory  (Country) 


tour  PotiDon  ha* 


Sum 

I  __ 


ZIP  Com 
I      I      I      I 


ZIP  Coo. 

I      I      I      I 


*"f*or*0'^»  Nufo*' 


».»0'X>rV  NumOf 


PPFVI6U5  PgBlooS  &TUZ  9AUF.  AgTrviTV  AU&  IOCATI6U  -  IF  coMTimiA'hoti  sUCET  15  USED.  SM0W  BLOCK  f 


ZIP  Coo. 
I      I      I      I 


»>»ono"«  Nun-D*- 


Uyii'u^*  UomrvVaar 
To 

iw  Poainon  T.na  A  Suorrrvisor  i  fumt 

UonrrvYaa.  UonthAaar 
To 

Your  Po^uon   I  irta  A  Suoarvaor  t  kam* 

To 

To 

»6 

To 

UKM 

(.mpioy'"  1  N.ir*.>  W.  !-.»ry     ,»rvicr>.  U'X><«t>Oy'TWI  Of  J^*'  t"'P«OV"«<ll  Vpnl*f 

TOUT  l*0*itlOnT.|l« 

t  — o-oye-  *  W<l*r  s  Suaai  Aod'wss 

C-ry  (Counrry, 

Slaw 
I 

ZIP  Coo. 
1      1      1      1 

(       ) 

Srraal  Aoareu  0'  Joo  locate*  !■■  dirtarant  man  Emptor*'  t  *w«ui 

Ory  (Country) 

Slaw 
.     1 

JlPtooa 

1      1      1      1 

(       ) 

juparv.sor  i  Na<~a  &  Straal  AdO'au  (.!  d'Ha'Ont  cha"  JoO  Locjl'oni 

Cily  {Couniry) 

Slaw 

1 

JlPCooa 

1    1    1    1 

(      ) 

poevious  PEbioos  o* 

IH 

£  SAME   » 

CTivrry  and  location  •  if  conTinua. 

ION 

SHEET  IS  USED.  SMOW 

BLOCK  a 

MomrvVaaf  UontrvYaa;  n 
To 

Vou'  Portion  TpOa  A  Suoarv-sor  i  Nama 

MonrfvYaar  Uontn/Vaar 
To 

Your  Poainon  I  ma  &  Suparviaor  s  Nama 

To 

To 

MortrvYaar  Momn.Yaa/ 
17 

To 

Cooo 

tmpioya'  5  Nafnr  Miin^nr  b(xv<o»un«mpioymaoi  or  ie*l  t^oioy^aol  Vanlwr 

Your  Poaiiion  Ima 

fc  -LCTf  %  .a"l*r  j  Sum!  A-ddraia 

City  iCouni*yl 

Slaw 
■J     ■ 

ZlPCooa 

1      1      1      1 

(      ) 

Si'oai  Aoaraaa  ol  Job  locaion  (.1  d'tlarani  rKan  fcmotoyar  s  Addrassi 

Ory  iCountm) 

Staw 

1 

JlPCooa 
1      1      1      1 

(       ) 

Stjparv  i&  i  Nama  A  Si^ai  Aoorasa  (il  d'Maran!  mjn  joo  location) 

dry  iCouniry) 

Slaw 

1 

APCooa 
1      1      1      1 

.»vr'0''O'*o  Nyi-ipT 
(              ) 

nnrwous  ncmaos  w 

TH 

rTSiUEA 

CTIVITV  AND  LOCATION  .  IF  COHT1NUA 

RON 

SHTET15  n5tnr.^How 

BLOCK  a 

UonirvYaa/  Uonin/Yoaj 
la  ..     ., 

Your  Poaioon  TiDa  A  Supa*v<sor  }  KJama 

UonrvV.a,  Uon,r»V.« 
To 

Your  Poaioon  Tida  4  Suparviaor  ■  Nama 

To 

To 

Enlcr  your  Social  Security  Number  belorc  going  lo  the  next  page                                                   ^ 

i  i  ]r|  i  !-|  •  i  i 
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12       PEOPLE  WHO  KNOW  YOU  WELL 

Usl  two  people  who  know  you  well  and  live  m  the  United  State* 
•  Don  l  list  spouse,  other  relatives,  or  former  spouses. 


'  Try  not  to  hst  anyone  mentioned  in  rtem  9.  1 0.  or  1 1 


01 

^"iw  i—n  Known 

(       ) 

City  (Country) 

1 

iiC  Cod.  ■  ■ 
1     1     1     1 

02 

Ujmoof  V»ert  Known 

(        ) 

C«ty  (Country)                                                   

Siiw 

i 

^incoo. 
1    1    1    1 

1  3           YOUR  OUTSIDE  ACTIVITIES 

14 


List  any  act.vrt.es  when  you  may  w.sh  to  have  considered  as  reflecting  favorably  on  your  reputation  for  leadership,  res pon ability,  honesty 
and  integrity  m  the  last  15  years      (Response  Optional) 


MonrrvY**  Mot-nrvT«.v 


Acoviry 


YOUR  FOREIGN  ACTIVITIES 

3.    Do  you  have  any  foreign  property  business  connections,  or  financial  interests7 


Locaion  oi  Acnviry 
dry  (Country) 


b.     Ara  you  now  or  have  you  ever  been  employed  by  or  acted  as  a  consultant  for  a  loreign  government,  firm,  or  agency7 


C.     m  the  last  15  years,  have  you  had  continuing  contact  with  a  national  of  any  lore-gn  country  designated  by  the  agency 
instructing  you  to  fill  out  this  form"?  (NOTE;  If  the  agency  wants  you  to  answer  this  question,  it  will  provide  you  with 
e  list  of  countries.) 


it  you  answered  "Yes"  to  a.  b.  or  c.  explain  m  the  space  below. 


1  5       FOREIGN  COUNTRIES  YOU  HAVE  VISITED 

List  foreign  countries  you  have  visited,  beginning  with  the  most  current  (#1)  and  working  backward  15  years. 

•  Do  not  include  countries  covered  in  items  9.  to.  and  1 1. 

•  In  the  "Code*  block,  use  one  of  these  codes     1  •  Business  2  •  Pleasure 


3  •  Education 


H  your  answer  to  both  questions  is  "No."  GO  TO  QUESTION  17. 
'  it  your  answer  to  either  question  is  "Yes."  GO  TO  b. 


4  .  Other 


11 

To 

uoo« 

l^ouni»y 

Monitvvoar  Momrvraar 
03                          T« 

Coo* 

UOumry 

n 

To 

04                     To 

ifi 

YOUR  MILITARY  HISTORY 
3        Have  you  served  «  the  United  States  military7 

Yes 

No 

Have  you  served 

n  the  United  States  Merchant  Manne7 

Starting  wrth  the  most  current  (flj  and  working  backward,  enter  information  for  all  penods  of  active  service  mto  the  iab<e  below 

•  Mark  "O*  block  for  Officer  or  "E"  block  lor  Enlisted. 

•  In  the  "Code"  block,  use  one  of  these  codes: 

1  -  Air  Force      2  -  Army      3  -  Navy      4  .  Marine  Corps      5  -  Coast  Guard      6  -  Merchant  Marine      7  -  National  Guard 


Mcy>UVY#i«f  fctomtVYrmr 

UxJtr 

bo'viayuorMicate  * 

U 

t 

bl.VuS  (Marfc  "K"  ,n  Appropriate  DOCKS  -  USO  Stair*  1*000  'Or  N.vrnjl  (j 

*va\ 

11                     T» 

Km 

Acovo  Qury 

ActJVO  RtrlOnr* 

Narond  Guard 

Istxyw  Sff) 

1 

Inaarv. 

ROMTV* 

uvixeo 

12                    To 

1 

13                   To 

1 

•4                     To 

1 

Enter  your  Social  Security  Number  before  aoma  to  the  next  page                                              -> 

1   1   l-l    1   ■-!   '   1  1   1 

Ill 


17       TOUR  RELATIVES 

Giva  Kii  nim«  and  «nt«f  tha  corract  cod*  tor  ail  relatives,  living  or  oeao.  specified  b«o« 

1  ■  Mother  (iviij  4  -  Stepfather  7  -  Stepchild  10  ■  Stepbrother 

2  ■  Falter  'second)     S  ■  Foster  parani  8  -  Brotner  1 1  ■  Stepsister 

3  ■  Slapmxnar  6  -  Child  fadopred  tlso)         8  ■  Sitter  12  -  Halt -brother 

F  u.i  Kama  <  J  am  aaaafrcJuZTTaoToninaraT 


□" 


LZT 


cr 


LJ 

□" 
CI 

□" 


Date  ol  Birth 

«tonnvOayilr,e i 


Country  of  elr» 


13  ■  Hall-sister 

14  •  Father-in-law 

15  -  Momar -in-law 

Country  of 


16  -  Gua/aan 


Cailanahla 


Current  Suaet  Aouieea  snouty 


IM  tiring  P-auttvi 


IS       YOUR  MARITAL  STATUS 

Mam  ona  of  ma  following  boxes  to  mow  your  curiam  marital  status: 


1  -  Navar  married  (go  to  quotoon  19) 

2  -Mam ad 


3  -  Separated 

4  -  Legally  Saparaiad 


Current  ftpowee  Compete  me  rotlowing  about  your  curiam  spouse 
Full  Nam*  I        DaaTal  firth 


5  -  Oivorcad 

6  -  Widowac) 


Plata  of  Bum  /Include  couni/r  #/  euuvde  (»U5l 


Other  Names  Uaad  fSpeory  rruudan  name,  furfwj  by  ot*m  mamapes.  etc.  and  thorn  dares  used  av  aac/i  name) 

Data  Uarrwo- 


Socw*1  Sucui'tY  Nutmh 

I       I      |-|       |      [. |     I       II 


Country  of  C<U«ruV.p 


it  tUpvaiad.  Data  ol  SSpwawn  fSSl^iipT. 


pLaca  ESrTwd  ]53u2$  Ctawwy  ti  ouaSm  n*  US) 

if  Lpgaity  Sapa/aiad.  Wh««  >a  tm  fWcwa  Locaiac'>  dry  {Casury) 


Aoovau  of  SmrM  Spouaa  {5ra*<.  oiy.  and  anuriay  rf  ouunM  *h#  U.5.J 


Fonnar  Spot****)   Cornptata  *•  toiowtng  aooul  your  »tvmar  apouaaia).  u»  Nam  snaaia  il  n<MdM 

rancfs 


Stata    ZIP  Coda 
I      1      I      '      I      ' 


Counry  ol  Guanahip 


CCTT 


ThanGtvaDaai 

n 


DawolB,* 


Plata  of  Birth  I'lnOuda  CDurviy  *  outside  t»US) 


DaieMrtrrexT 


Placa  Uarrwd  finoude  country  if  oui&de  »»US, 


Sula 

I       I 


s 


arw7 
Dnrorced 


UenfrvOayrVeer 


II  Dnrorced.  Whaca  a  me  Hecord  located?  City  (Country! 


duress  of  t-ormer  Spouse  (Street  ory.  and  county  it  ouuude  the  L1 5  / 


Slala    ZIP  Coda 
I      I      I      I      I      I 


19       PERSONS  UVING  WITH  YOU  

Does  the  allien  ol  another  country,  or  a  tinned  Statat  allien  by  orner  man  birth,  live  at  your  residence?   II  "Yes,"  provide  iha 
information  raquirad  balow.    If  a  Unttad  Stales  allien  by  otner  (nan  birth  lives  with  you,  show  both  "United  Slate*-  and  prior 
country  of  auzenship  balow.   Don  t  list  your  spouse  or  otnar  relatives  you  provided  in  question  1 7. 


Nam*  ol  P-araon 

Countrv  ol  Cfliianahlp 

Ratal  lonaNp 

Irni  CaonctuOaa  Harl  i  ol  ir««  k-ii     II  you  nav«  mmo  Peiga  *  conunuimofi  »n«#*"J    o>  mam  tnttu  10 

camohiia  *nt  o>  ria  ouasaona  nt  Pan  1.  gna  via  m^rttm  lor  ttoaa  Quatoona  m  r-»  apaca  k>  na  ngnt                                                                    "^ 

Enter  your  Sooai  Security  Number  before  going  to  the  next  page                                             -*>  |    ,  ,   | .  |   ,  j .  |  ,  ,  , 
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Standard  Form  M 
Revised  December  1990 
US.OIfca  oi  Personnel  Management 
FPM  Chapter  732 


QUESTIONNAIRE  FOR 
SENSITIVE  POSITIONS 
(For  National  Security) 


OUe  No  X0S-0O97 
HSU  ftatVOO-tM-eXK 
H-110 


Part  2 


20    YOUR  SELECTIVE  SERVICE  RECORO 

a.  A/a  you  a  mala  bom  after  Oacambar  31 .  1959'   If  "No,"  go  lo  21.   If  "Ya»,"  go  to  b. 

b.  Hava  you  regtsiered  with  ma  Selective  Sarvica  System?   11  "Yes,"  provide  your  registration  number.   II 
reason  lor  your  legal  aiamption  below. 


No,"  show  pa 


Yai 


No 


Reo-xtraaon  Numoar 


Lagal  Eiemooon  Explanation 


21 


YOUR  MILITARY  RECORO 

a.     Hava  you  aver  reoaived  other  than  an  honorable  discharge  (rom  the  miliary'   H  "Yes,"  provide 

Data  of  Discharge  (Month  end  Yttrr  Type  of  Discharge: 

O 


Hava  you  ever  bean  subiect  to  counmartial  or  other  disciplinary  proceedings  under  the  Uniform  Code  ol  Military  Justice? 
If  "Yes,"  list  any  disciplinary  proceedings  in  the  last  15  years  and  all  couns-marnal.  (Include  non-iudiaal  and  Captain's 
mast,  ate.) 


Vas       No 


Monrh/V.« 

Cnxrg.  or  Specification  /  Action  Taken 

Place  (dry  and  courrrr/touwy  il  ouirjf  r«  uniied  Sraml 

Siate 

1 

1 

22    YOUR  EMPLOYMENT  RECORO 

Yes 

No    | 

backward. 

providing  dale  fired,  quit,  or  left,  and  other  information  requested. 

Us*  the  following  codes  and  explain  the  reason  your  employment  was  ended 

1  -  Fired  from  a  job  3  -  Left  a  fob  by  mutual  agreement  following  allegations  of  misconduct 

2  ■  Omt  a  | ob  after  being  told      4  -  Lett  a  job  by  mutual  agreement  following  allegations  of 

you'd  be  Ared  unsatisfactory  performance; 


Left  a  job  for  other  reasons 
under  unfavorable  circumstances 


MonrrvYMT 

Cede 

Specify  Renon 

Employer-!  Name  and  Addrexx 

State 

1 

ZIP  Code 
1      1     1     1 

1 

1      1      1     1 

23    YOUR  POLICE  RECORD   rOo  nor  include  anything  mar  happened  before  your  1 6tfi  birthday.) 

Yes 

No 

a.    Have  you  ever  been  charged  with  or  convicted  of  any  felony  oflense? 

b.    Have  you  ever  been  charged  with  or  convicted  of  a  firearms  or  explosives  offense' 

C.    Are  there  currently  any  charges  pending  against  you  for  any  criminal  offense7 

d.    Have  you  ever  been  charged  with  or  convicted  of  any  offense!,;)  related  to  alcohol  or  drugs? 

e.    m  th 
c,  or 

i  last ! 

d  aba 

i  years,  have  you  been  arrested  for.  charged 
re?   {leave  oof  traffic  fines  of  'ess  than  $100 

with,  or  convicted  for  any  offense(s)  not  listed  in  response  to  a.  t>. 
) 

If  you 

answered  "Yes"  to 

I,  b,  c.  d.  or  e  abo/e 

explain  your  answer(s)  in  the  space  provided. 

MomtvYear 

OHen«e 

Action  iMn 

L«w  En*3rc#m#ni  Aumonn1  Of  Court  (C4y  and  oeteWWBaieiey  *  Ourvo.  rw  u  St 

Stale 

1 

/IP  Coo. 
1       1      1      1 

1 

1      1      1      1 

24    YOUR  MEDICAL  RECORO 

Yes 

No 

a.    Have  you  expenenced  problems  on  or  off  the  job  because  of  any  emotional  or  mental  condition? 

b.    Hava 

you  ever  seen  a  hea 

Jth  care  professional 

lor  any  of  the  types  ol  problems  mentioned  above? 

It  you  answered  "Yes"  to  questions  a  or  b.  explain  below 


Uomn/Year  UonirvT.tr 
To 


Enter  your  Social  Security  Number  before  going  to  the  next  page 
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ILLEGAL  DRUGS  ANO  ALCOHOL 

«.    In  the  Imi  5  yMrt.  have  you  used,  possessed,  supplied,  or  manufactured  any  illegal  drugs?  When  used  without  a 

fxeecrfption.  illegal  drug*  induda  man.uana.  cocaine,  hashish,  narooncs  (opnjm.  morprane.  codeine,  harom.  etc.).  stimulants 
(cocaine,  amphatarfanaa.  ate),  depressants  (barbnurates.  methaquaione.  franqusizers.  ate.).  ha«uc»ioganica  (LSD.  PCP, 
ate.).  fWOTE.  The  intormuHit)  you  provide  in  response  to  trts  guesson  wiff  not  £>•  provided  tor  us*  in  any  amni 
procoeefngi  agamtt  you.) 


b. 


Hava  you  experienced  problems  (disciplinary  actions,  evictions.  lormaJ  complaints,  etc.)  on  or  otl  a  )ob  from  your  use  ot 
illagal  drugs  or  alcohol? 


II  you  answered  "Yes"  to  question  a  or  b  above,  provide  kHormanon  ralaong  to  the  typa*  o(  substance(s).  It>a  nature  ol  the  activity  and 
any  other  daiailt  reianng  to  your  involvement  with  illagal  drugi  or  atoohol.   Induda  any  treatment  or  counieung  recaivad 
UonrtvVear  BSSffim  I 


To 


Type  of  Substance 


biounaaorT 


26    YOUR  INVESTIGATIONS  RECORD 

j.    Has  the  United  States  Government  ever  investigated  your  background?   It  -Yea,-  use  »<e  codes  that  lollow  to  provide  the 
requested  intormaton  below.   It  "Yes,-  but  you  cant  recall  »>e  nvesllgaTIng  agency  and/or  the  security  clearance  received, 
enter  -Other"  agency  coda  or  dearance  code,  as  appropriate,  and  -Don't  know-  or  'Donl  recall"  under  the  "Other 
Agency*  heading,  below.   It  your  response  is  "No,"  or  you  donl  know  or  can!  recall  »  you  were  investigated  and  deared 
check  ihe  "No*  box. 


Yes  I    No 


Codm  tot  InveiDginng  Agency 

1  -  Oelense  Oeoartmont 

2  -  Sim*  Department 

3  -  OKca  of  Personnel  Menogwiieiii 


<     FBt 

5  •  Treeejnr  Oeoarmem 

•  •  Omer  tSpmaffl 


Code 


Ornor  Agency 


ijodos  lor  tMcunrr  Ueam 
0-  Notneound 


3  •  Too  Seen* 

4  •  Senerre  Ccrnoanmentod  rmormjic 

5  •  O-Swnvene 


s  -  ONanMneove 
7-1 

•  ■  On» 


OearanM     MonsWow     Agency    Oner  Agency 
Code  Code 


b. 


Ci*avanc« 
Cod* 


To  your  knowr««jg«.  hava  you  avar  had  a  daaranca  Of  accau  authorization  danad,  luspandad.  Of  ravokad.  or  hava  you 
avar  baan  dabarrad  from  govammani  arnptoymant7   It  *Yai,"  gtva  data  ol  action  and  agancy. 


Dapanrnant  or  Aootcv  iMnj  Acoon 


Oparvmani  or  Aoartcy  TeWiing  Action 


27 


YOUR  FINANCIAL  RECORD 

a.    In  »ie  last  5  years,  hava  you.  or  a  company  over  which  you  eierdaed  some  control,  tiled  tor  bankruptcy,  been  declared 

bankrupt,  bean  subject  to  a  tax  lien,  or  had  legal  judgment  rendered  against  you  lor  a  debt?   It  you  answered  "Ye»," 

provlde  date  ol  initial  action  and  other  intormanon  requested  below. 


UomfvVow 


type  ol  Acoi 


Nemo  Acnon  Occurred  unoor 


Name/Address  ol  Coun  or  Agency  Honot>ng  Cam 


Yea      No 


b.     Are  you  now  over  180  days  delinquent  on  any  loan  or  linanaal  obligation?   Indude  loans  or  obligations  funded  or 
guaranteed  by  the  Federal  Government    (It  an  SF  171,  Application  lor  Federal  Employment,  mil  be  attached,  you  do 
not  need  to  repeat  Federal  Government  delinquencies.   See  Ihe  instructions  headed,  "How  is  the  SF  1 71  used  mih 
this  form7"} 

H  you  answered  "Yes,"  provide  The  information  requested  below: 


/IP  Com 
I      I      I 


I      I      I      I 


Monewew 

Type  of  loan  or  Obtrgaton 
end  Account  a 

Hame/AOdrfrti  ol  Cied'lor  or  6c*geo 

Sum 

1 

.'iPtoo. 

1    1    1    1 

1 

1    1    1    1 

1    1    1    1 

Enter  your  Social  Security  Number  before  going  to  the  next  page                                             ^» 

i  i  !•[  '  l-l  i  i  i 

114 


28    YOUR  ASSOCIATION  RECORD 

a.  In  the  l«t  iSyiin.  hay*  you  been  an  officer  or  a  member  or  mad*  a  contribution  to  an  organization  dedicated  to  the 
violent  overthrow  ot  tha  United  Stales  Govammant  and  which  engages  in  illegal  activities  id  thai  and.  knowing  that  tha 
organization  engages  tn  tuoti  activities  with  tha  soecrfic  intent  to  further  six^i  actlvtuai? 


Yea      No 


In  tha  last  15  years,  hava  you  knowingly  engaged  in  any  acta  or  actrvrbes  designed  to  ovarthrow  ffie  Unnad  Sutaa 
Govammant  by  torca?   it  you  answer  ad  "Yaa*  to  a  or  b,  explain  In  tha  apaca  batow: 


Continuation  Space 


use  tna  continuation  sneat(s)  {SF  86A)  tor  additional  answers  to  questions  g,  io,  and  11.  Usa  tha  spaca  batow  to  conmue  answers  to  an  oiner 
Questions  and  any  information  you  would  like  to  add  If  mora  spaca  Is  naadad  than  what  It  prowled  batow.  usa  a  blank  thaat(s)  of  pacer  Start 
each  sheet  with  your  name  and  Social  Sacunry  Number     Before  each  answer.  Identity  the  number  of  trie  question. 


After  completing  Pans  1  and  2  of  this  form  and  any  attachments,  you  should  review  your  answers  to  all  questions  to  make  sure  the  form  is 
complete  and  accurate,  and  then  sign  and  date  the  following  certification  and  sign  and  date  the  release  on  page  10.   if  you  attach  an  SF  171. 
Application  for  Federal  Employment,  make  sure  that  it  is  updated  and  that  any  information  added  to  the  SF  171  is  initialed  and  dated. 


Certification  That  My  Answers  Are  True 

I  read  each  question  asked  ot  me  and  understood  each  question.  My  statements  on  this  lorm,  and  any  attachments  to  this 
lorm.  are  true,  complete,  and  correct  to  the  best  ol  my  knowledge  and  belief  and  are  made  in  good  faith.  I  understand  that 
a  knowing  and  willful  false  statement  on  this  form  can  be  punished  by  line  or  imprisonment  or  both. 

— — ~~  TOaS 


S^ntiuT*  /6*pn  n  "+) 


Enter  your  Social  Security  Number  before  going  to  the  next  page 


I  I 


1   i 


J 
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Standard  form  86 

R»vis»d  D»c«fT*sr  1990 

U  S  Offlc*  of  P»rsonn«l  Management 

FPM  Chapter  732 


OMBNn    32O6-O007 
NSN  7^40-00-634- O D6 


UNITED  STATES  OF  AMERICA 

AUTHORIZATION  FOR  RELEASE  OF  INFORMATION 

Carefully  read  this  authorization  to  release  information  about  you,  then  sign  and  date  it  in  ink. 

I  Authorize  any  investigator,  special  agent,  or  other  duly  accredited  representative  of  the  U.S. 
Office  of  Personnel  Management,  the  Federal  Bureau  of  Investigation,  the  Department  of  Defense, 
and  any  authorized  Federal  agency,  to  obtain  any  information  relating  to  my  activities  from 
schools,  residential  management  agents,  employers,  criminal  justice  agencies,  retail  business 
establishments,  or  other  sources  of  information.  This  information  may  include,  but  is  not  limited 
to.  my  academic,  residential,  achievement,  performance,  attendance,  disciplinary,  employment 
history,  and  criminal  history  record  information. 

I  Understand  that,  for  financial  or  lending  institutions,  medical  institutions,  hospitals,  health 
care  professionals,  and  other  sources  of  information,  a  separate  specific  release  will  or  may  be 
needed,  and  I  may  be  contacted  for  such  a  release  at  a  later  date. 

I  Further  Authorize  the  U.S.  Office  of  Personnel  Management,  the  Federal  Bureau  of 
Investigation,  the  Department  of  Defense,  and  any  other  authorized  agency,  to  request  criminal 
record  information  about  me  from  criminal  justice  agencies  for  the  purpose  of  determining  my 
eligibility  for,  assignment  to,  or  retention  in,  a  sensitive  position,  in  accordance  with  5  U.S.C.  9101. 

I  Authorize  custodians  of  records  and  sources  of  information  pertaining  to  me  to  release  such 
information  upon  request  oflhc  investigator,  special  agent,  or  other  duly  accredited  representative 
of  any  Federal  agency  authorized  above  regardless  of  any  previous  agreement  to  the  contrary 

I  Understand  that  the  information  released  by  records  custodians  and  sources  of  information  is 
for  official  use  by  the  Federal  Government  only  for  the  purposes  provided  in  this  Standard  Form 
S6,  and  may  be  rcdisclosed  by  the  Government  only  as  authorized  by  law. 

Copies  of  this  authorization  that  show  my  signature  arc  as  valid  as  the  original  release  signed  by 
me.   This  authorization  is  valid  for  two  (2)  years  from  the  date  signed. 


Signature  (Sign  in  tnk) 

Full  N.m.  ( typm  or  Pnnl  IjgiUyt 

Date  ;>ig««d 

OlUrH.iM.UMd 

Socitl  S«currly  Numwr 

1       1       |    -  1       1      1    •  1      1       1       1 

Currant  Addnm  I'Sir—t.  Curl 

5U1. 

1 

ZIP  Cod. 

1      1      1      1 

Horn*  Telephone  hume** 
(Inch***  Arm  Codmi 

\      1 
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Mr.  Edwards.  One  of  the  witnesses  spoke  to  the  process  that 
they  go  through  when  they  ask  you  about  mental  health  problems. 
Do  they  ask  you  to  list  the  doctors?  The  hospitalizations?  Does  it 
ask  you  if  you  have  been  mentally  ill? 

Mr.  Bowers.  Mr.  Chairman,  the  Department  of  Defense  actually 
has  rather  detailed  instructions  which  I  do  not  have  with  me.  My 
recollection  is  it  is  a — sort  of  an  ideal  cross-examiration.  Tell  me 
all  your  mental  health  problems  in  your  entire  life.  It  details  some 
things;  in  some  places  it  lists  sort  of  specific  mental  illnesses.  The 
door  is  generally  open  there.  There  is  a  requirement  to  disclose  ev- 
erything. It  is  hard  to  narrow  it  down. 

It  is  purposely  vague  in  order  to  encompass  everything  over  an 
entire  life. 

Mr.  Edwards.  Do  you  have  hallucinations?  Do  you  sleep  well? 
Questions  like  that? 

Mr.  BOWERS.  I  know  it  inquires  about  hallucinations.  I  am  hesi- 
tant to  go  forward  before  you  and  speculate  as  to  what  else  it  says. 
I  apologize  for  not  having  it  with  me. 

Mr.  Edwards.  How  about  personal  questions  about,  say,  your  sex 
life?  Are  we  past  the  stage  of  asking  about  that  now?  Whether  or 
not  you  are  a  homosexual? 

Mr.  Bowers.  The  way  the  sexual  question  would  come  up  was 
if  a  person  was  suffering  stress  due  to  sexual  dysfunction  or  mari- 
tal discord  that  sort  of  thing.  If  that  resulted  in  stress  for  an  indi- 
vidual, he  went  to  a  mental  health  counselor,  that  would  be  re- 
quired to  be  disclosed  because  if  they  saw  a  mental  health  coun- 
selor, they  have  to  disclose  why.  A  mental  health  counselor  is  not 
defined. 

Mr.  Edwards.  Have  you  ever  consulted  a  psychiatrist?  Is  that  a 
question? 

Mr.  Melrose.  Mr.  Chairman,  if  I  might  quote  from  the  form  86 
here  which  I  will  be  happy  to  leave  with  you.  Question  24,  your 
medical  record,  has  two  parts.  "Have  you  experienced  problems  on 
or  off  the  job  because  of  any  emotional  or  mental  condition?  B, 
Have  you  ever  seen  a  health  care  professional  for  any  type  of  prob- 
lems mentioned  above.  If  you  answer  yes  to  question  A  or  B,  please 
explain  below." 

The  reference  to  financial  records,  which  is  question  27  is  "In  the 
last  5  years,  have  you  or  a  company  over  which  you  ever  exercised 
some  control  filed  for  bankruptcy,  et  cetera?" 

I  believe  you  asked  for  drug  use.  That  also  states  in  question  25, 
"In  the  last  5  years,  have  you  used,  possessed,  supplied,  or  manu- 
factured illegal  drugs?" 

Mr.  Edwards.  Let's  say  you  answered  the  question  yes,  I  con- 
sulted a  psychiatrist  4  years  ago.  Would  they  ask  to  talk  to  the  psy- 
chiatrist? Or  they  ask  you  to  provide  records? 

Mr.  Melrose.  They  can  ask  for  a  release.  They  don't  in  every 
case  ask  for  a  release.  The  State  Department  medical  reports  are 
available  but  not  to  the  extent  that  medical  competence  is 
abridged.  Outside  medical  help,  they  can  ask  for  a  release.  I  have 
a  copy  of  that  release  form,  too,  if  the  committee  would  like  that? 

Mr.  Edwards.  Yes.  We  would  like  that  for  the  record,  please. 

[The  information  follows:] 
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Attachment  6-13  "E" 


DEPARTMENT  OF  STATE 

Wa!n...jlo«,  D.C.     29120 


DATE: 


This  release,  when  presented  by  a  duly  authorized 
representati/e  of  the  United  State  Department  of  State, 
will  constitute  my  consent  and  authority  for  such 
representative  to  examine  the  records ,  obtain  copies 
of  such  records,  and  secure  information  relating  to  any 
hospitalizations/  confinements  or  other  medical  care, 
military  or  civilian. 

I  hereby  release  said  hospitals,  institutions,  their  officers, 
agents  an  employees,  as  well  as  individuals,  from  any 
and  all  liability  for  damages  of  whatever  kind  or  nature 
which  may  at  any  time  result  to  me  on  account  of 
compliance  with  the  above  authorization,  or  any  attempt  to 
comply  with  same. 


Signature  of  Applicant 
Address     " 


WITNESS; 


Special  Agent 
O.S.  Department  of  State 
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Mr.  Edwards.  All  four  of  you  ladies  and  gentlemen  were  present 
during  the  testimony  of  the  Department  of  State  and  the  State  De- 
partment. All  of  those  witnesses  testified  that  things  have  im- 
proved substantially  in  the  last  few  years.  I  think  we  have  a  dis- 
agreement with  them  insofar  as  you  are  concerned;  is  that  correct? 

Mr.  Bowers.  Yes. 

Ms.  Moten.  Mr.  Chairman,  if  we  could,  we  appreciate  the  De- 
partment of  Defense  and  Department  of  State  making  efforts  to  im- 
prove things.  Still  employees  have  no  right  to  appeal  before  an  im- 
partial tribunal.  Until  such  time  as  that  is  afforded  to  employees, 
we  are  not  going  to  be  satisfied. 

Ms.  Gilman.  We  agree  with  that.  That  is  the  bottom  line  here. 

Mr.  Bowers.  Mr.  Chairman,  if  I  may  add.  On  April  15  of  last 
year,  we  received  an  injunction  against  one  of  the  Department  of 
Defense  forms.  That  injunction  has  since  been  removed  by  the 
court  of  appeals  on  a  procedural  problem,  not  on  the  merits.  After 
the  injunction  was  publicized,  I  personally  received  over  200  phone 
calls  before  I  stopped  keeping  a  phone  log  concerning  individual 
problems.  They  were  members  of  my  union,  other  unions,  inves- 
tigators in  the  process.  I  was  overwhelmed.  It  was  an  extraordinary 
outpouring  reaching  to  me.  Frequently  these  calls  reached  me  be- 
cause they  called  the  judge.  They  called  the  judge's  chambers  and 
the  clerks  had  my  phone  number  ready  to  give  it  to  me. 

Mr.  Edwards.  Tell  us  about  that  case.  Who  was  the  complain- 
ant? 

Mr.  Bowers.  The  National  Federation  of  Federal  Employees  filed 
against  the  Department  of  Defense.  The  caption  of  the  case  is 
NFFE,  the  acronym  for  the  union,  versus  Greenburg.  It  was  a  fa- 
cial challenge.  We  challenged  the  Government's  right  to  use  the 
Department  of  Defense  form  398-2  entitled  "The  National  Agency 
Questionnaire."  We  contended  the  questions  that  I  have  gone  over 
here  and  the  release  violated  to  the  constitutional  right  to  privacy. 

Judge  Harold  Greene  of  the  U.S.  District  Court  for  the  District 
of  Columbia  agreed  with  us  on  the  four  questions  I  described.  He 
did  not  address  the  release  and  issued  an  injunction  prohibiting 
the  Department  of  Defense  from  asking  those  questions  to  the 
union  members. 

This  was  appealed  in  the  Court  of  Appeals  for  the  District  of  Co- 
lumbia Circuit,  which  removed  the  injunction  on — I  believe  Janu- 
ary or  the  first  day  of  February  of  this  year  and  we  are  back  before 
Judge  Greene. 

Mr.  Edwards.  Mr.  McCloskey. 

Mr.  McCloskey.  Thank  you  very  much,  Mr.  Chairman. 

Maybe  just  a  few  general  comments.  We  are  not  going  to  clean 
all  of  this  up  today. 

Given  the  overall  approaches  of,  let's  say,  management  that  was 
here  before,  and  then  hearing  your  concerns,  I  think,  as  the  chair- 
man partially  alluded,  I  think  it  is  safe  to  characterize  the  manage- 
ment statements  as  saying  that  overall  there  is  tremendous  fair- 
ness and  really  relatively  few  people  get  involved  in  this  adversar- 
ial or  negative  review  process  and  ultimately  very,  very,  very  few 
that  get  suspended. 
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Could  you  comment?  I  think  I  know  the  answer  I  will  get.  Could 
you  comment  on  that  as  to  just  how  big  an  issue  is  this?  Particu- 
larly with  respect  to  DOD  and  civil  service  employees?  Is  this  thing 
churning?  Do  you  have  relatively  few  people  saying,  hey,  you  have 
to  take  up  my  case. 

Ms.  Moten.  I  will  have  to  check  with  our  litigation  department 
to  see  the  numbers  available.  As  far  as  we  are  concerned,  if  it  is 
only  one  case  where  somebody  has  no  opportunity  to  appeal,  that 
is  too  many. 

Mr.  McCloskey.  I  understand  that. 

Ms.  Moten.  I  will  be  happy  to  try  to  supply  numbers  for  the 

record. 

Mr.  McCloskey.  I  am  not  looking  for  numbers  as  such.  1  have 
numbers  in  my  notes.  I  mean  just  from  your  work,  the  people  you 
come  in  contact  with,  how  big  an  issue  is  it? 

Ms.  Moten.  For  our  purposes  it  is  a  very  big  issue  with  union 
officials.  We  find  often  supervisors  simply  decide  that  because  they 
cannot  fire  somebody  for  union  activity,  they  will  try  to  figure  out 
another  way  to  get  around  the  system. 

Mr.  McCloskey.  Can  you  document  that? 

Ms.  Moten.  We  have  one  case  in  particular  which  is  very  recent 
that  I  will  be  happy  to  provide. 

Mr.  McCloskey.  Mr.  Bowers,  you  obviously 

Mr.  Bowers.  Yes,  I  have  a  lot  of  experience  in  this.  I  look  for- 
ward to  having  it  resolved  someday.  Again  200  phone  calls  came 
in  that  I  logged  in  before  I  stopped.  Many  of  those  phone  calls  were 
individuals  who  were  being  investigated.  In  other  words,  they  had 
made  some  sort  of  response  in  their  forms  and  the  investigators 
were  coming  to  meet  with  them.  They  were  fighting  it.  That  is  typi- 
cally the  way  this  came  up. 

Other  individuals  had  had  their  clearance  revoked  and  needed  a 
lawyer.  I  kept  an  index  of  lawyers  that  practice  throughout  the 
United  States  by  my  phone  so  I  could  refer  them  out  as  these  came 
in.  I  believe  that  the  reason  many  of  these  security  revocations  are 
not  appealed  is  the  individual  doesn't  want  to  take  it  on. 

They  do  not  want  to  take  on  the  Department  of  Defense  or  the 
other  agencies  by  themselves.  Federal  employees  don't  make  very 
much.  They  cannot  afford  to  pay  a  lawyer  thousands  of  dollars  to 
represent  them  in  this  context.  There  are  not  many  attorneys  that 
have  experience  in  this  area.  Most  of  them  are  not  the  ma  and  pa 
sort  of  sole  practitioners.  They  are  the  big  firms.  Federal  employees 
cannot  afford  the  big  firms  even  though  it  means  the  ends  of  their 
career.  They  tend  to  bite  the  bullet  and  go  on. 

Mr.  McCloskey.  Any  other  comments? 

Mr.  Melrose.  I  would  say  there  are  a  significant  number  of 
cases,  significant  enough  to  warrant  attention.  In  many  cases,  the 
ones  that  we  hear  about  are  quite  egregious.  I  believe  Assistant 
Secretary  Quainton  referred  to  one  going  on  for  well  beyond  5 
years  now  that  has  not  been  resolved.  There  are  others  that  are  ap- 
proaching 4,  3;  GAO  found  that  6  months  to  4  years  was  not  un- 
usual. This  is  a  loss  of  productive  work  time. 

Mr.  McCloskey.  I  would  say  it  has  been  mentioned  before,  but 
this  can  cause  massive  disruption,  it  can  be  a  total  staggering  blow 
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even  with  many  cases  evidently  showing  whatever  was  ginned  up 
against  them. 

Mr.  Melrose.  When  you  assume  every  American  employee  of 
State,  AID,  and  USIA  requires  a  clearance  to  perform  job  duties, 
that  all  represents  lost  work  time  at  a  cost  to  the  taxpayers. 

Ms.  Gilman.  I  think,  also,  Mr.  Chairman,  there  is  an  impact  on 
people  who  know  that  they  could  be  subjected  to  this.  Even  if  they 
are  not.  We  had  some  cases  in  the  last  couple  of  years  where  people 
who  had  been  in  positions  for  many  years  all  of  a  sudden  were 
being  told  they  were  going  to  need  a  clearance  for  that  position  and 
had  to  fill  out  the  standard  form  86. 

And  I  can  tell  you  those  people  were  extremely  upset  that  if  they 
made  a  mistake  in  filling  out  the  form  that  at  some  point  they 
could  be  faced  with  this  procedure  in  which  they  would  have  no 
meaningful  review. 

So  there  is  an  impact  on  people,  the  vast  majority  of  people  who 
never  end  up  in  a  procedure  like  this  but  who  know  that  that  could 
end  their  career. 

Mr.  McCloskey.  This  may  be  a  subjective  question.  Maybe  I 
have  one  other  question  after  this.  In  your  opinion,  is  there  a  par- 
ticular personality  type  that  has  a  certain  relish  or  zeal  in  pursu- 
ing such  information? 

Ms.  Gilman.  I  can't  answer  that. 

Mr.  Bowers.  I  don't  understand  your  question.  I  am  sorry. 

Mr.  McCloskey.  What  is  running  all  this  at  the  grassroots?  In 
the  workplace?  I  guess  subjectively  speaking,  you  can  view  it  as 
building,  unnecessarily  and  arbitrarily,  a  sleaze  pool  of  true  and 
untrue  information  on  specified  individuals. 

In  your  experience  do  people  take  joy  in  doing  this? 

Mr.  Bowers.  I  can  suggest  this  answer:  That  just  generally  in 
employment  relations,  be  it  private  sector  or  public  sector,  some- 
times a  supervisor  doesn't  like  an  employee.  When  that  sets  in, 
they  find  a  way  to  get  them.  Certainly  the  security  process  provides 
an  opportunity  to  get  them  because  there  is  no  neutral  forum. 
Managers  up  the  chain  of  command  have  a  tendency  to  want  to 
support  the  lower  decision  and  find  reason  why  the  lower  super- 
vision was  right.  It  is  a  vise,  which  is  why  we  need  a  neutral  forum 
to  review  these  problems. 

Mr.  McCloskey.  Can  the  types  of  information  that  are  the  sub- 
ject of  legitimate  inquiry  be  more  definitively  specified  legislatively 
or  administratively  than  is  the  case  right  now? 

Ms.  Gilman.  I  believe  it  can. 

Mr.  Bowers.  Would  uniform  standards  be  helpful?  Only  if  there 
is  a  neutral  forum  to  apply  it. 

Mr.  McCloskey.  As  is  mentioned  in  my  opening  statement, 
which  was  just  submitted  for  the  record,  staff  tells  me  we  have 
been  notified  as  to  one  civil  service  employee,  who  was  a  whistle- 
blower,  who  was  ordered  on  three  occasions  to  submit  to  psy- 
chiatric examination,  and  was  given  a  clean  bill  of  health  all  three 
times.  He  refused  a  fourth  psychiatric  examination  and  lost  his  se- 
curity clearance. 

Do  you  have  any  comment  on  that  type  of  practice,  either  admin- 
istratively or  vis-a-vis  whistleblowers?  Is  there  more  to  do  in  that 
area? 
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Ms.  Moten.  I  think  there  has  been  discussion  about  whether 
whistleblower  protections  ought  to  be  applied  to  security  clearance 
applications  as  well.  We  support  that. 

Mr.  Bowers.  We  concur  whistleblowers  must  be  afforded  the  pro- 
tections. 

Mr.  Melrose.  I  agree. 

Ms.  Gilman.  I  agree. 

Mr.  McCloskey.  Thank  you  very  much. 

Mr.  Chairman. 

Mr.  Edwards.  I  have  one  question,  Mr.  Chairman.  The  witnesses 
from  the  Department  of  Defense  and  the  State  Department  testi- 
fied that  they  are  inching  forward  in  making  progress  toward  due 
process;  that  things  are  better  than  they  were  a  few  years  ago. 
They  also  all  said  they  have  a  way  to  go,  and  your  testimony  is 
that  they  have  a  long  way  to  go. 

I  think  your  testimony  is  very  compelling.  Have  you  gotten  to- 
gether? Are  there  some  recommendations  that  you  could  write  out 
that  would  be  of  help  to  the  two  committees?  I  know  some  of  the 
forms  that  you  refer  to,  you  would  like  to  get  rid  of  or  have  revised. 
Anything  else  that  is  a  constant  problem  for  your  people? 

Ms.  Moten.  Mr.  Chairman,  AFGE  has  made  several  suggestions 
and  it  is  on  the  last  page  of  our  testimony.  We  would  certainly  be 
enthusiastic  about  working  with  both  committees  to  try  to  draft 
legislation  to  achieve  that  purpose. 

Ms.  Gilman.  We  also  made  specific  suggestions  in  our  testimony. 
I  think  it  is  fairly  similar  to  AFGE.  We  would  be  happy  to  work 
with  other  groups  and  the  committees  to  try  to  come  up  with  a 
plan  for  legislation. 

Mr.  Bowers.  We  don't  have  any  problems  with  certainly  the  rec- 
ommendations made  by  the  other  unions.  We  have  made  one  as 
well. 

We  are  in  litigation.  Settlement  discussions  are  a  natural  part  of 
litigation.  Those  are  ongoing,  although  to  date  they  have  not  borne 
much  fruit.  We  shall  see. 

Mr.  Edwards.  I  think  that  would  be  very  helpful.  It  would  be 
helpful  to  us. 

I  have  no  further  questions. 

Mr.  McCloskey.  I  have  no  further  questions. 

Mr.  Edwards.  Thank  you.  You  have  been  very  helpful.  We  ap- 
preciate your  testimony. 

With  that,  the  subcommittees  shall  adjourn. 

[Whereupon,  at  11:30  a.m.,  the  subcommittees  adjourned,  to 
reconvene  subject  to  the  call  of  the  Chairs. 1 
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United  States  Department  of  State 
Washington,  D.C.     20520 


JUL  7  1993 


Dear  Mr.  Chairman: 

In  response  to  your  letter  dated  May  26,  enclosed  are 
replies  to  questions  addressed  to  the  Assistant  Secretary 
for  Diplomatic  Security,  Anthony  C.E.  Quainton,  following 
his  May  5  testimony  regarding  due  process  and  security 
clearance  practices  of  the  Department  of  State. 

Sincerely, 


Wendy  R.  Sherman 
Assistant  Secretary 
Legislative  Affairs 


Enclosure: 

As  stated. 


The  Honorable 

Don  Edwards,  Chairman, 

Subcommittee  on  Civil  and  Constitutional  Rights, 
Committee  on  the  Judiciary, 

House  of  Representatives. 
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RESPONSES  TO  WRITTEN  QUESTIONS  FROM 

CONGRESSMAN  FRANK  McCLOSKEY 

AND 

CONGRESSMAN  DON  EDWARDS 


Due  Process 


Question: 

How  many  security  clearances  has  the  State  Department 
issued  in  the  past  year? 


Answer: 

A  total  of  6,697  security  clearances  were  issued  in  fiscal 
year  1992  by  the  Department.   In  addition,  1,798  periodic 
reinvestigations  were  conducted  to  update  clearances  previously 
granted,  and  4,614  overseas  investigations  were  conducted  by 
the  Department  for  the  military  and  other  agencies. 

Question: 

Can  you  tell  me  whether  the  number  of  security  clearances 
has  increased  or  decreased  in  the  past  10  years? 

Answer: 

Clearance  requirements  fluctuate  from  year  to  year,  but 
have  generally  risen  over  the  years.   We  regret  that  data 
covering  past  years  is  only  partially  available  due  to  a  lack 
of  automation  of  our  operations,  but  a  project  is  ongoing  to 
integrate  all  of  our  processing  data  into  one  system. 
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Question: 

Is  there  anything  that  can  be  done  to  reduce  the  number  of 
security  clearances? 


Answer: 

Absent  downsizing  of  the  Department's  work  force,  the  most 
that  can  be  done  is  to  reduce  the  level  of  investigative  effort 
required.   In  this  regard,  during  this  past  year  the  Department 
revised  its  security  policies  to  promote  the  downgrading  of 
position  sensitivity  of  Civil  Service  jobs  to  permit  hiring 
based  on  lower  levels  of  clearance  for  many  jobs.   While  this 
policy  is  especially  applicable  to  those  hired  on  a  part-time, 
intermittent  or  temporary  basis,  many  permanent  positions  have 
been  downgraded  as  well.   Clearance  requirements  for  such 
positions  are  met  by  a  minimal  investigation  mandated  for 
suitability/security  evaluation  of  all  federal  applicants  by 
the  Federal  Personnel  Manual,  implementing  Executive  Order 
10450,  "Security  Requirements  for  Government  Employment." 

The  Department  has  limited  this  change  to  Civil  Service 
employees  due  to  the  requirement  for  worldwide  availability  for 
members  of  the  Foreign  Service.   Foreign  Service  employees  must 
remain  cleared  for  inherently  critical-sensitive  duties, 
regardless  of  the  level  of  access  to  classified  information 
they  require  at  any  given  time. 
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Question: 

Can  you  tell  me  now  much  the  State  Department  spends 
annually  on  its  National  Security  System?   Can  savings  be 
achieved  without  compromising  National  Security  by  reforming 
the  classification  system? 


Answer: 

The  Department  of  State  is  unable  to  identify  the  amount 
of  money  spent  specifically  to  protect  classified  information 
because  so  many  of  its  security  programs  concomitantly  address 
several  concerns,  such  as  protecting  people  as  well  as 
documents.   For  example,  the  Department  has  guards  at  most 
embassies  overseas  and  domestically  at  Main  State  and  various 
annexes.   The  guards  protect  not  only  classified  information, 
but  employees  and  property.   Thus,  it  is  impossible  to  isolate 
that  portion  of  the  guard  cost  specifically  attributable  to 
protecting  National  Security  Information. 

Dollar  savings  could  be  achieved  by  reforming  the 
classification  system  to  reduce  those  categories  of  information 
which  should  be  classified.   However,  these  savings  would  be 
achieved  over  the  long  term,  rather  than  overnight.   In  any 
event,  the  Department  will  still  need  secure  communications, 
storage  containers,  guards,  etc.,  to  protect  National  Security 
Information,  especially  at  overseas  posts;  and  the  volume  of 
information  being  declassified  may  in  fact  require  more 
declassif iers  for  a  short  time. 
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However,  it  is  expected  that  as  older  documents  are 
declassified  according  to  the  provisions  of  the  new  Executive 
Order  now  being  developed,  the  volume  of  information  needing  to 
be  safeguarded  will  decrease  and  savings  should  be  realized. 

Question: 

Unless  employees  are  given  reasons  for  unfavorable 
security  determinations,  a  chance  to  rebut  charges,  and  the 
right  to  appeal  to  an  independent  authority,  how  can  we  ensure 
a  "rational  relationship"  between  an  individual's  conduct  and 
specified  risk  factors  related  to  protecting  national  security 
information? 

Answer: 

The  Department  of  State  fully  agrees  with  the  need  for 
sharing  reasons  for  its  actions  with  employees,  and  for  an 
appeal  process  that  fully  takes  into  account  the  employee's 
rebuttal  and  that  produces  an  independent  decision  which 
balances  the  interests  of  the  employee  with  that  of  national 
security.   Since  the  mid-1980s,  State's  procedures  have 
provided  employees  timely  access  to  reports  of  investigation 
and  summaries  and  analyses  of  information  upon  which  we  have 
based  determinations  that  an  employee's  clearance  was  no  longer 
clearly  consistent  with  the  interests  of  national  security. 

Before  adverse  actions  (i.e.,  revocations  or  reductions 
of  clearances)  are  taken,  employees  are  first  interviewed  to 
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obtain  "their  side  of  the  story"  on  allegations  that  may  lead 
to  adverse  actions.   Most  security  concerns  are  resolved 
through  such  direct  interviews.   If  a  clearance  has  been 
suspended,  it  can  be  reinstated  at  that  point  without  further 
need  for  formal  processes.   If  an  issue  cannot  be  resolved, 
employees  are  then  given  documented  reasons  for  a  proposed 
action,  the  opportunity  to  review  their  security  file  (they  may 
do  so  with  their  legal  representative),  and  they  are  also  given 
a  chance  to  respond  in  writing  to  a  proposed  adverse  action. 
If  the  action  is  still  deemed  necessary,  the  employee  may 
appeal  the  action  to  a  panel  chaired  by  the  Under  Secretary  of 
State  for  Management.   The  Department  is  in  the  process  of 
restructuring  this  panel  to  remove  the  Assistant  Secretary  for 
Diplomatic  Security  from  the  panel  in  order  to  ensure  that  it 
not  only  is  independent,  but  also  is  perceived  to  be  so. 
Through  this  process,  State  carefully  ensures  that  the  few 
adverse  actions  it  takes  reflect  a  rational  relationship 
between  the  individual's  conduct  and  specified  security  risk 
factors . 

Question: 

During  periods  in  which  employee's  clearances  are 
suspended,  do  they  receive  or  can  they  obtain  periodic 
notification  of  the  status  of  their  case? 
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Answer: 

Yes.   In  fact,  State's  process  ensures  an  ongoing 
interaction  with  the  employee  throughout  this  period.   We 
require  a  personal  interview  as  part  of  any  investigative  basis 
for  adverse  action,  then  provide  written  grounds  for  the 
proposed  action,  as  well  as  an  opportunity  to  appeal  the 
decision.   During  such  an  appeal,  we  provide  for  the  employee 
and  his  or  her  attorney  an  opportunity  (if  desired)  to  review 
the  employee's  security  file,  in  accordance  with  existing 
procedures . 

Question: 

What  can  lead  to  undertaking  an  investigation  of  an 
employee  as  a  security  risk?   Can  an  anonymous  allegation  lead 
to  one? 

Answer: 

If  a  source  insists  on  remaining  anonymous,  the 
information  provided  will  be  pursued  only  if  deemed 
sufficiently  detailed  and  credible  to  reflect  a  direct 
awareness  of  specific  incidents  or  behavior.   The  Department 
would  not  consider  suspending  a  clearance  on  such  allegations 
unless  independently  corroborated  or  supported. 

While  allegations  can  come  to  our  attention  from  all  types 
of  sources,  to  include  some  who  wish  to  remain  anonymous,  the 
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Department  of  State  urges  all  sources  to  identify  themselves, 
even  if  they  wish  to  claim  confidentiality  protection. 
Regardless  of  the  source  or  nature  of  information  of  security 
concern  that  comes  to  our  attention,  the  Diplomatic  Security 
Service  attempts  to  resolve  credible  information  first  through 
direct  contact  with  the  employee.   By  interviewing  the  employee 
first,  we  are  often  able  to  avoid  interviewing  other  employees 
or  neighbors,  so  as  not  to  spread  allegations  needlessly  that 
are  potentially  spurious  and  could  damage  the  employee's 
reputation. 

With  the  forgoing  caveat,  information  relating  to  any  of 
the  following  areas  could  serve  as  the  basis  for  investigation 
of  an  employee  as  a  possible  security  risk: 

•  Involvement  in  sabotage  or  espionage; 

•  Advocacy  of  use  of  force  or  violence  to  overthrow  the  U.S. 
Government; 

•  Intentional  unauthorized  disclosure  of  classified 
information; 

•  Performing  duties  so  as  to  serve  the  interests  of  another 
country; 

•  Facts  which  indicate  an  individual  may  be  subjected  to 
coercion  .or  influence; 

•  Involvement  in  criminal  activity; 

•  Involvement  in  any  situation  that  calls  into  question  an 
individual's  discretion,  trustworthiness,  or  reliability; 
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•  Deliberate  misrepresentation,  falsification,  or  omission 
of  material  facts; 

•  Notoriously  disgraceful  conduct; 

•  Illness  or  medical  condition  which  causes  dysfunction  in 
normal  decision-making. 
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OFFICE  OF  THE  ASSISTANT  SECRETARY  OF  DEFENSE 

WASHINGTON.  DC     20301   3040 


0  '     l!II    10~3 

COMMAND    CONTROL  J  JUL       '  ^  -  -> 

COMMUNICATIONS 
ANO  INTELLIGENCE 

Honorable  Don  Edwards 

Chairman,  Subcommittee  on  Civil  and 

Constitutional  Rights 
Committee  on  the  Judiciary 
House  of  Representatives 
Washington,  DC.  20515 

Dear  Mr.  Chairman 

At  the  enclosure  are  the  responses  to  eight  questions  raised  concerning  our 
testimony  before  a  Joint  Hearing  of  the  Subcommittee  on  Civil  Service  and  the 
Subcommittee  on  Civil  and  Constitutional  Rights  on  May  5,  1993    Also  enclosed  is  a 
copy  of  the  recently  approved  changes  to  the  DoD  Personnel  Security  Program 
Regulation,  DoD  5200. 2-R,  implementing  the  recommendations  contained  in  the 
May  1992  General  Accounting  Office  report  concerning  due  process  procedures  in 
the  Department  of  Defense 

If  there  are  additional  questions  regarding  DoD  adjudicative  and  due  process 
procedures  please  do  not  hesitate  to  contact  me. 

A  copy  of  this  correspondence  has  also  been  addressed  to  Chairman  McCloskey 
and  the  Subcommittee  on  Civil  Service. 

Sincerely, 

Ray  W.  Pollari 

Acting  Deputy  Assistant  Secretary  of  Defense 

(Counterintelligence  and  Security  Countermeasures) 

Enclosures 
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DOD  RESPONSES  TO  QUESTIONS  FROM  THE  JOINT  SUBCOMMITTEES  ON  THE  CIVIL 
SERVICE  AND  CIVIL  AND  CONSTITUTIONAL  RIGHTS 

1  GAOTESTIFIEDTHATARMYUSESDIFFERENTPROCEDURESWITH  RESPECTTO 
ACCESS  TO  SCI  THAN  AIR  FORCE  AND  NAVY  -  SPECIFICALLY,  INDIVIDUALS  ARE 
NOTIFIED  BY  ARMY  THAT  THEY  WOULD  BE  DENIED  ACCESS  OR  THAT  THEIR 
ACCESS  WAS  BEING  REVOKED.  WHY  CAN'T  EACH  COMPONENT  OF  DOD  USE 
THE  SAME  PROCEDURES  ARMY  DOES? 

DOD  RESPONSE:  We  agree  with  your  suggestion  that  all  DoD  Components 
should  employ  consistent  notice  and  appeal  procedures  with  regard  to  a  denial 
or  revocation  of  a  security  clearance  or  access  to  sensitive  compartmented 
information  (SCI).  Accordingly,  DoD  will  pursue  a  change  to  the  SCI  due  process 
procedure  to  include  initial  written  notification  of  the  reasons  for  the  action. 
This  would  make  the  SCI  procedure  consistent  with  the  existing  notice  and 
appeal  procedure  for  DoD  security  clearances.  Furthermore,  the  Air  Force, 
Defense  Intelligence  Agency,  and  the  National  Security  Agency  are  currently 
employing  procedures  similar  to  Army's.  The  Navy  is  planning  to  implement 
these  procedures  once  their  adjudication  facilities  are  fully  consolidated. 

2  DO  YOU  THINK  SAVINGS  COULD  BE  ACHIEVED  WITHOUT  COMPROMISING 
NATIONAL  SECURITY  BY  REFORMING  THE  CLASSIFICATION  PROCESS-'  (I.E.  BY 
HAVING  A  SINGLE  GOVERNMENT-WIDE  CRITERIA  FOR  SECURITY  CLEARANCE, 
SAP,  AND  SCI  ACCESS,  HAVING  CENTRALIZED  ADJUDICATION) 

DOD  RESPONSE:  With  respect  to  the  issue  of  the  classification  (vice  clearance) 
process,  the  Information  Security  Oversight  Office  is  addressing  this  matter 
pursuant  to  the  PRD  29  mandate  to  revise  E.0. 12356  as  well  as  the  Joint 
DCI/SecDef  Security  Commission.  With  respect  to  a  single,  government-wide 
adjudication  criteria,  the  National  Industrial  Security  Program  (NISP),  in 
accordance  with  E.O.  12829,  hasdrafted  uniform  guidelines  fordetermining 
eligibility  for  a  security  clearance,  and  SCI  access.  Adoption  of  this  single 
standard  should  help  achieve  greater  uniformity  and  reciprocity  in  the  granting 
and  denial  of  security  clearances  and  SCI/SAP  access. 

3  WHAT  TYPE  OF  ACCUSATION  OR  INFORMATION  CAN  LEAD  TO  AN 
INVESTIGATION  OF  AN  EMPLOYEE  AS  A  SECURITY  RISK  ONCE  THEY  HAVE  A 
CLEARANCE'  CAN  AN  ANONYMOUS  ALLEGATION  LEAD  TO  THE  INITIATING  OF 
AN  INVESTIGATION^ 

DOD  RESPONSE:  information  or  accusations  that  could  lead  to  further 
investigation  relating  to  an  individual's  continued  reliability  and 
trustworthiness  include  abuse  of  drugs  or  alcohol,  spouse  or  child  abuse,  giving 
classified  information  to  unauthorized  persons,  felony  arrest(s)  or  conviction(s). 
falsification  of  government  documents,  or  failure  to  pay  creditors.  Essentially, 
anything  that  relates  to  the  potentially  disqualifying  factors  in  the  DoD 
adjudication  criteria  could  be  the  basis  for  initiation  of  an  inquiry  to  prove  or 
disprove  an  allegation.  An  anonymous  allegation  could  lead  to  the  initiation  of 
an  investigation  depending  on  the  nature,  seriousness  and  credibility  of  the 
allegation.  However,  any  such  investigation  will  be  sufficiently  comprehensive 
in  scope  to  resolve  the  allegation  and  will  always  include  an  interview  of  the 
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subject  in  order  to  afford  the  individual  an  opportunity  to  respond  directly  to 
the  charges. 

4  IN  WHAT  PERCENTAGE  OF  SCI  ACCESS  DENIAL,  SUSPENSION  OR  REVOCATION 
CASES  DOES  DOD  GIVE  NOTIFICATION  IN  WRITING?  IN  WHAT  PERCENTAGE  OF 
THOSE  CASES  DOES  DOD  PROVIDE  A  STATEMENT  OF  REASONS? 

DOD  RESPONSE:  It  is  DoD  policy  to  provide  written  notification  to  100%  of  the 
individuals  involved  in  the  denial  or  revocation  of  SCI  access  in  accordance  with 
the  policy  of  the  Director  of  Central  Intelligence.  However,  the  Director  of 
Central  Intelligence  Directive  1/14  does  not  require  that  the  individual  be 
provided  a  statement  of  the  reasons  for  the  denial  or  revocation,  unless 
requested.  No  written  notice  is  required  for  suspension  of  SCI  access.  While 
most  DoD  SCI  adjudication  authorities  voluntarily  provide  a  statement  of 
reasons  for  SCI  access  denials  or  revocations,  they  do  not  account  for  100%  of 
the  adverse  SCI  actions  undertaken.  If  the  due  process  policy  in  DCID  1/14  is 
revised  to  require  a  written  notification  of  reasons  in  the  first  instance,  then  it 
will  become  official  policy  for  all  SCI  denials  or  revocations  to  be  accompanied 
by  a  statement  of  reasons. 

5  IFTHE  CONSOLIDATION  FROM  18TO  8  WILL  REDUCE  COSTS  AND  HELP  ENSURE 
A  MORE  UNIFORM  APPLICATION  OF  BOTH  THE  DOD  AND  SCI  ADJUDICATION 
STANDARDS  AS  WELL  AS  THE  NOTICE  AND  APPEAL  PROCEDURES,  WOULDN'T 
FURTHER  CONSOLIDATION  CONTRIBUTE  MORE  TO  THESE  GOALS? 

DOD  RESPONSE :  The  decision  by  the  Deputy  Secretary  of  Defense  to 
consolidate  from  18  to  8  adjudication  facilities  will  promote  greater  consistency 
of  adjudicative  outcomes  and  due  process  procedures  and  will  save  $21  9 
million  through  FY  99.  Although  total  adjudicative  consolidation  was  estimated 
to  save  $11.5  through  FY  99,  the  Deputy  Secretary  weighed  a  number  of  other 
issLcS  before  deciding  on  eight  facilities  vs.  total  consolidation.  Among  those 
issues  was  that  the  eight  facilities  could  serve  as  a  logical  interim  step  towards 
total  consolidation. 

6  IS  IT  THE  PRACTICE  OF  ANY  DOD  COMPONENT  TO  REOPEN  CLOSED  CASE  FILES 
AND  TO  RESUBMIT  PREVIOUSLY  RESOLVED  CHARGES  IN  WHISTLEBLOWER 
CASES? 

DOD  RESPONSE :  This  office  is  not  aware  of  any  practice  by  DoD  clearance 
adjudication  facilities  to  reopen  closed  case  files  if  the  individual  subsequently 
comes  forward  under  the  Whistleblower  Protection  Act,  unless  new  information 
of  security  significance  becomes  available,  apart  from  the  fact  that  the  person  is 
disclosing  information  to  authorized  oversight,  audit  or  inspection  offices  or  to 
Congress. 

7  CAN  DOD  SUSPEND  OR  REVOKE  SOMEONE'S  CLEARANCE  BECAUSE  OF 
DISCLOSURE  OF  NON-CLASSIFIED  INFORMATION  -  FOR  EXAMPLE,  IF  SOMEONE 
MAKES  A  DISCLOSURE  THAT  IS  A  PROTECTED  DISCLOSURE  UNDER  THE 
WHISTLEBLOWER  PROTECTION  ACT  -  IF  THAT  DISCLOSURE  VIOLATES  A  DOD 
POLICY  OR  REGULATION? 
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DOD  RESPONSE:  DoD  adjudication  criteria  are  not  intended  to  require 
revocation  of  a  security  clearance  solely  because  of  disclosure  of  non-classified 
information  under  circumstances  protected  by  the  Whistleblower  Protection 
Act.  If  a  whistleblower  is  believed  to  have  engaged  in  activity  which  is  in 
violation  of  one  of  the  DoD  adjudication  criteria,  thus  bringing  into  question  his 
or  her  continued  trustworthiness  or  reliability,  then  appropriate  investigation 
would  be  initiated  to  attempt  to  resolve  the  issue.  In  the  event  such 
investigation  substantiated  a  violation  of  the  adjudication  criteria,  the 
individual  would  be  notified  in  writing  of  the  reasons  for  the  contemplated 
unfavorable  action  and  afforded  an  opportunity  to  reply  to  and  appeal  the 
decision  in  accordance  with  standard  DoD  due  process  procedures. 

HOW  DOES  THE  TIME  AND  COST  OF  PROVIDING  A  HEARING  DUE  PROCESS 
PROCEDURE  COMPARE  TO  THE  COST  OF  WRITTEN  PROCEDURES? 

DOD  RESPONSE    According  to  a  recent  draft  C3I  sponsored  study  by  the 
Defense  Personnel  Security  Research  Center  (PERSEREC)  report  on  the  subject  of 
due  process,  the  total  cost  of  hearing  due  process  procedures  for  contractor 
personnel  under  the  provisions  of  E.O.  10865,  including  an  appeal,  was  $9,354. 
This  contrasts  with  the  cost  of  the  written  due  process  procedures  for  military 
and  civilian  personnel  of  $914.  This  does  not  include  any  costs  attributable  to 
the  additional  206  days,  on  the  average,  that  it  takes  to  complete  the  E.O.  10865 
hearing  due  process  procedures  (426  days  vs.  220). 


137 


ASSISTANT  SECRETARY  OF  DEFENSE 

WASHINGTON.  O.C.    20301-1040 

June   29,    1993 

COMMAND.  CONTROL. 

COMMUNICATIONS  • 

ANO 

INTELLIGENCE  _— _— 

MEMORANDUM  FOR  DIRECTOR.  WASHINGTON  HEADQUARTERS  SERVICES 

SUBJECT:  Pen  and  Page  Changes  to  DoD  Directive  5200.2-R,  "Personnel  Security 
Program" 

Please  Issue  a  SD  Form  106-1.  "DoD  Directives  System  Transmittal," 
incorporating  the  following  pen  and  page  changes: 

Pen  Changes: 

1.  Index,  page  ii.  cross  out  1-314  DoD  National  Agency  Check  plus  Written 
Inquiries  (DNACI)...I-4 

2.  Index,  page  ii.  (renumber )  change  "1-315"  to  "1-314";  change  "1-316"  to 
"1-315":  change  T-317"  to  "1-316";  change  "1-318"  to  "1-317";  change  "1-319"  to  1- 
318";  change  "1-320"  to  "1-319";  change  "1-321"  to  "1-320";  change  "1-322"  to  1- 
321";  change  "1-323"  to  "1-322";  change  "1-324"  to  "1-323";  change  "1-325"  to  1- 
324";  change  "1-326"  to  "1-325":  and  change  "1-327"  to  "1-326" 

3.  Index,  page  ill.  (renumber)  change  "1-328"  to  "1-327":  change  "1-329"  to 
1-328"  and  change  '1-330"  to  1-329" 

4.  Index,  page  vii:.  8-202  Exceptions  to  Policy,  change  "Vm-3  "  to  "VTH-4" 

5.  Index  page  viii.  Appendices.  Appendix  H  cross  out  "List  of  Designated 
Countries"...H-l 

6.  Page  1-5.  (renumber)  change  "1-318"  to  "1-3 17":  change  1-319"  to  1- 
318";  change  "1-320"  to  "1-319":  change  "1-321"  to  "1-320":  change  "1-322"  to  1- 
321";  change  "1-323"  to  "1-322";  change  "1-324"  to  "1-323";  and  change  "1-325"  to  1- 
324":  change  "1-326"  to  "1-325":  and  change  "1-327"  to  "1-326" 

7.  Page  1-6.  (renumber)  change  "1-326"  to  "1-325";  change  1-327"  to  1-326". 
change  1-328"  to  "1-327":  change  1-329"  to  1-328"  and  change  1-330"  to  1-329" 

8.  Page  E-l.  Appendix  E.  #3..  second  line  change  "with  persons  from  or 
living  in  a  designated  country  (Appendix  H)"  to"  with  persons  from  or  living  in  a 
foreign  country  or  foreign  intelligence  service" 

9.  Page  1-13.  Appendix  I.  Disqualifying  Factors.  #3.  lines  3  and  4.  change 
"or  in  country  designated  hostile  to  the  United  States  (See  Appendix  H).  to  "foreign 
intelligence  services." 
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Page  Changes 

Remove:  Pages  1-3  and  1-4 

Insert:  Attached  replacement  pages 

Remove:  PageVl-3 

Insert :  Attached  replacement  page 

Remove:  Pages  VII- 1.  VII-2.  and  VH-3 
Insert:  Attached  replacement  pages 

Remove:  Pages  VIII- 1,  VIII-2,  VIII-3.  and  VIII-4 
Insert:  Attached  replacement  pages 

Remove:  Pages  K-3.  DC-4.  and  K-5 
Insert:  Attached  replacement  pages 

Remove:  Pages  XI- 1  and  XI-2 
Insert:  Attached  replacement  pages 

Remove:  Page  B- 1 1  and  B- 12 
Insert:  Attached  replacement  pages 

Remove:  PageH-1 

No  Insert:  List  of  Designated  Countries  Is  deleted 

Any  changes  on  the  above  pages  are  Indicated  by  marginal  asterisks. 
Include  the  following  statement  on  the  SD  Form  106-2: 

"The  above  changes  are  effective  immediately." 

The  attached  replacement  pages  are  at  TAB  A.  The  changes  have  been 
coordinated  with  relevant  DoD  Components.  All  concurred,  and  comments  have 
been  accepted,  or  rejected  with  justifications.  The  list  of  coordinating  officials  and 
the  coordinating  papers  axe  at  TAB  B. 


limmett  Paige,  Jr 

Attachments 


^ 
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DEPARTMENT  OF  DEFENSE  DIRECTIVE  SYSTEMS  COORDINATION  RECORD 

(continued) 

5.  Purpose  and  Remarks 

Proposed  policy  and  procedural  changes  to  5200.2-R.  These  changes  Implement 
recommendations  of  a  recent  GAO  study  entitled  'Security  Clearances:  Due  Process 
for  Denials  and  Revocations  by  Defense.  Energy  .  and  State."  dated  May  6.  1992. 
Earlier  draft  of  policy  and  procedural  changes  were  circulated  for  review  and  comment 
to  the  DoD  Components  and  their  comments  have  been  incorporated  In  this  draft. 
Significant  changes  pertain  to  written  notification  and  prompt  resolution  of  suspension 
actions,  assistance  In  obtaining  investigative  files,  entering  clearance  determinations 
into  the  DCII.  retention  of  adjudicative  rationales,  entering  "access"  codes  Into  the 
DCII.  and  a  new  report  control  symbol  for  management  data. 


79-687  0-94-6 
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Pen  Changes: 

1.  Index  page  11.  cross  out  1-314  DoD  National  Agency  Check  plus  Written 
Inquiries  (DNACD...I-4 

2.  Index,  page  1L  change  1-315"  to  1-314":  change  1-316"  to        "1-315": 
change  "I-3ir  to  1-316":  change  1-318"  to  1-317":  change  1-319"  to  1-318":  change 

1-320"  to  1-319";  change  1-321"  to  1-320":  change  1-322"  to  1-321":  change  1-323"  to 
1-322":  change  1-324"  to  1-323":  change  1-325"  to  1-324":  change  1-326"  to  1-325*: 
and  change  1-327"  to  1-326" 

3.  Index,  page  111.  change  1-328"  to  1-327":  change  1-329"  to         1-328"  and 
change  1-330"  to  1-329" 

4.  Index,  page  vu:.  8-202  Exceptions  to  Policy,  change  "VUI-3  "  to  "V1II-4" 

5.  Index  page  vttl.  Appendices.  Appendix  H  cross  out  "List  of  Designated 
Countries"....  H-l 

6.  Page  1-5.  change  1-319"  to  1-318";  change  "1-320"  to  1-319":  change  1-321" 
to  1-320":  change  1-322"  to  1-321":  change  1-323"  to  1-322";  change  1-324"  to  1- 
323":  and  change  1-325"  to  1-324" 

7.  Page  1-6.  change  1-326"  to  1-325";  change  1-327"  to  1-326".  change  1-328" 
to  1-327";  change  1-329"  to  1-328"  and  change  1-330"  to  1-329" 

8.  Page  E-l.  Appendix  E.  #3..  second  line  change  "  designated  country 
(Appendix  H)"  to"  foreign  country  or  foreign  Intelligence  service" 

9.  Page  I- 1 3.  Appendix  I.  Disqualifying  Factors.  #3.  lines  3  and  4,  change  "or  in 
a  country  designated  hostile  to  the  United  States  (See  Appendix  H)  to  "foreign 
Intelligence  services." 

Page  Changes 

Remove:  Pages  1-3  and  1-4 

Insert:  Attached  replacement  pages 

Remove:  PageVI-3 

Insert :  Attached  replacement  page 

Remove:  Pages  VII- 1.  VII -2.  and  VII-3 
Insert  Attached  replacement  pages 

Remove:  Pages  VIII- 1.  vm-2.  VUI-3.  and  Vm-4 
Insert:  Attached  replacement  pages 

Remove:  Pages  K-3.  K-4.  and  DC-5 
Insert:  Attached  replacement  pages 

Remove:  Pages  XI- 1  and  XI-2 
Insert:  Attached  replacement  pages 

Remove:  Page  B-l  1  and  B-12 
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Insert:  Attached  replacement  pages 

Remove:  PageH-1 

No  insert*  list  of  Designated  Countries  Is  deleted 

Any  changes  on  the  above  pages  are  Indicated  by  marginal  asterisks.  Include 
the  following  statement  on  the  SD  Form  106-1: 

"The  above  changes  are  effective  Immediately." 
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1-304  Defense  Clearance  and  Investigative  Index  (DCII1 

*  The  DCD  Is  the  single,  automated,  central  DoD  repository  which  Identifies 

*  Investigations  conducted  by  DoD  Investigative  agencies,  and  personnel  security 

*  determinations  made  by  DoD  adjudicative  authorities. 

1-305  DoD  Component 

*  Includes  the  Office  of  the  Secretary  of  Defense:  the  Military  Departments: 
Chairman  of  the  Joint  Chiefs  of  Staff  and  the  Joint  Staff:   Directors  of  Defense 
Agencies  and  the  Unified  and  Specified  Commands. 

1-306  Entrance  National  Agency  Check  (ENTNAC1 

A  personnel  security  Investigation  scoped  and  conducted  In  the  same  manner 
as  a  National  Agency  Check  except  that  a  technical  fingerprint  search  of  the  files  of 
the  Federal  Bureau  of  Investigation  Is  not  conducted. 

1-307  Head  of  DoD  Component 

The  Secretary  of  Defense:  the  Secretaries  of  the  Military  Departments:  the 
Chairman  of  the  Joint  Chiefs  of  Staff:  and  the  Commanders  of  Unified  and  Specified 
Commands:  and  the  Directors  of  Defense  Agencies. 

1-308  Immigrant  Allen 

Any  alien  lawfully  admitted  Into  the  United  States  under  an  immigration  visa 
for  permanent  residence. 

1-309  Interim  Security  Clearance 

A  security  clearance  based  on  the  completion  of  minimum  investigative 
requirements,  which  Is  granted  on  a  temporary  basis,  pending  the  completion  of  the 
full  Investigative  requirements. 

1-310  Limited  Access  Authorization 

Authorization  for  access  to  Confidential  or  Secret  information  granted  to 
non-United  States  citizens  and  immigrant  aliens,  which  Is  limited  to  only  that 
information  necessary  to  the  successful  accomplishment  of  their  assigned  duties  and 
based  on  a  background  Investigation  scoped  for  10  years  (paragraph  3.  Appendix  B). 

1-311   Minor  Derogatory  Information 

Information  that,  by  itself.  Is  not  of  sufficient  Importance  or  magnitude  to 
Justify  an  unfavorable  administrative  action  In  a  personnel  security  determination. 
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1-312  National  Agency  Check  fNACI 

A  personnel  security  investigation  consisting  of  a  records  review  of  certain 
national  agencies  as  prescribed  In  paragraph  1.  Appendix  B,  this  Regulation. 
Including  a  technical  fingerprint  search  of  the  flies  of  the  Federal  Bureau  of 
Investigation  (FBI). 

1-313  National  Agency  Check  Plus  Written  Inquiries  fNACI) 

A  personnel  security  investigation  conducted  by  the  Office  of  Personnel 
Management,  combining  a  NAC  and  written  inquiries  to  law  enforcement  agencies, 
former  employers  and  supervisors,  references  and  schools. 

1-314  National  Security 

National  security  means  the  national  defense  and  foreign  relations  of  the 
United  States. 

1-315  Need-to-know 

A  determination  made  by  a  possessor  of  classified  Information  that  a 
prospective  recipient,  in  the  interest  of  national  security,  has  a  requirement  for 
access  to.  knowledge,  or  possession  of  the  classified  information  in  order  to  perform 
tasks  or  services  essential  to  the  fulfillment  of  an  official  United  States  Government 
program.   Knowledge,  possession  of.  or  access  to,  classified  Information  shall  not  be 
afforded  to  any  Individual  solely  by  virtue  of  the  Individual's  office.  posiUon.  or 
security  clearance. 

1-316  Penodlc  Reinvestigation  (PR] 

An  investigation  conducted  every  five  years  for  the  purpose  of  updating  a 
previously  completed  background  investigation,  special  background  investigation, 
single  scope  background  Investigation  or  PR  on  persons  occupying  positions  referred 
to  tn  paragraphs  3-700  through  3-710.   Investigative  requirements  are  as  prescribed 
in  paragraph  5.  Appendix  B.  of  this  RegulaUon.  The  period  of  Investigation  will  not 
normally  exceed  the  most  recent  5-year  period. 

1-317  Personnel  Security  Investigation  fPSf) 

Any  investigation  required  for  the  purpose  of  determining  the  eligibility  of 
DoD  military  and  civilian  personnel,  contractor  employees,  consultants,  and  other 
persons  affiliated  with  the  Department  of  Defense,  for  access  to  classified  Information, 
acceptance  or  retention  In  the  Armed  Forces,  assignment  or  retention  In  sensitive 
duties,  or  other  designated  duties  requiring  such  Investigation.   PSIs  Include 
investigations  of  affiliations  with  subversive  organizations,  suitability  Information.  ?r 
hostage  situations  (see  paragraph 
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(1)  The  nature  and  seriousness  of  the  conduct: 

(2)  The  circumstances  surrounding  the  conduct: 

(3)  The  frequency  and  recency  of  the  conduct; 

(4)  The  age  of  the  individual: 

(5)  The  voluntariness  of  participation:  and 

(6)  The  absence  or  presence  of  rehabilitation. 

b.  Detailed  adJudicaUon  policy  guidance  to  assist  adjudicators  in  determining 
whether  a  person  Is  eligible  for  access  to  classified  Information  or  assignment  to 
sensitive  duties  is  contained  In  Appendix  I.  AdJudicaUon  policy  for  access  to  SCI  Is 
contained  In  DCID  1/14. 

6-103  Adjudicative  Record 

*  a.   Each  adjudicative  determination,  whether  favorable  or  unfavorable,  shall  be  * 

*  entered  Into  the  Defense  Clearance  and  InvesUgaUons  Index  (DCII)  on  a  dally  basis.  * 

*  but  in  no  case  to  exceed  5  working  days  from  the  date  of  determination.  * 

*  b.  The  rationale  underlying  each  unfavorable  personnel  security  * 

*  determination,  to  include  the  appeal  process,  and  each  favorable  personnel  security  « 

*  determination  where  the  investigation  or  information  upon  which  the  determination  » 

*  was  made  Included  significant  derogatory  Information  of  the  type  set  forth  in  , 

*  paragraph  2-200  and  Appendix  I  of  this  RegulaUon.  shall  be  maintained  in  written  or  * 

*  automated  form  and  is  subject  to  the  provisions  of  DoD  Directives  5400.7  (reference  » 

*  (aa))  and  5400.1 1  (reference  fbb)).  This  information  shall  be  maintained  for  a  « 

*  minimum  of  5  vcars  from  the  date  of  determination.  * 
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7-100  General 

a.  The  Issuance  of  a  personnel  security  clearance  (as  well  as  the  function  of 
determining  that  an  individual  Is  eligible  for  access  to  Special  Access  program 
Information,  or  Is  suitable  for  assignment  to  sensitive  duties  or  such  other  duties  that 
require  a  trustworthiness  determination)  is  a  function  distinct  from  that  involving  the 
granting  of  access  to  classified  information.   Clearance  determinations  are  made  on 
the  merits  of  the  Individual  case  with  respect  to  the  subjects  suitability  for  security 
clearance.  Access  determinations  are  made  solely  on  the  basis  of  the  Individual's 
need  for  access  to  classified  Information  In  order  to  perform  official  duUes.   Except  for 
suspension  of  access  pending  final  adjudication  of  a  personnel  security  clearance, 
access  may  not  be  finally  denied  for  cause  without  applying  the  provisions  of 
paragraph  8-102. 

b.  Only  the  authorities  designated  in  Paragraph  A.  Appendix  F  are  authorized 
to  grant,  deny  or  revoke  personnel  security  clearances  or  Special  Access 
authorizations  (other  than  SCI).  Any  commander  or  head  of  an  organization  may 
suspend  access  for  cause  when  there  exists  information  raising  a  serious  question  as 
to  the  individual's  ability  or  intent  to  protect  classified  information,  provided  that  the 
procedures  set  forth  in  paragraph  8-102  of  this  RegulaUon  are  complied  with. 

c.  All  commanders  and  heads  of  DoD  organizations  have  the  responsibility  for 
determining  those  position  functions  in  their  Jurisdiction  that  require  access  to 
classified  Information  and  the  authority  to  grant  access  to  incumbents  of  such 
positions  who  have  been  cleared  under  the  provisions  of  this  RegulaUon. 

7-101   IsMilnf  Clearance 

a.  Authorities  designated  in  Paragraph  A.  Appendix  F  shall  record  the 
issuance,  denial,  or  revocation  of  a  personnel  security  clearance  In  the  DC1I  (see 
paragraph  6- 103.  above).  A  record  of  the  clearance  Issued  shall  also  be  recorded  In 
an  individual's  personnel/security  file  or  official  personnel  folder,  as  appropriate. 

b.  A  personnel  security  clearance  remains  valid  until  (1)  the  individual  Is 
separated  from  the  Armed  Forces.  (2)  separated  from  DoD  civilian  employment.  (3) 
has  no  further  official  relationship  with  DoD.  (4)  official  action  has  been  taken  to 
deny,  revoke  or  suspend  the  clearance  or  access,  or  (5)  regular  access  to  the  level  of 
classified  Information  for  which  the  individual  holds  a  clearance  is  no  longer 
necessary  In  the  normal  course  of  his  or  her  duties.    If  an  Individual  resumes  the 
original  status  of  (1).  (2).  (3).  or  (5)  above,  no  single  break  in  the  individual's 
relationship  with  DoD  exists  greater  than  24  months,  and/or  the  need  for  regular 
access  to  classified  Information  at  or  below  the  previous  level  recurs,  the  appropriate 
clearance  shall  be  reissued  without  further  investigation  or  adjudication  provided 
there  has  been  no  additional  Investigation  or  development  of  derogatory  information. 
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c.  Personnel  security  clearances  of  DoD  military  personnel  shall  be  granted, 
denied,  or  revoked  only  by  the  designated  authority  of  the  parent  Military 
Department.   Issuance,  reissuance,  denial,  or  revocation  of  a  personnel  security 
clearance  by  any  DoD  Component  concerning  personnel  who  have  been  determined  to 
be  eligible  for  clearance  by  another  component  Is  expressly  prohibited.  Investigations 
conducted  on  Army.  Navy,  and  Air  Force  personnel  by  DIS  will  be  returned  only  to  the 
parent  service  of  the  subject  for  adjudication  regardless  of  the  source  of  the  original 
request.  The  adjudicative  authority  will  be  responsible  for  expeditiously  transmitting 
the  results  of  the  clearance  determination.  As  an  exception,  the  employing  DoD 
Component  may  Issue  an  Interim  clearance  to  personnel  under  their  administrative 
Jurisdiction  pending  a  final  eligibility  determination  by  the  individual's  parent 
Component.   Whenever  an  employing  DoD  component  Issues  an  Interim  clearance  to 
an  individual  from  another  Component,  written  notice  of  the  action  shall  be  provided 
to  the  parent  Component. 

d.  When  a  Defense  agency,  to  Include  the  Chairman  of  the  Joint  Chiefs  of 
Staff.  Initiates  an  SSBI  (or  PRJ  for  access  to  SCI  on  a  military  member.  DIS  will  return 
the  completed  Investigation  to  the  appropriate  Military  Department  adjudicative 
authority  In  accordance  with  paragraph  7-101. c.  above,  for  Issuance  (or  reissuance) 
of  the  Top  Secret  clearance.   Following  the  issuance  of  the  security  clearance,  the 
military  adjudicative  authority  will  forward  the  Investigative  file  to  the  Defense  agency 
Identified  In  the  "Return  Results  To"  block  of  the  DD  Form  1879.  The  receiving 
agency  will  then  forward  the  completed  SSBI  to  DIA  for  the  SCI  adjudication  in 
accordance  with  DCID  1/14. 

e.  The  Interim  clearance  shall  be  recorded  In  the  DCSI  (paragraph  6-103. 
above)  by  the  parent  DoD  Component  in  the  same  manner  as  a  final  clearance. 

7-102  Granting  Access 

a.  Access  to  classified  information  shall  be  granted  to  persons  whose  official 
duties  require  such  access  and  who  have  the  appropriate  personnel  security 
clearance.   Access  determinations  (other  than  for  Special  Access  programs)  are  not  an 
adjudicative  function  relating  to  an  individual's  suitability  for  such  access.   Rather 
they  are  decisions  made  by  the  commander  that  access  is  officially  required. 

b.  In  the  absence  of  derogatory  Information  on  the  individual  concerned.  DoD 
commanders  and  organizational  managers  shall  accept  a  personnel  security  clearance 
determination.  Issued  by  any  DoD  authority  authorized  by  this  Regulation  to  Issue 
personnel  security  clearance,  as  the  basis  for  granting  access,  when  access  Is 
required,  without  requesting  additional  investigation  or  investigative  files. 

c.  The  access  level  of  cleared  individuals  will,  wherever  possible,  be  entered 
Into  the  Defense  Clearance  and  Investigations  Index  (DCII).  along  with  clearance 
eligibility.   However,  completion  of  the  DCII  Access  field  Is  required  effective  1 
October    1993  In  all  Instances  where  the  adjudicator  is  reasonably  aware  of  the  level 
of  classified  access  associated  with  a  personnel  security  investigation.  Agencies  are 
encouraged  to  start  completing  this  field  as  soon  as  possible. 

7-103  Administrative  Withdrawal 

As  set  forth  in  paragraph  7-  lOl.b..  above,  the  personnel  security  clearance 
and  access  eligibility  must  be  withdrawn  when  the  events  described  therein  occur. 
When  regular  access  to  a  prescribed  level  of  classified  Information  is  no  longer 
required  In  the  normal  course  of  an  Individual's  duties,  the  previously  authorized 
access  eligibility  level  must  be  administratively  downgraded  or  withdrawn,  as 
appropriate. 
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CHAPTER  Vm 

UNFAVORABLE  ADMINISTRATIVE  ACTIONS 

Section  I 

REQUIREMENTS 


8-100  General 

For  purposes  of  this  Regulation,  an  unfavorable  administrative  action  Includes 
any  adverse  action  which  is  taken  as  a  result  of  a  personnel  security  determination, 
as  defined  at  paragraph  1-301.  and  any  unfavorable  personnel  security 
determination,  as  defined  at  paragraph  1-329.  This  chapter  is  Intended  only  to 
provide  guidance  for  the  internal  operation  of  the  Department  of  Defense  and  Is  not 
intended  to.  does  not.  and  may  not  be  relied  upon,  to  create  or  enlarge  the 
Jurisdiction  or  review  authority  of  any  court  or  administrative  tribunal,  including  the 
Merit  Systems  Protection  Board. 

8-101   Referral  for  Action 

a.  Whenever  derogatory  Information  related  to  the  criteria  and  policy  set  forth 
in  paragraph  2-2200  and  Appendix  I  of  this  Regulation  Is  developed  or  otherwise 
becomes  available  to  any  DoD  element,  it  shall  be  referred  by  the  most  expeditious 
means  to  the  commander  or  the  security  officer  of  the  organization  to  which  the 
individual  is  assigned  for  duty.  The  commander  or  security  officer  of  the  organization 
to  which  the  subject  of  the  Information  is  assigned  shall  review  the  information  in 
terms  of  its  security  significance  and  completeness.   If  further  Information  is  needed 
to  confirm  or  disprove  the  allegations,  additional  investigation  should  be  requested. 
The  commander  of  the  duty  organization  shall  Insure  that  the  parent  Component  of 
the  individual  concerned  Is  Informed  promptly  concerning  (1)  the  derogatory 
Information  developed  and  (2)  any  actions  taken  or  anticipated  with  respect  thereto. 
However,  referral  of  derogatory  information  to  the  commander  or  security  officer  shall 
in  no  way  affect  or  limit  the  responsibility  of  the  central  adjudication  facility  to 
continue  to  process  the  individual  for  denial  or  revocation  of  clearance  or  access  to 
classified  information,  in  accordance  with  paragraph  8-201.  below,  if  such  action  is 
warranted  and  supportable  by  the  criteria  and  policy  contained  In  paragraph  2-200 
and  Appendix  I.  No  unfavorable  administrative  action  as  defined  In  paragraph  1-328 
and  329  may  be  taken  by  the  organization  to  which  the  Individual  is  assigned  for 
duty  without  affording  the  person  the  full  range  of  protections  contained  in  paragraph 
8-201.  below,  or.  in  the  case  of  SCI.  Annex  B.  DCID  1/14  (reference  (D). 

b.  The  Director  DIS  shall  establish  appropriate  alternative  means  whereby 
information  with  potentially  serious  security  significance  can  be  reported  other  than 
through  DoD  command  or  industrial  organization  channels.   Such  access  shall 
Include  utilization  of  the  DoD  Inspector  General  "hotline"  to  receive  such  reports  for 
appropriate  follow-up  by  DIS.   DoD  Components  and  Industry  will  assist  DIS  in 
publicizing  the  availability  of  appropriate  reporting  channels.  Additionally.  DoD 
'"-Tiponents  will  augment  the  system  when  and  where  necessary.   Heads  of  DoD 
Components  will  be  notified  immediately  to  take  action  if  appropriate. 
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8-102  Suspension 

a.  The  commander  or  head  of  the  organization  shall  determine  whether,  on  the 
basis  of  all  facts  available  upon  receipt  of  the  initial  derogatory  Information.  It  Is  tn 
the  interests  of  national  security  to  continue  subject's  security  status  unchanged  or 
to  take  Interim  action  to  suspend  subject's  access  to  classified  Information  or 
assignment  to  sensitive  duties  (or  other  duties  requiring  a  trustworthiness 
determination),  if  information  exists  which  raises  serious  questions  as  to  the 
Individual's  ability  or  Intent  to  protect  classified  information  or  execute  sensitive 
duties  (or  other  duties  requiring  a  trustworthiness  determination)  until  a  final 
determination  is  made  by  the  appropriate  authority  designated  In  Appendix  F. 

b.  Whenever  a  determination  is  made  to  suspend  a  security  clearance  for 
access  to  classified  information  or  assignment  to  sensitive  duties  (or  other  duties 
requiring  a  trustworthiness  determination),  the  Individual  concerned  must  be  notified 
of  the  determination  in  writing  by  the  commander,  or  head  of  the  component  or 
adjudicative  authority,  to  include  a  brief  statement  of  the  reason(s)  for  the 
suspension  action  consistent  with  the  interests  of  national  security. 

c.  Component  field  elements  must  promptly  report  all  suspension  actions  to 
the  appropriate  central  adjudicative  authority,  but  not  later  than  10  working  days 
from  the  date  of  the  suspension  action.  The  adjudicative  authority  will  immediately 
update  the  DCI1  Eligibility  and  Access  fields  to  alert  all  users  to  the  Individual's 
changed  status. 

d.  Every  effort  shall  be  made  to  resolve  suspension  cases  as  expeditiously  as 
circumstances  permit.   Suspension  cases  exceeding  180  days  shall  be  closely 
monitored  and  managed  by  the  DoD  Component  concerned  until  finally  resolved. 
Suspension  cases  pending  In  excess  of  12  months  will  be  reported  to  the  DASD  (CI  & 
SCM)  for  review  and  appropriate  action. 

e.  A  final  security  clearance  eligibility  determination  shall  be  made  for  all 
suspension  actions  and  the  determination  entered  In  the  DCII.   If.  however,  the 
individual  under  suspension  leaves  the  Jurisdiction  of  the  Department  of  Defense  and 
no  longer  requires  a  clearance  (or  trustworthiness  determination),  entry  of  the  "Z" 
Code  (adjudication  action  Incomplete  due  to  loss  of  Jurisdiction)  in  the  clearance 
eligibility  field  is  appropriate.   In  no  case  shall  a  "suspension"  code  (Code  Y)  remain 
as  a  permanent  record  in  the  DCII. 

f.  A  clearance  or  access  entry  in  the  DCII  shall  not  be  suspended  or 
downgraded  based  solely  on  the  fact  that  a  periodic  reinvestigation  was  not 
conducted  precisely  within  the  5-year  time  period  for  TOP  SECRET/SCI  or  within  the 
period  prevailing  for  SECRECT  clearances  under  departmental  policy.  While  every 
effort  should  be  made  to  ensure  that  PRs  are  conducted  within  the  prescribed 
timeframe,  agencies  must  be  flexible  In  their  administration  of  this  aspect  of  the 
personnel  security  program  so  as  not  to  undermine  the  ability  of  the  Department  of 
Defense  to  accomplish  its  mission. 

8-103  Final  Unfavorable  Administrative  Actions 

The  authority  to  make  personnel  security  determinations  that  will  result  In  an 
unfavorable  administrative  action  is  limited  to  those  authorities  designated  in 
Appendix  F.  except  that  the  authority  to  terminate  the  employment  of  a  civilian 


149 


DoD  5200.2-R 


employee  of  a  military  department  or  Defense  agency  Is  vested  solely  In  the  head  of 
the  DoD  component  concerned  and  In  such  other  statutory  official  as  may  be 
designated.  Action  to  terminate  civilian  employees  of  the  Office  of  the  Secretary  of 
Defense  and  DoD  Components,  on  the  basis  of  criteria  listed  In  paragraph  2-200.  a 
through  f.  shall  be  coordinated  with  the  Office  of  the  Assistant  Secretary  of  Defense 
for  Command.  Control.  Communications  and  Intelligence  OASD  (C3I)  prior  to  final 
acUon  by  the  head  of  the  DoD  Component.   DoD  civilian  employees  or  members  of  the 
Armed  Forces  shall  not  be  removed  from  employment  or  separated  from  the  Service 
under  provisions  of  this  regulation  If  removal  or  separation  can  be  effected  under 
OPM  regulations  or  administrative  (nonsecurlty)  regulations  of  the  military 
departments.   However,  actions  contemplated  In  this  regard  shall  not  affect  or  limit 
the  responsibility  of  the  central  adjudication  facility  to  continue  to  process  the 
Individual  for  denial  or  revocation  of  a  security  clearance,  access  to  classified 
Information,  or  assignment  to  a  sensitive  poslUon  if  warranted  and  supportable  by 
the  criteria  and  standards  contained  In  this  Regulation. 

Section  2 

PROCEDURES 

8-200  General 

No  final  personnel  security  determination  shall  be  made  on  a  member  of  the 
Armed  Forces,  an  employee  of  the  Department  of  Defense,  a  consultant  to  the 
Department  of  Defense,  or  any  other  person  affiliated  with  the  Department  of  Defense 
without  granting  the  individual  concerned  the  procedural  benefits  set  forth  In  8-201 
below,  when  such  determination  results  In  an  unfavorable  administrative  action  (see 
paragraph  8- 100).  As  an  exception.  Red  Cross/United  Service  Organizations 
employees  shall  be  afforded  the  procedures  prescribed  by  DoD  Directive  5210.25 
(reference  (w)). 

8-201   Unfavorable  Administrative  Action  Procedures 

Except  as  provided  for  below,  no  unfavorable  administrative  action  shall  be 
taken  under  the  authority  of  this  Regulation  unless  the  person  concerned  has  been 

given: 

a.  A  written  statement  of  the  reasons  why  the  unfavorable  administrative 
action  Is  being  taken.  The  statement  shall  be  as  comprehensive  and  detailed  as  the 
protection  of  sources  afforded  confidentiality  under  provisions  of  the  Privacy  Act  of 
1974  (5  U.S.C.  522a)  (reference  (m))  and  national  security  permit.  The  statement  will 
also  provide  the  name  and  address  of  the  agency  (agencies)  to  which  the  individual 
may  write  to  obtain  a  copy  of  the  Investigative  file(s)  upon  which  the  unfavorable 
administrative  action  is  being  taken.  Prior  to  Issuing  a  statement  of  reasons  to  a 
civilian  employee  for  suspension  or  removal  action,  the  issuing  authority  must 
comply  with  the  provisions  of  Federal  Personnel  Manual.  Chapter  732.  Subchapter  1. 
paragraph  l-6b  (reference  (cc)).  The  signature  authority  must  be  as  provided  for  in 
paragraph  6-101.b.(l)(b)  and  6-101.b.(2)(b).    • 

b.  An  opportunity  to  reply  In  writing  to  such  authority  as  the  head  of  the 
Component  concerned  may  designate.  « 
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c.  A  written  response  to  any  submission  under  subparagraph  b.  stating  the 
final  reason  therefor,  which  shall  be  as  specific  as  privacy  and  national  security 
considerations  permit.  The  signature  authority  must  be  as  provided  for  in 
paragraphs  6- 101  .b.(l)fb)  and  6-101.b.(2)fb).  Such  response  shall  be  as  prompt  as 
individual  circumstances  permit,  not  to  exceed  60  days  from  the  date  of  receipt  of  the 
appeal  submitted  under  subparagraph  b..  above,  provided  no  additional  Investigative 
action  is  necessary.  If  a  final  response  cannot  be  completed  within  the  time  frame 
allowed,  the  subject  must  be  notified  in  writing  of  this  fact,  the  reasons  therefor,  and 
the  date  a  final  response  is  expected,  which  shall  not.  in  any  case,  exceed  a  total  of 
90  days  from  the  date  of  receipt  of  the  appeal  under  subparagraph  b. 

d.  An  opportunity  to  appeal  to  a  higher  level  of  authority  designated  by  the 
Component  concerned. 

8-202  Exceptions  to  Polir-v 

Not  withstanding  paragraph  8-201  above  or  any  other  provision  of  this 
Regulation,  nothing  in  this  Regulation  shall  be  deemed  to  limit  or  affect  the 
responsibility  and  powers  of  the  Secretary  of  Defense  to  find  that  a  person  Is 
unsuitable  for  entrance  or  retention  In  the  Armed  Forces,  or  Is  Ineligible  for  a  security 
clearance  or  assignment  to  sensitive  duties.  If  the  national  security  so  requires, 
pursuant  to  Section  7532.  Title  5.  United  States  Code  (reference  (ppl).  Such 
authority  may  not  be  delegated  and  may  be  exercised  only  when  It  is  determined  that 
the  procedures  prescribed  in  paragraph  8-201  above  are  not  appropriate.   Such' 
determination  shall  be  conclusive. 

Section  3 

REINSTATEMENT  OF  CIVILIAN  EMPLOYEES 

8-300  General 

Any  person  whose  civilian  employment  in  the  Department  of  Defense  is 
lerminaled  under  the  provisions  of  this  Regulation  shall  not  be  reinstated  or  restored 
to  duty  or  reemployed  in  the  Department  of  Defense  unless  the  Secretary  of  Defense. 
or  the  head  of  a  DoD  Component,  finds  that  such  reinstatement,  restoration,  or 
reemployment  is  dearly  consistent  with  the  interests  of  national  security.   Such  a 
finding  shall  be  made  part  of  the  personnel  security  record. 

8-301  Reinstatement  Benefits 

A  DoD  civilian  employee  whose  employment  has  been  suspended  or  terminated 
under  the  provisions  of  this  Regulation  and  who  is  reinstated  or  restored  to  duty 
under  the  provisions  of  Section  3571  of  Title  5.  U.S.  Code  (reference  (dd))  Is  entitled 
to  benefits  as  provided  for  by  SecUon  3  of  Public  Law  89-380  (reference  (ee)). 
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b.  Moreover.  Individuals  having  access  to  classified  Information  must  report 
promptly  to  their  security  office: 

(1)  Any  form  of  contact,  intentional  or  otherwise,  with  individuals  of  any 
nationality,  whether  within  or  outside  the  scope  of  the  employees  official  activities.  In 
which: 

(a)  Illegal  or  unauthorized  access  Is  sought  to  classified  or  otherwise 
sensitive  information. 

fb)  The  employee  Is  concerned  that  he  or  she  may  be  the  target  of 
exploitation  by  a  foreign  entity. 

(2)  Any  information  of  the  type  referred  to  In  paragraph  2-200  or  Appendix  I. 
9-104  Co-worker  Responsibility 

Co-workers  have  an  equal  obligaUon  to  advise  their  supervisor  or  appropriate 
security  official  when  they  become  aware  of  information  with  potentially  serious 
security  significance  regarding  someone  with  access  to  classified  Information 
employed  in  a  sensitive  position. 

Section  2 
SECURITY  EDUCATION 


9-200  General 

The  effectiveness  of  an  individual  In  meeting  security  responsibilities  Is 
proportional  to  the  degree  to  which  the  Individual  understands  them.  Thus,  an 
integral  part  of  the  DoD  security  program  is  the  indoctrination  of  Individuals  on  their 
security  responsibilities.   Moreover,  such  indoctrination  is  essential  to  the  efficient 
functioning  of  the  DoD  personnel  security  program.  Accordingly,  heads  of  DoD 
Components  shall  establish  procedures  In  accordance  with  this  chapter  whereby 
persons  requiring  access  to  classified  Information,  or  being  assigned  to  poslUons  that 
require  the  occupants  to  be  determined  trustworthy  are  periodically  briefed  as  to  thelr 
security  responsibilities. 

9-201  Initial  Briefings 

a.  All  persons  cleared  for  access  to  classified  Information  or  assigned  to  duUes 
requiring  a  trustworthiness  determination  under  this  RegulaUon  shall  be  given  an 
initial  security  briefing.  The  briefing  shall  be  in  accordance  with  the  requirements  of 
paragraph  10-102.  DoD  5200. 1-R  (reference  (q))  and  consist  of  the  following  elements: 

(1)  The  specific  security  requirements  of  their  particular  Job. 

(2)  The  techniques  employed  by  foreign  intelligence  activities  in 
attempting  to  obtain  classified  information  and  their  responsibility  for  reporting  such 
attempts. 
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(3)  The  prohibition  against  disclosing  classified  Information,  by  any 
means,  to  unauthorized  persons  or  discussing  or  handling  classified  information  In  a 
manner  that  would  make  It  accessible  to  unauthorized  persons. 

(4)  The  penalties  that  may  be  imposed  for  security  violations. 

b.  If  an  individual  declines  to  execute  Standard  Form  312.  "Classified  * 

Information  Nondisclosure  Agreement"  (replaced  the  Standard  Form  189).  the  DoD  * 

Component  shall  Initiate  action  to  deny  or  revoke  the  security  clearance  of  such  * 
person  In  accordance  with  paragraph  8- 102.  above. 

9-202  Refre  sher  Briefing 

Programs  shall  be  established  to  provide,  at  a  minimum,  annual  security 
training  for  personnel  having  continued  access  to  classified  Information.  The 
elements  outlined  In  paragraph  10-101.  DoD  5200.1-R  (reference  (q))  shall  be  tailored 
to  fit  the  needs  of  the  experienced  personnel. 

9-203  Foreign  Travel  Briefing 

While  world  events  during  the  past  several  years  have  diminished  the  threat  to 
our  national  security  from  traditional  cold-war  era  foreign  intelligence  services, 
foreign  intelligence  services  continue  to  pursue  the  unauthorized  acquisition  of 
classified  or  otherwise  sensitive  U.S.  Government  information,  through  the 
recruitment  of  U.S.  Government  employees  with  access  to  such  information.  Through 
security  briefings  and  education,  the  Department  of  Defense  continues  to  provide  for 
the  protection  of  Information  and  technology  considered  vital  to  the  naUonal  security 
interests  from  Illegal  or  unauthorized  acquisition  by  foreign  Intelligence  services. 

a.  DoD  Components  will  establish  appropriate  internal  procedures  requiring 
all  personnel  possessing  a  DoD  security  clearance  to  report  to  their  security  office  all 
contacts  with  individuals  of  any  nationality,  whether  within  or  outside  the  scope  of 
the  employee's  official  activities.  In  which: 

(1)  Illegal  or  unauthorized  access  is  sought  to  classified  or  otherwise 
sensitive  information. 

(2)  The  employee  Is  concerned  that  he  or  she  may  be  the  target  of 
exploitation  by  a  foreign  entity. 

b.  The  DoD  security  manager,  security  specialist,  or  other  qualified  individual 
will  review  and  evaluate  the  reported  information.  Any  facts  or  circumstances  of  a 
reported  contact  with  a  foreign  national  that  appear  to: 

(1)  Indicate  an  attempt  or  Intention  to  obtain  unauthorized  access  to 
proprietary,  sensitive,  or  classified  information  or  technology. 

(2)  Offer  a  reasonable  potential  for  such,  or 

(3)  Indicate  the  possibility  of  continued  contact  with  the  foreign  national 
for  such  purposes. 

shall  be  promptly  reported  to  the  appropriate  counterintelligence  agency. 
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9-204  Termination  Briefing 

a.  Upon  termination  of  employment  administrative  withdrawal  of  security 
clearance,  or  contemplated  absence  from  duty  or  employment  for  60  days  or  more, 
DoD  military  personnel  and  civilian  employees  shall  be  given  a  termination  briefing, 
return  all  classified  material,  and  execute  a  Security  Termination  Statement.  This 
statement  snail  Include: 

(1)  An  acknowledgment  that  the  individual  has  read  the  appropriate 
provisions  of  the  Espionage  Act.  other  criminal  statutes.  DoD  Regulations  applicable 
to  the  safeguarding  of  classified  Information  to  which  the  Individual  has  had  access, 
and  understands  the  Implications  thereof: 

(2)  A  declaration  that  the  individual  no  longer  has  any  documents  or 
material  containing  classified  information  in  his  or  her  possession; 

(3)  An  acknowledgment  that  the  Individual  will  not  communicate  or 
transmit  classified  Information  to  any  unauthorized  person  or  agency:  and 

(4)  An  acknowledgment  that  the  Individual  will  report  without  delay  to  the 
FBI  or  DoD  Component  concerned  any  attempt  by  any  unauthorized  person  to  solicit 
classified  Information. 

b.  When  an  Individual  refuses  to  execute  a  Security  Termination  Statement, 
that  fact  shall  be  reported  immediately  to  the  security  manager  of  the  cognizant 
organization  concerned.   In  any  such  case,  the  Individual  involved  shall  be  debriefed 
orally.  The  fact  of  a  refusal  to  sign  a  Security  Termination  Statement  shall  be 
reported  to  the  Director.  Defense  Investigative  Service,  who  shall  ensure  that  It  Is 
recorded  In  the  Defense  Clearance  and  Investigations  Index. 

c.  The  Security  Termination  Statement  shall  be  retained  by  the  DoD 
Component  that  authorized  the  Individual  access  to  classified  Information  for  the 
period  specified  in  the  Component's  records  retention  schedules,  but  for  a  minimum 
of  2  years  after  the  Individual  Is  given  a  termination  briefing. 

d.  In  addition  to  the  provisions  of  subparagraphs  a.,  b..  and  c.  above.  DoD 
Components  shall  establish  a  central  authority  to  be  responsible  for  ensuring  that 
Security  Termination  Statements  are  executed  by  senior  personnel  (general  officers, 
flag  officers  and  GS-16s  and  above).   Failure  on  the  part  of  such  personnel  to  execute 
a  Security  Termination  Statement  shall  be  reported  immediately  to  the  Deputy  Under 
Secretary  of  Defense  for  Policy. 


154 


DoD  5200.2-R 


CHAPTER  XI 
PROGRAM  MANAGEMENT 


11-100  General 

To  ensure  uniform  implementation  of  the  DoD  personnel  security  program 
throughout  the  Department,  program  responsibility  shall  be  centralized  at  the  DoD 
Component  level. 

11-101  Responsibilities 

*  a.  The  Assistant  Secretary  of  Defense  for  Command.  Control.  Communications 

and  Intelligence  (ASD(C3I))  shall  have  primary  responsibility  for  providing  guidance, 
oversight,  development  and  approval  for  policy  and  procedures  governing  personnel 
security  program  matters  within  the  Department: 

(1)  Provide  program  management  through  Issuance  of  policy  and 
operating  guidance. 

(2)  Provide  staff  assistance  to  the  DoD  Components  and  defense  agencies 
in  resolving  day-to-day  security  policy  and  operating  problems. 

(3)  Conduct  Inspections  of  the  DoD  Components  for  implementation  and 
compliance  with  DoD  security  policy  and  operating  procedures. 

(4)  Provide  policy,  oversight,  and  guidance  to  the  component  adjudication 
functions. 

(5)  Approve,  coordinate  and  oversee  all  DoD  personnel  security  research 
initiatives  and  activities. 

b.  The  General  Counsel  shall  ensure  that  the  program  is  administered  In  a 
manner  consistent  with  the  laws:  all  proceedings  are  promptly  initiated  and 
expeditiously  completed:  and  that  the  rights  of  Individuals  Involved  are  protected, 
consistent  with  the  Interests  of  national  security.  The  General  Counsel  shall  also 
ensure  that  all  relevant  decisions  of  the  courts  and  legislative  initiatives  of  the 
Congress  are  obtained  on  a  continuing  basis  and  that  analysis  of  the  foregoing  la 
accomplished  and  disseminated  to  DoD  personnel  security  program  management 
authorities. 

c.  The  Heads  of  the  Components  shall  ensure  that: 

(1)  The  DoD  personnel  security  program  is  administered  within  their  area 
of  responsibility  In  a  manner  consistent  with  this  Regulation. 

(2)  A  single  authority  within  the  office  of  the  head  of  the  DoD  Component 
Is  assigned  responsibility  for  administering  the  program  within  the  Component. 

*  (3)  Information  and  recommendations  are  provided  the  ASD  (C3f)  and  the 

General  Counsel  at  their  request  concerning  any  aspect  of  the  program. 
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11-102   Reporting  Requirements 

a.  The  OASD  (C3I)  shall  be  provided  personnel  security  program  management 
data  by  the  Defense  Data  Manpower  Center  (DMDC)  by  3 1  December  each  year  for  the 
preceding  fiscal  year.  To  facilitate  accurate  preparation  of  this  report,  all  adjudicative 
determinations  must  be  entered  Into  the  DCII  by  all  DoD  central  adjudication 
facilities  no  later  than  the  end  of  the  fiscal  year.  The  information  required  below  is 
essential  for  basic  personnel  security  program  management  and  In  responding  to 
requests  from  the  Secretary  of  Defense  and  Congress.  The  report  shall  cover  the 
preceding  fiscal  year,  broken  out  by  clearance  category,  according  to  military  (officer 
or  enlisted),  civilian  or  contractor  status  and  by  the  central  adjudication  facility  that 
took  the  action,  using  the  enclosed  format: 

(1)  Number  of  Top  Secret.  Secret  and  Confidential  clearances  Issued: 

(2)  Number  of  Top  Secret.  Secret  and  Confidential  clearances  denied 

(3)  Number  of  Top  Secret.  Secret  and  Confidential  clearances  revoked: 

(4)  Number  of  SCI  access  determinations  Issued: 

(5)  Number  of  SCI  access  determinations  denied: 

(6)  Number  of  SCI  access  determinations  revoked:  and 

(7)  Total  number  of  personnel  holding  a  clearance  for  Top  Secret.  Secret. 
Confidential  and  Sensitive  Compartmented  Information  as  of  the  end  of  the  fiscal 
year. 

b.  The  Defense  InvesUgaUve  Service  (DIS)  shall  provide  the  OASD  (C3I)  a 
quarterly  report  that  reflects  Investigative  cases  opened  and  closed  during  the  most 
recent  quarter,  by  case  category  type,  and  by  major  requester.  The  information 
provided  by  DIS  Is  essential  for  evaluating  statistical  data  regarding  investigative 
workload  and  the  manpower  required  to  perform  personnel  security  Investigations. 
Case  category  types  Include  National  Agency  Checks  (NACs):  Expanded  NACs:  Single 
Scope  Background.InvesUgaUons:  Periodic  Reinvestigations  (PRs):  SECRET  Periodic 
Reinvestigations  (SPRs):  Post  Adjudicative;  Special  InvesUgaUve  inquiries  (SIIs);  and 
Limited  Inquiries.  This  report  shall  be  forwarded  to  OASD  (C3I)  within  45  days  after 
the  end  of  each  quarter. 

c.  The  reporting  requirement  for  DMDC  and  DIS  has  been  assigned  Report 
Control  Symbol  DD-C311AJ  1749. 

11-103  Inspections 

The  heads  of  DoD  Components  shall  assure  that  personnel  security  program 
matters  are  Included  In  their  administrative  InspecUon  programs. 
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be  limited  to  that  necessary  to  bring  the  Individual's  (lie  up  to  date  In  accordance 
with  the  investigative  requirements  of  an  SBI.  Should  new  information  be  developed 
during  the  current  Investigation  that  bears  unfavorably  upon  the  Individual's 
activities  covered  by  the  previous  Investigation,  the  current  Inquiries  shall  be 
expanded  as  necessary  to  develop  full  details  of  this  new  information. 

5.  Periodic  Reinvestigation  fPRl 

a.  Each  DoD  military,  civilian,  consultant,  and  contractor  employee  (to 
include  non  -  U.S.  citizens  (foreign  nationals  and/or  Immigrant  aliens)  holding  a 
limited  access  authorization))  occupying  a  critical  sensitive  position,  possessing  a 
TOP  SECRET  clearance,  or  occupying  a  special  access  program  position  shall  be  the 
subject  of  a  PR  Initiated  5  years  from  the  date  of  completion  of  the  last  Investigation. 
The  PR  shall  cover  the  period  of  the  last  5  years. 

b.  Minimum  Investigative  Requirements.  A  PR  shall  include  the  following 
minimum  scope. 

(1)  NAC.  A  valid  NAC  on  the  SUBJECT  will  be  conducted  In  all  cases. 
Additionally,  for  positions  requiring  SCI  access,  checks  of  DCII.  FBI/HQ.  FBI/ID 
name  check  only,  and  other  agencies  deemed  appropriate,  will  be  conducted  on  the 
SUBJECTS  current  spouse  or  cohabitant.  If  not  previously  conducted.  Additionally. 
NACs  will  be  conducted  on  Immediate  family  members.  18  years  of  age  or  older,  who 
are  aliens  and/or  immigrant  aliens.  If  not  previously  accomplished. 

12)  Credit.  Credit  bureau  checks  covering  all  places  where  the  SUBJECT 
resided  for  6  months  or  more,  on  a  cumulative  basis,  during  the  period  of 
investigation,  in  the  50  states.  District  of  Columbia.  Puerto  Rico  and  overseas  (where 
APO/FPO  addresses  are  provided),  will  be  conducted. 

(3)  Subject  Interview.   The  interview  should  cover  the  entire  period  of  time 
since  the  last  investigation,  not  Just  the  last  5-year  period.   Significant  Information 
disclosed  during  the  Interview,  which  has  been  satisfactorily  covered  during  a 
previous  Investigation,  need  not  be  explored  again  unless  additional  relevant 
Information  warrants  further  coverage.  An  SI  is  not  required  If  one  of  the  following 
conditions  exist: 

(a)  The  SUBJECT  Is  aboard  a  deployed  ship  or  In  some  remote  area 
that  would  cause  the  interview  to  be  excessively  delayed. 

(bl  The  SUBJECT  Is  in  an  overseas  location  serviced  by  the  State 
Department  or  the  FBI. 

(4)  Employment.   Current  employment  will  be  verified.   Military  and 
federal  service  records  will  not  routinely  be  checked,  if  previously  checked  by  the 
requester  when  the  PR  was  originally  submitted.  Also,  employment  records  will  be 
checked  wherever  employment  Interviews  are  conducted.   Records  need  be  checked 
only  when  they  are  locally  available,  unless  unfavorable  information  had  been 
detected. 

(5)  Employment  References.  Two  supervisors  or  co-workers  at  the  most 
recent  place  of  employment  or  duty  station  of  6  months:  If  the  current  employment  Is 
less  than  6  months  employment  reference  interviews  will  be  conducted  at  the  next 
prior  place  of  employment,  which  was  at  least  a  6-month  duration. 
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(6)  Developed  Character  Rrfrrrnrrs  fDCRs).  Two  developed  character 
references  who  are  knowledgeable  of  the  SUBJECT  will  be  Interviewed.   Developed 
character  references  who  were  previously  interviewed  will  only  be  retntervlewed  when 
other  developed  references  are  not  available. 

(7)  Local  Agency  Checks  (LACs).  DIS  will  conduct  local  agency  checks  on 
the  SUBJECT  at  all  places  of  residence,  employment,  and  education  during  the  period 
of  investigation,  regardless  of  duration,  including  overseas  locations. 

(8)  Neighborhood  investigation.  Conduct  a  neighborhood  investigation  to 
verify  subjects  current  residence  In  the  United  States.  Two  neighbors  who  can  verify 
subject's  period  of  residence  in  that  area  and  who  are  sufficiently  acquainted  to 


comment  on  the  subject's  suitability  for  a  position  of  trust  will  be  interviewed. 
Neighborhood  investigations  will  be  expanded  beyond  the  current  residence  when 
unfavorable  information  arises. 

*  (9)   Ex-soouse  Interview.   If  the  subject  of  investigation  is  divorced,  the  ex-  * 

*  spouse  will  be  interviewed  when  the  date  of  final  divorce  action  Is  within  the  period  of  * 

*  investigation.  * 

*  (10)   Select  Scoping.  When  the  facts  of  the  case  warrant,  additional  select  * 
scoping  will  be  accomplished,  as  necessary,  to  fully  develop  or  resolve  an  issue. 
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OFFICE  OF  THE  UNDER  SECRETARY  OF  DEFENSE 
WASHINGTON     D     C       20301-2000 


1  JUN 


Honorable  Don  Edwards 
Chairman,  Subcommittee  on  Civil 

and  Constitutional  Rights 
Committee  on  The  Judiciary 
U.S.  House  of  Representatives 
Washington,  DC  20515-6220 

Dear  Mr.  Chairman: 

As  requested  in  your  letter  of  May  26,  1993,  I  have  enclosed 
responses  to  several  questions  for  the  record  pertaining  to  my 
testimony  on  May  5,  1993,  before  a  joint  session  of  the 
Subcommittee  on  The  Civil  Service,  and  the  Subcommittee  on  Civil 
and  Constitutional  Rights. 

I  appreciated  the  opportunity  to  testify  before  the  two 
Subcommittees,  and  to  further  assist  by  providing  answers  to 
these  questions.   A  similar  letter  is  being  sent  to  Congressman 
McCloskey,  Chairman  of  the  Subcommittee  on  The  Civil  Service, 
Committee  on  Post  Office  and  Civil  Service.   I  am  available 
should  you  require  any  additional  information  concerning  this 
matter. 


Assistant  Deputy  Under  Secretary  of  Defense 
(Security  Policy) 


Enclosure: 
As  stated 


cc: 


The  Honorable  Henry  J.  Hyde 
Ranking  Republican  Member 
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Written  Questions 

Submitted  to  Mr.  Maynard  C.  Anderson 

Assistant  Deputy  Under  Secretary  of  Defense 

For  Security  Policy 

Office  of  the  Under  Secretary  of  Defense  for  Policy 

1.  What  are  the  most  frequent  specific  reasons  for  denial  or 
revocation  of  access  to  SAPs? 

RESPONSE:   The  most  common  reasons  for  denial  or  revocation  of 
access  to  SAP  information  are  substance  abuse,  excessive 
indebtedness,  and  mental  or  emotional  instability. 

2.  You  refer  to  DCID  1/14  being  the  "baseline"  requirement  for 
SAP  administrative  due  process  and  appeals  -  can't  these  be 
waived?   Are  individuals  notified  that  the  procedures  have  been 
waived?   Can  you  give  the  percentage  of  cases  in  which  they  were 
waived  in  the  last  two  years?   Does  Army  use  different  procedures 
than  the  other  services? 

RESPONSE:   I  will  respond  to  each  issue  addressed  in  this 
question  separately. 

a)  You  refer  to  DCID  1/14  being  the  "baseline"  requirement 
for  SAP  administrative  due  process  and  appeals  -  can't  these  be 
waived?   Yes,  the  administrative  due  process  procedures  of  DCID 
1/14  can  be  waived  if  providing  such  procedures  is  not  clearly 
consistent  with  national  security.   This  exemption  should  only  be 
invoked  in  a  small  number  of  programs  of  such  extreme  sensitivity 
that  mere  knowledge  of  their  existence  would  endanger  national 
security.   In  DoD,  the  exemption  must  be  approved  by  the  Deputy 
Secretary  of  Defense. 

b)  Are  individuals  notified  that  the  procedures  have  been 
waived?  Due  to  the  extreme  sensitivity  of  these  programs,  the 
individual  is  not  generally  advised  of  the  waiver  of  DCID  1/14 
provisions. 

c)  Can  you  give  the  percentage  of  cases  in  which  they  were 
waived  in  the  last  two  years?   Since  SAP  access  determinations 
fall  within  the  purview  of  the  DoD  Component  concerned,  I  am 
unable  to  provide  an  accurate  percentage.   However,  I  believe 
that  percentage  would  be  low. 

d)  Does  the  Army  use  different  procedures  than  the  other 
services?   In  DoD,  all  SAPs  utilize  the  administrative  due 
process  provisions  of  DoD  Regulation  5200. 2-R  unless  upgraded 
adjudicative  criteria  has  been  authorized  by  the  Deputy  Secretary 
of  Defense,  in  which  case,  Annex  B,  DCID  1/14  is  the  baseline 
standard.   The  Army  has  determined  that  in  the  majority  of  its 
programs,  the  adjudicative  criteria  contained  in  DoD  5200. 2-R  is 
sufficient. 
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3.  According  to  GAO,  there  is  a  discrepancy  between  how  Army  and 
other  Components  of  DoD  read  DoO  Regulation  5200. 2-R  to  cover 
Special  Access  Programs,  can  you  explain  this  discrepancy? 

RESPONSE:   I  disagree  that  there  is  a  discrepancy  among  DoD 
Components,  but  there  is  a  difference  in  application.   GAO's 
interpretation  of  DoD  Regulation  5200. 2-R,  is  that  it  prohibits 
the  use  of  any  other  administrative  due  process  standard.   The 
DoD  position  is  that  DoD  5200. 2-R  facilitates  the  use  of  Annex  B, 
DCID  1/14  as  the  minimum  standard  when  upgraded  adjudicative 
criteria  is  warranted.   To  more  clearly  define  the  policy,  DoD 
will  revise  DoD  5200. 2-R,  and  DoD  Directive  0-5205.7,  "Special 
Access  Program  Policy"  to  clearly  specify  that  Annex  B,  DCID  1/14 
serves  as  the  minimum  administrative  due  process  standard. 

4 .  Can  you  describe  the  "new"  Air  Force  and  Navy  appeal 
procedures?   Under  the  new  procedures,  is  there  a  central 
adjudicative  authority  as  under  Army's? 

RESPONSE:   The  Navy  and  Air  Force  have  developed  new  appeal 
procedures  which  are  patterned  after  the  requirements  of  DCID 
1/14.   Both  procedures  entail  notification  of  the  individual,  to 
include  a  summary  of  disqualifying  issue(s),  and  an  opportunity 
for  the  individual  to  appeal  to  a  higher  authority.   The 
following  is  a  brief  synopsis  of  the  two  appeal  procedures: 

NAVY:   After  the  initial  notification  of  adverse  action,  the 
individual  may  appeal  to  a  review  board  made  up  of  personnel 
removed  from  the  adjudication  process  and  program  in  question. 
In  the  event  the  appeal  review  board  affirms  the  ineligibility 
determination  of  the  senior  adjudication  official,  the  individual 
is  permitted  an  opportunity  for  a  final  appeal  to  a  senior 
military  or  civilian  official. 

AIR  FORCE:   After  the  initial  notification,  the  individual 
may  appeal  to  a  superior  of  the  initial  determination  authority. 
A  final  appeal  may  be  made  to  a  three  person  appeal  board 
separate  from  the  initial  determination  authority. 

Neither  service  has  established  a  central  adjudicative 
authority  as  does  the  Army.   However,  this  does  not  mean  that 
adjudication  determinations  in  the  Navy  and  the  Air  Force  are 
less  fair  to  the  individual.   Though  made  locally,  individual 
adjudications  are  based  on  a  standard  criteria  specifically 
tailored  to  the  Special  Access  Program. 

5.  Is  there  DoD-wide  criteria  for  who  seems  "to  be  potential 
candidates  for  recruitment  by  foreign  intelligence,  or  whose 
behavior  does  not  demonstrate  the  standards  for  trustworthiness 
and  reliability  necessary  to  protect  the  nations' s  most  sensitive 
information"  or  is  this  left  to  the  discretion  of  each  component? 
Each  Special  Access  Program? 

RESPONSE:   The  adjudicative  criteria  for  DoD  Special  Access 
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Programs  is  sometimes  tailored  to  particular  program  requirements 
as  part  of  the  overall  security  procedures.   Generally,  however, 
the  provisions  of  either  DoD  5200. 2-R,  or  DCID  1/14  are  utilized. 
Although  each  component  is  permitted  latitude  in  tailoring  the 
specific  adjudicative  criteria  to  their  programs,  the  criteria, 
along  with  all  other  aspects  of  the  program,  are  reviewed  by  the 
Office  of  the  Deputy  Under  Secretary  of  Defense  for  Security 
Policy,  and  approved  by  the  Deputy  Secretary  of  Defense. 

6.   If  the  criteria  mentioned  in  Question  5  is  left  to  each 
component,  or  each  program,  is  there  some  mechanism  to  assure 
consistent  standards  and  applications?   If  so,  can  you  briefly 
describe  that? 

RESPONSE:   The  Deputy  Secretary  of  Defense  is  responsible  for 
approving  the  adjudicative  criteria  for  each  Special  Access 
Program,  thereby  ensuring  that  such  measures  are  applied  in  a 
consistent  manner  based  on  the  threat,  sensitivity  and 
criticality  of  the  program. 
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INSPECTOR  GENERAL 

DEPARTMENT   OF    DEFENSE 

400   ARMY    NAVY   DRIVE 

ARLINGTON    VIRGINIA   22202   2884 


Honorable  Don  Edwards 
Chairman,  Subcommittee  on  Civil 

and  Constitutional  Rights 
Committee  on  the  Judiciary 
House  of  Representatives 
Washington,  D.C.   20515-6220 

Dear  Mr.  Chairman: 

At  your  request  and  at  the  request  of 
Chairman  William  L.  Clay,  House  Committee  on  Post 
Office  and  Civil  Service,  and  Chairman  Frank 
McCloskey,  Subcommittee  on  the  Civil  Service, 
House  Committee  on  Post  Office  and  Civil  Service, 
the  General  Accounting  Office  (GA0)  reviewed  the  due 
process  procedures  and  practices  for  individuals 
whose  access  to  special  access  programs  and  sensitive 
compartmented  information  in  the  Army,  Navy,  and  Air 
Force  is  denied  or  revoked.   The  results  of  the  review 
were  included  in  the  GA0  final  report  entitled — 
"D0D  SPECIAL  ACCESS  PROGRAMS:   Administrative  Due 
Process  Not  Provided  When  Access  Is  Denied  or  Revoked" 
(0SD  Case  9359)  . 

The  Department  of  Defense  response  to  the  report 
is  enclosed  for  your  information.   Should  you  have 
any  questions,  please  contact  me  or  Ms.  Lorraine  F. 
Carpenter,  Office  of  the  Assistant  Inspector  General 
for  Analysis  and  Followup,  at  (703)  693-0211. 

Similar  letters  are  also  being  sent  to 
Chairmen  McCloskey  and  Clay. 


Sincerely, 


Derek  J. 
Deputy  Inspector  General 


Enclosure 


Honorable  Henry  J.  Hyde 
Ranking  Republican 
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OFFICE  OF  THE  UNDER  SECRETARY  OF  DEFENSE 
WASHINGTON.  D    C.    20301-2000 


2  6  JUL  1993 


Ms.  Donna  M.  Heivilin,  Director 
Defense  Management  and  NASA  Issues 
National  Security  and  International 

Affairs  Division 
U.S.  General  Accounting  Office 
Washington,  DC  20548 

Dear  Ms.  Heivilin: 

This  is  the  Department  of  Defense  (DoD)  response  to  the 
General  Accounting  Office  (GAO)  final  report  GAO/NSIAD-93-162, 
entitled  "DOD  SPECIAL  ACCESS  PROGRAMS:   Administrative  Due 
Process  Not  Provided  When  Access  is  Denied  or  Revoked,"  dated  May 
5,  1993  (GAO  Code  398124),  OSD  Case  9359.   The  DoD  response  to 
the  draft  GAO  report  was  included  as  an  appendix  in  the  final 
report.   The  DoD  positions  on  the  report  issues  have  not  changed. 

Although  the  DoD  partially  concurs  with  the  report,  the 
Department  continues  to  disagree  on  two  fundamental  issues: 

The  GAO  incorrectly  concludes  that  the  same  administrative 
due  process  is  required  in  all  cases  where  access  to  a 
Special  Access  Program  is  denied  or  revoked,  regardless  of 
the  sensitivity  of  the  program,  the  nature  of  the  program, 
the  possible  damage  to  national  security,  or  the  special 
adjudicative/investigative  procedures  applicable  to  the 
individual  Special  Access  Program. 

The  GAO  incorrectly  interprets  the  provisions  of 
DoD  Regulation  5200. 2-R,  which  recognize  that  special 
clearance  and  adjudicative  procedures  may  be  followed  in 
connection  with  access  determinations  involving  Special 
Access  Programs. 

The  DoD  is  committed  to  affording  due  process  and  appeal 
rights  to  the  full  extent  practicable,  limited  only  when 
necessary  to  protect  classified  information  from  possible 
disclosure  during  the  clearance  process.   To  accomplish  that 
goal,  the  DoD  utilizes  the  provisions  of  paragraph  8-201  of  DoD 
Regulation  5200. 2-R.   If  a  program  is  authorized  upgraded 
adjudicative  criteria,  Annex  B,  Director  of  Central  Intelligence 
Directive  1/14,  is  the  minimum  standard  applied.   This  procedure 
is  consistent  with  DoD  regulation,  and  satisfies  legal 
requirements. 

The  DoD  is  continually  striving  to  improve  administrative 
process  provisions.   Such  efforts  are  always  aided  by  studies 
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such  as  that  conducted  by  the  GAO.   While  the  DoD  disagrees  with 
some  inaccuracies  contained  in  the  report,  the  report  does  help 
focus  the  attention  of  the  DoD  on  that  which  may  be  misunderstood 
by  those  outside  of  the  Department.    Also,  the  GAO  report  helped 
to  facilitate  efforts  to  refine  and  clarify  existing  policy 
documents.   By  the  end  of  1993,  the  DoD  intends  to  revise  DoD 
Regulation  5200. 2-R  to  state  specifically  and  clearly  the 
requirements  for  administering  Special  Access  Programs.   In 
addition,  both  the  Air  Force  and  Navy  have  adopted  improved 
appeal  procedures. 

The  detailed  DoD  comments  on  specific  points  on  the  GAO 
rebuttal  issues  are  provided  in  Enclosure  1,  while  the  current 
status  of  the  agreed-to  actions  in  response  to  the  GAO 
recommendations  are  provided  in  Enclosure  2. 


Sincerely, 


Enclosures: 
As  stated 


g  Deputy  (Security  Policy) 
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GAO  FINAL  REPORT  GAO/NSIAD-93-162  -  DATED  MAY  5,  1993 
(GAO  CODE  398124)  OSD  CASE  9359 

"DOD  SPECIAL  ACCESS  PROGRAMS:   ADMINISTRATIVE  DOE  PROCESS 
NOT  PROVIDED  WHEN  ACCESS  IS  DENIED  OR  REVOKED" 

DEPARTMENT  OF  DEFENSE  COMMENTS 
ON  THE  GAO  REBUTTAL  ISSUES 


REBUTTAL  ISSUE  1:   DISAGREEMENT  WHETHER  ADMINISTRATIVE 

DUE  PROCESS  IS  PROVIDED  IN  SPECIAL 
ACCESS  PROGRAMS. 

DOD  POSITION:   The  Department  asserted  it  is  DoD  policy  that  the 
administrative  process  provisions  of  DoD  Regulation  5200. 2-R  will 
be  used,  unless  the  Special  Access  Program  uses  upgraded 
adjudicative  criteria — as  approved  by  the  Deputy  Secretary  of 
Defense.   In  the  upgrade  cases,  as  a  minimum,  Annex  B  of  Director 
of  Central  Intelligence  Directive  1/14  would  apply.   The  DoD 
pointed  out  that  the  procedures  for  Sensitive  Compartmented 
Information  allow  for  a  waiver  of  administrative  due  process 
procedures.   (pp.  10-11,  pp.  24-25/GAO  Final  Report) 

GAO  REBUTTAL:   The  GAO  disagreed  with  the  DoD,  asserting  that  the 
paragraphs  referred  to  in  the  DoD  guidance  do  not  specify 
administrative  due  process  may  be  waived  under  extenuating 
circumstances.   The  GAO  continued  to  maintain  that,  in  every  Navy 
and  Air  Force  case  it  reviewed,  the  individuals  did  not  receive 
the  due  process  specified.   (p.  10/GAO  Final  Report) 

ADDITIONAL  DOD  COMMENTS:   The  DoD  position  is  unchanged.   The  use 
of  DoD  Regulation  5200. 2-R  to  affect  investigative  and 
adjudicative  upgrades  of  DoD  Special  Access  Programs  is  of 
longstanding  application.   Contrary  to  the  GAO  interpretation  of 
DoD  Special  Access  Program  policy,  the  ability  to  waive 
administrative  due  process  provisions  in  a  few  highly  classified 
programs  is  fundamental.   Those  programs  are  of  such  extreme 
sensitivity  that  mere  knowledge  of  their  existence  would  cause 
severe  damage  to  national  security.   The  DoD  policy  is  consistent 
with  Executive  Order  12356  and  the  DoD  implementing  regulations — 
and  it  satisfies  all  relevant  legal  requirements. 

However,  in  an  effort  to  eliminate  any  possible  ambiguity,  the 
DoD  plans  to  revise  DoD  Regulation  5200. 2-R  to  define  the  policy 
more  clearly.   It  is  anticipated  that  the  revision  will  be 
implemented  by  the  end  of  calendar  year  1993. 


REBUTTAL  ISSUE  2:   DISAGREEMENT  CONCERNING  APPOINTMENT 

OF  OFFICIALS  FOR  APPEAL  PANELS 

DOD  POSITION:   The  DoD  contended  that  the  Navy  and  the  Air  Force 
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regulations  had  been  developed  to  ensure  a  complete  perception  of 
independence  in  the  appointment  of  officials.   (pp.  27-29/GAO 
Final  Report) 

GAO  REBUTTAL;   The  GAO  disagreed,  continuing  to  express  concern 
because  some  panel  members  were  within  the  same  office  of  command 
that  was  responsible  for  the  denial  or  revocation  of  access  being 
appealed.   (pp.  11-12/GAO  Final  Report) 

ADDITIONAL  POD  COMMENTS;   It  is  the  DoD  position  that  the  appeal 
procedures  developed  by  the  Navy  and  Air  Force  will  provide 
sufficient  independence.   In  both  procedures,  individuals  are 
afforded  an  opportunity  to  appeal  to  a  three  member  board  that  is 
not  affiliated  with  the  adjudicative  authority  or  program 
involved.   Further,  it  should  be  noted  that  the  appointment  of 
reviewing  officials  from  outside  the  "same  office  of  command" 
does  not  guarantee  impartial  or  unbiased  panel  members  for 
appeals  review.   Other  factors  are  more  important  such  as 
assurance  that  panel  members  have  the  ability  to  make  mature  and 
impartial  judgements,  and  are  free  of  influence  from  the 
adjudicative  authorities  involved. 


REBUTTAL  ISSDE  3;   DISAGREEMENT  CONCERNING  ESTABLISHING 

OVERSIGHT  PROCEDURES  TO  ENSURE 
COMPLIANCE  BY  MILITARY  SERVICES. 

DOD  POSITION;   The  DoD  contended  that  the  procedures  already 
exist  for  the  Office  of  the  Deputy  Under  Secretary  of  Defense  for 
Security  Policy  to  conduct  oversight  of  the  DoD  Special  Access 
Program  offices,  field  activities,  and  contractor  facilities. 
The  DoD  pointed  out  that,  when  Special  Access  Programs  are 
initially  approved,  the  program  is  reviewed  by  the  Office  of  the 
Deputy  Under  Secretary  of  Defense  for  Security  Policy,  and 
ultimately  approved  by  the  Deputy  Secretary  of  Defense, 
(p.  29/GAO  Final  Report) 

GAO  REBUTTAL;   The  GAO  continued  to  express  strong  concern  that, 
because  approval  of  the  Special  Access  Programs  security  plans 
was  only  begun  in  March  1992,  there  are  many  plans — authorized 
prior  to  that  date — which  were  not  approved  by  the  Deputy 
Secretary.   (p.  12/GAO  Final  Report) 

ADDITIONAL  DOD  COMMENTS;   It  continues  to  be  the  DoD  position 
that  Special  Access  Programs  are  provided  sufficient  oversight  to 
ensure  compliance  with  approved  program  security  procedures, 
including  programs  approved  prior  to  March  1992.   Within  the  DoD, 
Special  Access  Programs  are  revalidated  on  a  yearly  basis  by  the 
Deputy  Secretary  of  Defense.   Revalidation  includes  a  review  of 
all  aspects  of  the  program  (to  include  security  plans  and 
procedures)  to  ensure  that  the  program  continues  to  warrant 
special  access  controls. 
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GAO  FINAL  REPORT  GAO/NSIAD-93-162  -  DATED  MAY  5,  1993 
(GAO  CODE  398124)  08D  CASE  9359 

"DOD  SPECIAL  ACCESS  PROGRAMS:   ADMINISTRATIVE  DDE  PROCESS 
NOT  PROVIDED  WHEN  ACCESS  IS  DENIED  OR  REVOKED 

CURRENT  STATUS  OP  AGREED-TO  ACTIONS  IN 
RESPONSE  TO  THE  GAO  RECOMMENDATIONS 

***** 

RECOMMENDATION  l:   The  GAO  recommended  that  the  Secretary  of 
Defense  direct  the  Secretaries  of  the  Navy  and  the  Air  Force  to 
comply  with  the  due  process  requirements  of  the  DoD  personnel 
security  program  regulation  with  respect  to  the  DoD  military  and 
civilian  personnel  for  whom  access  to  a  special  access  program 
clearance  is  denied  or  revoked.   (p.  9/GAO  Final  Report) 

DOD  RESPONSE  TO  THE  DRAFT  REPORT;   Nonconcur.   Due  to  national 
security  concerns,  the  use  of  Director  of  Central  Intelligence 
Directive  1/14  must  be  permitted.   This  position  is  consistent 
with  DoD  Regulation  5200. 2-R,  and  strikes  a  balance  between  the 
protection  of  the  nation's  most  sensitive  classified  programs, 
and  providing  citizens  with  a  fair  clearance  procedure.   It  is 
noted  that  the  provisions  of  DoD  5200. 2-R  are  utilized  in  those 
Special  Access  Programs  that  are  not  authorized  upgraded 
adjudicative  criteria.   (pp.  30-31/GAO  Final  Report) 

CURRENT  DOD  POSITION:   The  DoD  position  is  unchanged.   The  DoD 
continues  to  maintain  that  national  security  concerns  require  the 
use  of  Director  of  Central  Intelligence  Directive  1/14  provisions 
in  a  few  highly  sensitive  programs. 

RECOMMENDATION  2:   The  GAO  recommended  that  the  Secretary  of 
Defense  require  that  the  Services  designate  officials  for  appeal 
purposes  from  commands  that  are  independent  from  those  officials 
who  make  unfavorable  special  access  programs  and  sensitive 
compartmented  information  access  determinations.   (p.  9/GAO  Draft 
Report) 

DOD  RESPONSE  TO  THE  DRAFT  REPORT:   Partially  concur.   Although 
the  DoD  agrees  with  the  report  premise  that  appeals  should  be 
reviewed  by  individuals  independent  from  those  officials  who  made 
the  initial  unfavorable  Special  Access  Program  and  Sensitive 
Compartmented  Information  access  determination,  such  procedures, 
already  exist.   New  Navy  and  Air  Force  appeal  procedures  have 
Deen  developed  to  help  clarify  that  issue.   (p.  31/GAO  Final 
Report) 

CURRENT  STATUS  OF  AGREED-TO  ACTIONS:   The  new  Navy  and  Air  Force 
procedures  provide  an  adequate  independent  appeal  authority.   In 
both  procedures,  individuals  are  provided  an  opportunity  to 
appeal  to  a  three  member  appeal  board  consisting  of  senior  level 
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personnel  who  are  not  affiliated  with  the  original  adjudicative 
authority,  or  the  program  concerned.   The  Navy  procedure  was 
implemented  for  acknowledged  programs  on  May  1,  1993,  and  June  1, 
1993  for  unacknowledged  programs.   The  Air  Force  procedure  was 
implemented  in  October  1992. 

RECOMMENDATION  3;   The  GAO  recommended  that  the  Secretary  of 
Defense  establish  oversight  procedures  to  ensure  compliance  by 
the  Military  Services  and  other  Defense  components  with  the 
Special  Access  Programs/Sensitive  Compartmented  Information  due 
process  requirements  for  the  DoD  and  contractor  personnel, 
(p.  9 /GAO  Final  Report) 

DOD  RESPONSE  TO  THE  DRAFT  REPORT;   Partially  concur.   Although 
the  DoD  agrees  with  the  GAO  objective,  the  recommended  procedures 
already  exist.   When  Special  Access  Programs  are  initially 
approved,  the  program's  security  plan  is  reviewed  by  the  Office 
of  the  Deputy  Secretary  of  Defense  for  Security  Policy,  and 
ultimately  approved  by  the  Deputy  Secretary  of  Defense.   At  that 
time,  the  adjudicative  criteria,  and  administrative  process 
provisions  for  the  program  are  also  approved.   The  Office  of  the 
Deputy  Under  Secretary  of  Defense  for  Security  Policy  also 
conducts  oversight  visits  of  DoD  Special  Access  Program  central 
offices,  field  installations,  and  contractor  facilities.   During 
those  visits,  all  elements  of  the  Special  Access  Program  security 
plan  are  reviewed,  to  include  the  issue  of  administrative 
process,  and  appeal.   (p.  31/GAO  Final  Report) 

CDRRENT  STATDS  OF  AGREED-TO  ACTIONS;   The  DoD  position  is 
unchanged.   Current  DoD  procedures  for  approval  and  revalidation, 
along  with  visits  to  program  sites,  provide  Special  Access 
Programs  with  sufficient  oversight  and  control. 


RECOMMENDATION  4;   The  GAO  recommended  that  the  Secretary  of 
Defense  propose  that  the  National  Industrial  Security  Program 
establish  Special  Access  Program  due  process  procedures  for 
contractor  employees  that  are  similar  to  the  DoD  procedures  for 
military  and  civilian  personnel.   (p.  9/GAO  Final  Report) 

DOD  RESPONSE  TO  THE  DRAFT  REPORT;   Partially  concur.   The  DoD  is 
working  within  the  established  structure  of  the  National 
Industrial  Security  Program  to  define  clearly  what  will  be  the 
minimum  administrative  process  provisions  for  the  program. 
Currently,  it  is  foreseen  that  such  provisions  are  to  be 
addressed  in  the  National  Industrial  Security  Program  Supplement, 
which  is  to  cover  Sensitive  Compartmented  Information,  and 
Special  Access  Programs  of  all  Executive  Branch  structures,  and 
will  be  in  accordance  with  Director  of  Central  Intelligence 
Directive  1/14.   It  is  expected  that  the  National  Industrial 
Security  Program  Supplement  will  be  completed  in  January  1994. 
(p.  32/GAO  Final  Report) 
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CURRENT  STATPS  OF  AGREED-TO  ACTIONS:   The  DoD  position  is 
unchanged.   The  DoD  continues  to  work  within  the  National 
Industrial  Security  Program  structure  to  develop  uniform 
procedures  for  the  protection  of  classified  information  in 
industry.   As  previously  stated,  administrative  process 
provisions  for  the  National  Industrial  Security  Program  will  be 
detailed  in  the  National  Industrial  Security  Program  Supplement, 
and  will  be  in  accordance  with  Director  of  Central  Intelligence 
Directive  1/14.   The  National  Industrial  Security  Program 
Supplement  is  still  scheduled  for  completion  in  January  1994. 
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